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About This Course

Course Goal

Administering the Solaris™ 8 Operating Environment involves many
tasks, including standalone installation, file system management,
backups, process control, user administration, and device
management. Students taking this class will gain the necessary
knowledge and skills to perform these essential system administration
tasks in the Solaris 8 Operating Environment.

This course also prepares system administrators for the follow-on
course, SA-288: Solaris 8 System Administration II.
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Course Quverview

The primary objective of this course is to teach new system
administrators the basics of administering Sun workstations.

Attending this course provides hands-on experience in installing and
maintaining a standalone workstation in the UNIX® environment.

You will perform basic administration tasks, such as installing a
standalone system, adding users, backing up and restoring file
systems, and adding printer support. The procedures needed to
perform these system administration tasks are emphasized. The course
also introduces the concepts of file systems and disk management.
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Course Map

The following course map enables you to see what you have
accomplished and where you are going in reference to the course goal:

Introduction

Introducing the
Solaris 8
Operating
Environment
System
Administration

Users, Initialization Files, and Security

Adding System
Users Security

Devices, Disks, and File Systems

The Directory Device Disks, Slices,
Hierarchy Configuration and Format
The Solaris Mounting Maintaining
Operating File Systems File Systems
Environment
ufs
File System

Processes and Printing

Scheduled The Solaris
Process Operating
Control Environment

LP Print
Service

System Firmware, Boot Process, and Run Levels

The System Boot
Boot Prom Process
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Software Installation and Administration

Installing the Administration Managing Backup and
Solaris 8 of Software Software Recovery
Operating Packages Patches

Environment

on a
Standalone
System
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Module-by-Module Overview

This course contains the following modules:

¢ Module 1 - “Introducing the Solaris 8 Operating Environment
System Administration”

This module defines the roles of a Solaris Operating Environment
system administrator and describes some common system
administration terms used in the Solaris Operating Environment.

e Module 2 - "Adding Users"

This module introduces the task of adding users: creating new
groups and user accounts, setting up user environments,
identifying fields in the /etc/passwd , /etc/shadow , and
letc/group files.

Lab exercise — Add, modify, and delete user accounts and groups
using admintool and command line tools. Create a .profile
and .kshrc file for a Korn shell user.

e Module 3 - "System Security"

This module focuses on accounts, commands, and files that have
an affect on basic system security, including how to set access
control lists on files, and identifying setuid , setgid, and sticky
permissions.

Lab exercise — Modify the content of a system security file, create
ACLs on files

e Module 4 - "The Directory Hierarchy"

This module describes the main file types in the Solaris Operating
Environment and defines the function of the main subdirectories
located in the root directory.

e Module 5 - "Device Configuration"

This module describes the device naming conventions used in the
Solaris 8 Operating Environment, and commands to display and
reconfigure device configurations.

Lab exercise — Identify the devices and device names attached to a
system.
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Module 6 - "Disks, Slices, and Format"

This module covers the use of the format utility to view a
partition table, define disk slices, label a disk, and modify pre-
existing disk slices.

Lab exercise — Use the format utility to create and save a working
partition table on an unused disk, and modify the size of a disk
slice.

Module 7 — “Solaris Operating Environment ufs File System”

The module defines three common file system types, introduces
the structure of a ufs file system, and describes the procedures for
creating a new ufs file system.

Lab exercise - Create a new ufs file system on an unused disk slice
using the newfs command.

Module 8 - "Mounting File Systems"

This module describes the concepts and procedures involved in
mounting and unmounting file systems, and using the
letcivistab file to mount file systems automatically at boot time.

Lab exercise — Add entries to the /etc/fstab file and mount a
new file system.

Module 9 - "Maintaining File Systems"

This module describes the fsck utility for checking and repairing
tile systems, and introduces commands for monitoring file system
usage.

Lab exercise — Display file system usage information and practice
using the fsck utility to repair a corrupted file system.

Module 10 - "Scheduled Process Control"

This module introduces commands for viewing and controlling
the processes running on the system; and describes the procedures
for automating repetitive tasks.

Lab exercise — Run the process manager and the prstat

command to view and control processes running on the system,
and automate the execution of commands using the at command
and by creating a crontab file.
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Module 11 - "The Solaris Operating Environment LP Print Service"

This module covers the functions of the print service, introduces
the LP administration commands, and procedures for adding a
printer for access by users.

Lab exercise — Configure a printer and use various LP print
commands.

Module 12 — “The Boot PROM”

This module introduces the main functions of the OpenBoot™
programmable read-only memory (PROM) and NVRAM; it
describes the use of boot PROM commands, how to determine the
default boot device, how to modify parameters, and procedures
for creating custom device aliases.

Lab exercise — Create custom device aliases and modify
parameters.

Module 13 - “System Boot Process”

This module focuses on the phases of the boot process, and
discusses the various commands used to change system run levels.

Lab exercise — Use commands to change your system’s run level,
and add a new run control script.

Module 14 - “Installing Solaris Operating Environment 8 on a
Standalone System”

This modules describes the procedures for installing the Solaris
8Solaris Operating Environment software.

Lab exercise — Install software on a standalone workstation.

Module 15 — 7 Administration of Software Packages”

This module focuses on displaying software package information,
and adding and deleting software packages.

Lab exercise — Identify installed packages, remove a package, and
add a package.
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e Module 16 - “Managing Software Patches”

This modules covers the procedures for adding and backing out
software patches.

Lab exercise — Install and back out a software patch.

e Module 17 — “Backup and Recovery”
The module focuses on how to back up and restore file systems.

Lab exercise — Restore the root file system.
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Course Objectives

Upon completion of this course, you should be able to:

e Define basic system administration tasks and terms
e Add users and groups to the system

e Configure user initialization files

e Implement basic system security
e Create ACLs (access control lists) on files

e Identify disks configured on a system

e Define disk slices on a new disk

e Create and mount a file system

e Repair a corrupted file system
e View and manage processes

e Configure and administer printers

o Identify the default boot device
e Describe the boot process

e Change system run levels

e Install the Solaris 8 Operating Environment software on a
standalone workstation

e Add software packages
e Add a software patch

e Perform a root file system backup and restore
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Skills Gained by Module

The skills for Solaris™ 8 Operating Environment System Administration I
are shown in column 1 of the following matrix. The black boxes
indicate the main coverage for a topic; the gray boxes indicate the

topic is briefly discussed.

Skills Gained

Module

10

11

12

13

14

15

16

17

Define basic system administration
tasks and terms

Add users and groups to the syste

Configure user initialization files

Implement basic system security

Create ACLs on files

Identify disks configured on a
system

Define disk slices on a new disk

Create and mount a file system

Repair a corrupted file system

View and manage processes

Configure and administer printers

Identify the default boot device

Describe the boot process

Change system run levels

Install the Solaris 8 Operating
Environment software on a
standalone workstation

Add software packages

Add software patch

Perform a root file system backup
and restore
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Guidelines for Module Pacing

The following table provides a rough estimate of pacing for this
course:

Module Dayl Day2 Day3 Day4 Day5

"About This Course" AM.

"Introducing the Solaris 8 AM.
Operating Environment System
Administration”

"Adding Users" AM.

"System Security" PM.

"The Directory Hierarchy" PM.

"Device Configuration” AM.

"Disks, Slices, and Format" AM./
PM.

"The Solaris Operating PM.
Environment ufs File System"

"Mounting File Systems" AM.
"Maintaining File Systems" AM.
"Scheduled Process Control" PM.

"The Solaris Operating PM.
Environment LP Print Service"

"The Boot PROM" AM.

"System Boot Process" AM./
PM.

"Installing the Solaris 8 Operating PM.
Environment on a Standalone"

"Administration of Software AM.
Packages"

"Managing Software Patches" AM.
"Backup and Recovery" PM.
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Topics Not Covered

This course does not cover the topics shown below. Topics listed here
are covered in other courses offered by Sun Educational Services:

e Basic UNIX commands — Covered in SA-118: Fundamentals of
Solaris 8 for System Administrators

e Thevi editor — Covered in SA-118: Fundamentals of Solaris 8 for
System Administrators

e Basic UNIX file security — Covered in SA-118: Fundamentals of
Solaris 8 for System Administrators

o JumpStart™ — Covered in SA-288: Solaris™ 8 Operating
Environment System Administration II

e Solstice™ AdminSuite™ — Covered in SA-288: Solaris™ 8
Operating Environment System Administration II

e NFS™ environment configuration — Covered in SA-288: Solaris™ §
Operating Environment System Administration 11

e Naming services — Covered in SA-288: Solaris™ 8§ Operating
Environment System Administration II

e Troubleshooting — Covered in ST-350: Sun Systems Fault Analysis
Workshop

e System tuning — Covered in SA-400: Concepts and Tuning

Refer to the Sun Educational Services catalog for specific course and
registration information.
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How Prepared Are You?

To be sure you are prepared to take this course, can you answer yes to
the questions listed below?

e Can you use basic UNIX® commands to navigate the Solaris
Operating Environment directory tree, to search for or manipulate
directories and file?

e Can you use the vi text editor to create or modify files?

e Can you change access permissions on files and directories?

About This Course xXxxiii
Copyright 2000 Sun Microsystems, Inc. All Rights Reserved. Enterprise Services June 2000, Revision A



Introductions

Now that you have been introduced to the course, introduce yourself
to each other and the instructor, addressing the items shown below.

e Name

e Company affiliation

o Title, function, and job responsibility
e System administrator experience

e Reasons for enrolling this course

e Expectations for the course
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How to Use Course Materials

To enable you to succeed in this course, these course materials employ
a learning model that is composed of the following components:

Course map — An overview of the course content appears in the
"About This Course" module so you can see how each module fits
into the overall course goal.

Objectives - What you should be able to accomplish after
completing this module is listed here.

Lecture — The instructor will present information specific to the
topic of the module. This information will help you learn the
knowledge and skills necessary to succeed with the exercises.

Exercise — Lab exercises will give you the opportunity to practice
your skills and apply the concepts presented in the lecture.

Check your progress — Module objectives are restated, sometimes
in question format, so that before moving on to the next module
you are sure that you can accomplish the objectives of the current
module.
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Course Icons and Typographical Conventions

Icons

XXXVI

The following icons and typographical conventions are used in this
course to represent various training elements and alternative learning
resources.

Additional resources — Indicates additional reference materials are
available.

Demonstration — Indicates a demonstration of the current topic is
recommended at this time.

Discussion — Indicates a small-group or class discussion on the current
topic is recommended at this time.

Exercise objective — Indicates the objective for the lab exercises that
follow. The exercises are appropriate for the material being discussed.

Note — Additional important, reinforcing, interesting, or special
information.
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Caution — A potential hazard to data or machinery.

Warning — Anything that poses personal danger or irreversible
damage to data or the operating system.

Typographical Conventions

Courier is used for the names of commands, files, and directories, as
well as on-screen computer output. For example:

Usels -al to list all files.
system% You have mail.

It is also used to represent parts of the Java™ programming language
such as class names, methods, and keywords. For example:

The getServietinfo method is used to...
The java.awt.Dialog class contains Dialog (Frame parent )

Courier bold  is used for characters and numbers that you type. For
example:

system% su
Password:

Courier italic is used for variables and command-line
placeholders that are replaced with a real name or value. For example:

To delete a file, type rm filename

Palatino italics is used for book titles, new words or terms, or words
that are emphasized. For example:

Read Chapter 6 in User’s Guide.
These are called class options.
You must be root to do this.
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Introducing the Solaris 8 Operating
Environment System
Administration 1

Objectives

Upon completion of this module, you should be able to:

e Define the roles of a Solaris Operating Environment system
administrator

e Define common system administration terms

Additional Resources
Additional resources — The following reference can provide additional
details on the topics discussed in this module:

e Solaris 8 System Administration Guide, Volume I, Part Number 805-
7228-10

e Solaris 8 System Administration Guide, Volume II, Part Number 805-
7229-10

e Solaris 8 System Administration Guide, Volume III, Part Number 806-
0916-10

1-1
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Roles of the System Administrator

The system administrator is responsible for the smooth operation of
day-to-day activities on each system. The scope and variety of tasks
that a Solaris Operating Environment system administrator performs
have been placed into the following two course categories:

e The first category encompasses all the major skills and activities
required to administer a standalone system and are covered in this
course: SA-238 Solaris 8 Operating Environment System
Administration I

e The second category includes those skills and activities required to
successfully administer a basic client/server configuration and are
covered in the course: SA-288 Solaris 8 Operating Environment
System Administration 11
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Administering Standalone Systems

The tasks described in this category are necessary to perform system
administration duties on Sun™ Microsystems systems in a standalone
environment. These are also the required prerequisite skills for
mastering the topics outlined in the second course category.

The following lists the essential activities for all system administrators:

Managing users accounts

Setting up login accounts for new users and removing accounts
when users no longer require system access.

Maintaining system security

Monitoring and controlling system access, maintaining passwords,
assigning special privileges to selected users, and controlling file
access.

Configuring new devices

Adding and configuring new peripheral devices on systems.

Installing and partitioning disk drives

Partitioning disks to handle new or larger file systems to satisfy
increased storage requirements on systems.

Managing file systems

Creating, mounting, and maintaining file systems to ensure access
to system, application, and user data.

Scheduling system-related jobs

Scheduling jobs to run automatically during off-peak hours when
system loads are at a minimum.

Maintaining print services

Installing, maintaining, and removing printers and print services.
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e Managing the boot PROM

Using basic boot PROM commands to select alternative boot
devices, creating alternative device alias names, and customizing
boot PROM environment variables.

e Configuring system initialization files

Moditying the run control scripts and files used to control system
operations during boot.

e Installing the Solaris Operating Environment software

Preparing and installing the Solaris 8 Operating Environment
software on standalone systems.

e Administering software package and patches

Adding or removing necessary software packages and patches.

e Performing backup and recovery operations

Backing up and restoring file systems on a regular schedule.

e Managing disaster recovery

Recovering critical file systems and rebooting successfully.
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Administering Client/Server Systems

The following tasks are necessary to perform system administration
duties on Sun systems within a client/server environment and are
covered in the SA-288 Solaris 8 Operating Environment System
Administration Part II course.

e Configure a network environment

Configure a system to function in a networked client/server
environment.

e Set up the syslog utility

Set up system logging utilities, basic diagnostics, and availability
enhancements.

e Configure and administer a Network file system (NFS)
environment

Configure distributed file systems and administer NFS servers and
NFS clients.

e Configure cacheFS file systems

Improve system performance by configuring a cachefs file
system. Monitor cachefs file system statistics and maintain logs
of the cachefs file system.

e Use automount

Configure the system for shared resources to be mounted only if
requested. Set up multiple paths to shared resources to mount the
least busy path on demand.

e Set up name services

Select the proper name service to match system capabilities and
requirements. Set up systems to use name services.

e Configure boot protocols

Configure a server for thin client support.

0 The Sun Ray 1 network appliance is an example of a thin client.
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e Install and configure Solstice AdminSuite™

Install and configure products associated with the Solaris 8
Operating Environment Admininistration Package.

e Install the Solaris Operating Environment using the Jumpstart
program

Set up an automatic installation process for unattended
installations.
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System Administration Terms

The following list defines some common system administration terms.

e Host — Another word for a computer system.

e Host name — A unique name given to a computer system by the
system administrator to distinguish it from other hosts on the
network. The command uname -n displays the assigned host
name.

e Internet (IP) address — A number that represents the host address
and the network address, for example: 192.134.117.25. A host’s IP
address identifies where a host is on the Internet, which allows
network traffic to be directed to that host. This software address is
placed in the /etc/inet/hosts tile.

e Ethernet address — A host’s unique hardware address. A number
displayed as 12 hexadecimal digits. For example, 08:00:20:1c:54:7e.
This address is stored in the NVRAM (non-volatile random access
memory) chip.

e Server — A host that provides one or more services to hosts on a
network.

e C(lient — A host that uses services provided by the server.

Note — Servers and clients are two types of hosts in a distributed
computing environment.

Host 1 Host 2

- Client
p-\ Process

Server
process

Client
process

Figure 1-1 Example of Two Types of Hosts
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A wide variety of server and client processes can be operating in a
network environment. For example:

e A file server is a host that shares its disk storage and files with
other hosts on the network.
