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Foreword

Foreword

In the beginning, there were router access lists...

Then the next firewalls evolved into application proxies. The best definition of a firewall in
its simplest form 1s by Steven Bellovin a co-author of Firewalls and Internet Security: Repeling the
Wily Hacker. In this book Steven wrote “Firewalls are barriers between us and them for arbi-
trary values of ‘them’”

With firewalls becoming a chokepoint of the network, they define what is to be trusted and
what is not. The untrusted elements range from the standard hackers, spammers, and crackers, to
a Human Resources department of an organization deeming the rest of the company
“untrusted”, to even the conventional chokepoint of a company trusting only itself, and not
deeming the Internet “trustworthy or safe™. loday firewalls have evolved into more than just a
simple chokepoint. Firewalls include all sorts of different solutions: hardware, software, intrusion
detection, desktop solutions, and so forth. As technology has evolved, the number of options that
users have to choose from has increased exponentially. The Best Damn Firewall Book Period pro-
vides readers with a guide to the most popular firewall technology implementations.

Before you dive into the various firewall implementations, we recommend that you spend
some time reading “Part I: Introduction to Network Security & Firewalls”. Part I delves into
network security basics, the diftferent types of firewalls, and provides a brief introduction to
intrusion detection systems (which should be part of any efficient and effective defense in
depth security strategy).

After the Part I, the book is broken down into the following:

m  Part [I Linux & Solaris Firewalls

m  Part [II PIX Firewalls

m  Part [V: Check Point NG and Nokia IP Series Appliances
m  PartV ISA Server

m  Part VI Intrusion Detection

XXXiii



xxxiv  Foreword

This is not a “best of the marketing documentation” for various solutions and vendors. If you need
marketing documentation, that’s always available from the vendor’s Web site. This book is about imple-
menting various solutions on a technical level. This book is great for those system administrators, net-
work administrators, and security administrators who are looking for how various firewall systems
work, and how they can help secure your network. Each section provides detailed information with
regards to the technical implementations of each firewall, in order to assist you in determining the
strengths of each solution, and deciding which implementation would be best for your network.

Before you do pick a firewall, make sure you know that:

1. A firewall is not the end-all, be-all of network security.
2. Your firewall 1s only as strong as your security policy.

3. Make sure you educate your system administrators, management, and users regularly

Audience

The Best Damn Firewall Book Period is written for the system administrators and network administrators
as these are the individuals who are going to be offering the recommendations and implementing the
security solutions. Most of this book is quite technical, however this book could be considered a great
overview of the variety of security concepts, exploits, and solutions for network security engineers. It
provides some basic information about firewalls, as well as plenty of technical details that give you the
nuts and bolts of how the various firewalls work.
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Introduction

In an age where our society relies so heavily on electronic communication, the need for informa-
tion security is constantly increasing. Given the value and confidential nature of the information
that exists on today’s networks, CIOs are finding that an investment in security is extremely ben-
eficial. Without security, a company can sufter from theft or alteration of data, legal ramifications,
and other issues that all result in monetary losses.

In this chapter, we look at the big picture: what we mean by network security in general and
Internet security in particular; why it’s necessary and how we can create a comprehensive security
policy to protect our networks from unauthorized access.

Network security is a hot topic and is growing into a high-profile (and often highly-paid) IT
specialty area. Security-related Web sites such as Net-Security (www.net-security.org),
SecurityFocus (www.securityfocus.com), and Packetstorm Security
(www.packetstormsecurity.org) are tremendously popular with savvy Internet users. Esoteric
security measures such as biometric identification and authentication—formerly the province of
science fiction writers and perhaps a few ultrasecretive government agencies—have become
almost commonplace in corporate America.

Yet with all this focus on security, many organizations implement security measures in an
almost haphazard way, with no well-considered plan for making all the parts fit together.
Computer security involves many aspects of safekeeping, from protection of the physical equip-
ment to protection of the electronic bits and bytes that make up the information that resides on
the network.

In the next section, we provide a brief overview of what we mean by security in general and
how the concept applies to your computer network. This chapter focuses on generic computer
and Internet security concepts and the way to develop a comprehensive security plan for your
organization. In order to understand how firewalls are used in a network, you need to understand
the basics of network security. A firewall is not a “security solution” per se; instead, it is part of
your security solution.

However, a firewall is a big part of most network security solutions. A firewall is the guardian
to the castle at the moat: the firewall decides what is let in and what is let out. This is done
through your firewall rules, which are policy-defined. A firewall can be various devices, from a
Solaris system to a separate hardware appliance. No matter what type of package a firewall comes
in, its job is the same: be the guardian of your network.

Insecurity and the Internet

The federation of networks that became the Internet consisted of a relatively small community of
users by the 1980s, primarily in the research and academic communities. Because it was rather
difficult to get access to these systems and the user communities were rather closely knit, security
was not much of a concern in this environment. The main objective of connecting these various
networks together was to share information, not keep it locked away. Technologies such as the
UNIX operating system and the Transmission Control Protocol/Internet Protocol (TCP/IP) net-
working protocols that were designed for this environment reflected this lack of security concern.
Security was simply viewed as unnecessary.
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By the early 1990s, however, commercial interest in the Internet grew. These commercial
interests had very different perspectives on security, ones often in opposition to those of
academia. Commercial information had value, and access to it had to be limited to specifically
authorized people. UNIX, TCP/IP, and connections to the Internet became avenues of attack and
did not have much capability to implement and enforce confidentiality, integrity, and availability.
As the Internet grew in commercial importance, with numerous companies connecting to it and
even building entire business models around it, the need for increased security became quite
acute. Connected organizations now faced threats that they had never had to consider before.

When the corporate computing environment was a closed and limited-access system, threats
mostly came from inside the organizations. These internal threats came from disgruntled employees
with privileged access who could cause a lot of damage. Attacks from the outside were not much
of an issue since there were typically only a few, if any, private connections to trusted entities.
Potential attackers were few in number, since the combination of necessary skills and malicious
intent were not at all widespread.

With the growth of the Internet, external threats grew as well. There are now millions of hosts
on the Internet as potential attack targets, which entice the now large numbers of attackers. This
group has grown in size and skill over the years as its members share information on how to break
into systems for both fun and profit. Geography no longer serves as an obstacle, either.You can be
attacked from another continent thousands of miles away just as easily as from your own town.

Threats can be classified as structured or unstructured. Unstructured threats are from people
with low skill and perseverance. These usually come from people called script kiddies—attackers
who have little to no programming skill and very little system knowledge. Script kiddies tend to
conduct attacks just for bragging rights among their groups, which are often linked only by an
Internet Relay Chat (IRC) channel. They obtain attack tools that have been built by others with
more skill and use them, often indiscriminately, to attempt to exploit a vulnerability in their
target. If their attack fails, they will likely go elsewhere and keep trying. Additional risk comes
from the fact that they often use these tools with little to no knowledge of the target environ-
ment, so attacks can wind up causing unintended results. Unstructured threats can cause signifi-
cant damage or disruption, despite the attacker’ lack of sophistication. These attacks are usually
detectable with current security tools.

Structured attacks are more worrisome because they are conducted by hackers with significant
skill. If the existing tools do not work for them, they are likely to modify them or write their
own. They are able to discover new vulnerabilities in systems by executing complex actions that
the system designers did not protect against. Structured attackers often use so-called zero-day
exploits, which are exploits that target vulnerabilities that the system vendor has not yet issued a
patch for or does not even know about. Structured attacks often have stronger motivations
behind them than simple mischief. These motivations or goals can include theft of source code,
theft of credit card numbers for resale or fraud, retribution, or destruction or disruption of a
competitor. A structured attack might not be blocked by traditional methods such as firewall rules
or detected by an Intrusion Detection System (IDS). It could even use non-computer methods
such as social engineering.
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Social engineering, also known as people hacking, is a means for obtaining security
information from people by tricking them. The classic example is calling up a user and
pretending to be a system administrator. The hacker asks the user for his or her pass-
word to ostensibly perform some important maintenance task. To avoid being hacked
via social engineering, educate your user community that they should always confirm
the identity of any person calling them and that passwords should never be given to
anyone over e-mail, instant messaging, or the phone.

Another key task in securing your systems is closing vulnerabilities by turning oft unneeded
services and bringing them up to date on patches. Services that have no defined business need
present an additional possible avenue of attack and are just another component that needs patch
attention. Keeping patches current is actually one of the most important activities you can per-
form to protect yourself, yet it is one that many organizations neglect.

The Code Red and Nimda worms of 2001 were successtul primarily because so many sys-
tems had not been patched for the vulnerabilities they exploited, including multiple Microsoft
Internet Information Server (IIS) and Microsoft Outlook vulnerabilities. Patching, especially
when you have hundreds or even thousands of systems, can be a monumental task. However, by
defining and documenting processes, using tools to assist in configuration management, sub-
scribing to multiple vulnerability alert mailing lists, and prioritizing patches according to criti-
cality, you can get a better handle on the job.

One useful document to assist in this process has been published by the U.S. National
Institute of Standards and Technology (NIST), which can be found at http://csrc.nist.gov/
publications/nistpubs/800-40/sp800-40.pdf (800-40 1s the document number).

Also important is having a complete understanding of your network topology and some of
the key information flows within it as well as in and out of it. This understanding helps you
define different zones of trust and highlights where re-architecting the network in places might
improve security—for example, by deploying additional firewalls internally or on your network
perimeter.

Defining Information Security

Over the last couple of decades, many companies began to realize that their most valuable assets
were not only their buildings or factories but also the intellectual property and other information
that flowed internally as well as outwardly to suppliers and customers. Company managers, used
to dealing with risk in their business activities, started to think about what might happen if their
key business information fell into the wrong hands, perhaps a competitor’s.

For a while, this risk was not too large, due to how and where that information was stored.
Closed systems was the operative phrase. Key business information, for the most part, was stored on
servers accessed via terminals or terminal emulators and had few interconnections with other sys-
tems. Any interconnections tended to be over private leased lines to a select few locations, either
internal to the company or to a trusted business partner.
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However, over the last five to seven years, the Internet has changed how businesses operate,
and there has been a huge acceleration in the interconnectedness of organizations, systems, and
networks. Entire corporate networks have access to the Internet, often at multiple points. This
proliferation has created risks to sensitive information and business-critical systems where they
had barely existed before. The importance of information security in the business environment
has now been underscored, as has the need for skilled, dedicated practitioners of this specialty.

We have traditionally thought of security as consisting of people, sometimes with guns,
watching over and guarding tangible assets such as a stack of money or a research lab. Maybe they
sat at a desk and watched via closed-circuit cameras installed around the property. These people
usually had minimal training and sometimes did not understand much about what they were
guarding or why it was important. However, they did their jobs (and continue to do so)
according to established processes, such as walking around the facility on a regular basis and
looking for suspicious activity or people who do not appear to belong there.

Information security moves that model into the intangible realm. Fundamentally, information
security involves making sure that only authorized people (and systems) have access to informa-
tion. Information security professionals sometimes have different views on the role and definition
of information security

The three primary areas of concern in information security have traditionally been defined as
tollows:

m  Confidentiality Ensuring that only authorized parties have access to information.
Encryption 1s a commonly used tool to achieve confidentiality. Authentication and
authorization, treated separately in the following discussion, also help with confiden-
tiality.

®  Integrity Ensuring that information is not modified by unauthorized parties (or even
improperly modified by authorized ones!) and that it can be relied on. Checksums and
hashes are used to validate data integrity, as are transaction-logging systems.

B Availability Ensuring that information is accessible when it is needed. In addition to
simple backups of data, availability includes ensuring that systems remain accessible in
the event of a denial of service (DoS) attack. Availability also means that critical data
should be protected from erasure—for example, preventing the wipeout of data on your
company’s external Web site.

Often referred to simply by the acronym CIA, these three areas serve well as a security foun-
dation. To fully scope the role of information security, however, we also need to add a few more
areas of concern to the list. Some security practitioners include the following within the three
areas described above, but by getting more granular, we can get a better sense of the challenges
that must be addressed:

®  Authentication Ensuring that users are, in fact, who they say they are. Passwords, of
course, are the longstanding way to authenticate users, but other methods such as cryp-
tographic tokens and biometrics are also used.

Www.syngress.com



8 Part | * Introduction to Network Security & Firewalls

®  Authorization/access control Ensuring that a user, once authenticated, is only able
to access information to which he or she has been granted permission by the owner of
the information. This can be accomplished at the operating system level using file system
access controls or at the network level using access controls on routers or firewalls.

®  Auditability Ensuring that activity and transactions on a system or network can be
monitored and logged in order to maintain system availability and detect unauthorized
use. This process can take various forms: logging by the operating system, logging by a
network device such as a router or firewall, or logging by an intrusion detection system
(IDS) or packet-capture device.

®  Nonrepudiation Ensuring that a person initiating a transaction is authenticated suffi-
ciently such that he or she cannot reasonably deny that they were the initiating party.
Public key cryptography is often used to support this effort.

You can say that your information is secure when all seven of these areas have been ade-
quately addressed. The definition of adequately depends, however, on how much risk exists in each
area. Some areas may present greater risk in a particular environment than in others.

Common Information Security Concepts

A generic dictionary definition of security (taken from the American Heritage Dictionary) is
“freedom from risk or danger; safety.” This definition is perhaps a little misleading when it comes
to computer and networking security, because it implies a degree of protection that is inherently
impossible to achieve in the modern connectivity-oriented computing environment.

For this reason, the same dictionary provides another definition specific to computer science:
“The level to which a program or device is safe from unauthorized use” (emphasis added). Implicit
in this definition is the caveat that the objectives of security and accessibility—the two top prior-
ities on the minds of many network administrators—are, by their very nature, diametrically
opposed. The more accessible your data, the less secure it is. Likewise, the more tightly you secure
your data, the more you impede accessibility. Any security plan is an attempt to strike the proper
balance between the two.

Knowledge Is Power

The preceding heading is a famous hacker’s motto (along with such other gems as “Information
wants to be free” and the simplistic but optimistic “Hack the world!”). “Knowledge is power” is a
truism that applies not only to people attempting to gain access to data they aren’t supposed to
see, but also to those who are trying to protect themselves from such intruders. The first step in
winning any battle—and network security is a battle, a battle for the ownership and control of
your computer files—is the same as it’s always been: “Know thine enemy.”

To protect your network resources from theft, damage, or unwanted exposure, you must
understand who initiates these events, why they do it, and how they do it. This knowledge will
make you powerful, too—and better able to prevent unauthorized intrusions into your network.
The section “Preventing Unauthorized External Intrusions and Attacks” discusses the various
motivations that drive network intruders and the types of people who make a practice of
“breaking and entering” networks.
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The very best place to learn is from hackers themselves. Even so, many network administrators
and even some security specialists eschew the books and Web sites that are written to a hacker
audience or from the hacker’s point of view. This might be because they fear “guilt by association”
or believe that they would be somehow lowering themselves to “hang out” with hackers. Although
possibly based on high moral ground, this attitude is, strategically, a mistake. Whether you take a
more formal route, such as the SANS GIAC or CISSP certification courses, or opt to learn on your
own, you'll need to understand who the hackers are, what they do, and how and why they do it if
you want to effectively protect your network from unwanted intrusions.

Think Like a Thief

It is well known in law enforcement circles that the best criminal investigators are those who are
best able to “get inside the mind” of the lawbreaker. Network intrusion detectives will find that
the same is true: to prevent your network from falling prey to hackers or to catch data thieves
when they do get in requires you to be able to adopt a mindset emulating theirs.

This means learning to anticipate the intruder’s actions. First, you must determine what needs
to be protected, and to what degree. A wealthy person not only establishes a general security
perimeter by building fences around his or her house and locking doors and windows, but the
wise person also places the most valuable items in a wall or floor safe. This action provides mul-
tiple layers of protection.

Removing Intrusion Opportunities
The term computer security encompasses many related but separate topics. These topics can be
stated as security objectives:

m  Control of physical accessibility to the computer(s) and/or network

B Prevention of accidental erasure, modification, or compromise of data

B Detection and prevention of intentional internal security breaches

B Detection and prevention of unauthorized external intrusions (hacking)
Network security solutions can be loosely divided into three categories:

m  Hardware

m  Software

®  Human

This chapter provides an overview of basic security concepts, then examines all four security
objectives and takes a look at each of the three categories of security solution. A good network
security system will help you easily remove the temptations (open ports, exploitable applications)
and will be as transparent to your users as possible.

Crime prevention officers tell members of the community that they probably can’t keep a
potential burglar from wanting to steal, and they certainly can’t keep the potential burglar from
obtaining burglary tools or learning the “tricks of the trade.” What community members can do is
take away, as much as possible, the opportunity for the burglar to target their own homes.
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This means putting dead-bolt locks on the doors (and using them); getting a big, loud,
unfriendly dog; installing an alarm system, and the like. In other words, the homeowner’s goal is
not to prevent the burglar from burglarizing (that’s the job of the police) but to make his or her
home a less desirable target. Similarly, as a network “owner,” your objective is to “harden” your
own network so that all those hackers out there who already have the motive and the means will
look for a more likely victim.

If you don’t use them, the best and most expensive locks in the world won’t keep intruders
out of your house. And if those locks are difficult to use and cause you inconvenience in your
everyday comings and goings, you probably won’t use them—at least, not all the time. A poorly
implemented network security system that is difficult to administer or that unduly inconve-
niences network users could end up similarly; eventually you will throw your hands up in frustra-
tion and just turn the darn thing off. And that will leave your network wide open to intruders.

For example, a network administrator would add Intrusion Detection Systems, router access
lists, Tripwire to the local systems to check for changed system binaries, and public key or digital
certificate authentication to allow him or herself a substitute for a password. However, if you've
implemented this and not used it, you’re wasting your resources.

It is not the job of the homeowners to prevent burglars from burglarizing—only to protect
themselves from being victimized. Likewise, it is not the job of a network administrator or net-
work security manager to keep hackers from hacking. You can only take steps to protect your
network and its resources from those who “break and enter” networks for fun or profit.

Threats and Attacks

Ensuring a physically secure network environment is the first step in controlling access to your
network’s important data and system files, but it is only part of a good security plan. This is truer
today than in the past because networks have more ways in than they once did. A medium-sized
or large network can have multiple dial-in servers, virtual private network (VPN) servers, and a
dedicated full-time Internet connection. Even a small network is likely to be connected to the
Internet part of the time.

Physical Security

One of the most important and at the same time most overlooked aspects of a comprehensive
network security plan is physical access control. This matter is often left up to facilities managers
and plant security departments or outsourced to security guard companies. Network administra-
tors concern themselves with sophisticated software and hardware solutions that prevent intruders
from accessing internal computers remotely while doing nothing to protect the servers, routers,
cable, and other physical components of the network from direct access. In far too many suppos-
edly security-conscious organizations, computers are locked away from employees and visitors all
day, only to be left open at night to the janitorial staff, who have keys to all offices. It is not at all
uncommon for computer espionage experts to pose as members of cleaning crews to gain phys-
ical access to machines that hold sensitive data. This is a favorite ploy for several reasons:
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m  Cleaning services are often contracted out, and workers in the industry are often tran-
sient, so your company employees might not be easily aware of who is or isn’t a legiti-
mate member of the cleaning company staff.

®m  Cleaning is usually done late at night, when all or most company employees are gone,
making it easier to surreptitiously steal data.

®  The cleaning crew members are often paid little or no attention by company employees,
who take their presence for granted and think nothing of their being in areas where the
presence of others would normally be questioned.

Physically breaking into the server room and stealing the hard disk on which sensitive data
resides might be a crude method of breaching security; nonetheless, it happens. In some organiza-
tions, it could be the easiest way to gain unauthorized access, especially for an intruder who has
help “on the inside.”

It is beyond the scope of this book to go into great detail about how to physically secure
your network, but it is important for you to make physical access control the outer perimeter of
your security plan. This means:

m  Controlling physical access to the servers

®  Controlling physical access to networked workstations

m  Controlling physical access to network devices

®m  Controlling physical access to the cable

®m  Being aware of security considerations with wireless media

B Being aware of security considerations related to portable computers

B Recognizing the security risk of allowing data to be printed

®  Recognizing the security risks involving floppy disks, CDs, tapes, and other removable

media

There is also a special type of external intruder who physically breaks into your facility to gain
access to your network. Although not a true “insider” because he or she is not authorized to be
there and does not have a valid account on the network, this person has many of the advantages
of those discussed in the section on internal security breaches. Your security policy should take
into account the threats posed by these “hybrid” types of intruders.

Network Security

Virtual intruders never set foot on your organization’s property and never touch your computers.
They can access your network from across the street or from halfway across the world. But they
can do as much damage as the thief who breaks into your company headquarters to steal or
destroy your data—and they are much harder to catch. In the following sections, we examine
specific network security risks and ways to prevent them.

With the growth of the Internet, many organizations focused their security efforts on
defending against outside attackers (that is, those originating from an external network) who are
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not authorized to access the systems. Firewalls were the primary focus of these efforts. Money
was spent on building a strong perimeter defense, resulting in what Bill Cheswick from Bell Labs
famously described years ago as “a crunchy shell around a soft, chewy center.” Any attacker who
succeeded in getting through (or around) the perimeter defenses would then have a relatively
easy time compromising internal systems. This situation is analogous to the enemy parachuting
into the castle keep instead of breaking through the walls (the technology is off by a few cen-
turies, but you get the idea!). Perimeter defense is still vitally important, given the increased threat
level from outside the network. However, it is simply no longer adequate by itself.

Various information security studies and surveys have found that the majority of attacks actu-
ally come from inside the organization. The internal threat can include authorized users
attempting to exceed their permissions or unauthorized users trying to go where they should not
be at all. The insider is potentially more dangerous than outsiders because he or she has a level of
access that the outsider does not—to both facilities and systems. Many organizations lack the
internal preventive controls and other countermeasures to adequately defend against this threat.
Networks are wide open, servers could be sitting in unsecured areas, system patches might be out
of date, and system administrators might not review security logs.

The greatest threat, however, arises when an insider colludes with a structured outside
attacker. The outsider’s skills, combined with the insider’s access, could result in substantial damage
or loss to the organization.

Attacks can be divided into three main categories:

®  Reconnaissance attacks Hackers attempt to discover systems and gather information.
In most cases, these attacks are used to gather information to set up an access or a DoS
attack. A typical reconnaissance attack might consist of a hacker pinging IP addresses to
discover what is alive on a network. The hacker might then perform a port scan on the
systems to see which applications are running as well as try to determine the operating
system and version on a target machine.

B Access attacks An access attack is one in which an intruder attempts to gain unautho-
rized access to a system to retrieve information. Sometimes the attacker needs to gain
access to a system by cracking passwords or using an exploit. At other times, the attacker
already has access to the system but needs to escalate his or her privileges.

B DoS attacks Hackers use DoS attacks to disable or corrupt access to networks, sys-
tems, or services. The intent is to deny authorized or valid users access to these
resources. DoS attacks typically involve running a script or a tool, and the attacker does
not require access to the target system, only a means to reach it. In a distributed DoS
(DDoS) attack, the source consists of many computers that are usually spread across a
large geographic boundary.

Recognizing Network Security Threats

In order to effectively protect your network, you must consider the following question: from who
or what are you protecting it? In this section, we approach the answer to that question from two
perspectives:
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B Who Types of network intruders and their motivations

B What Types of network attackers and how they work

First we look at intruder motivations and classify the various types of people who have the
skill and desire to hack into others’ computers and networks.

Understanding Intruder Motivations

There are probably as many different specific motives as there are hackers, but we can break the
most common intruder motivations into a few broad categories:

®  Recreation Those who hack into networks “just for fun” or to prove their technical
prowess; often young people or “antiestablishment” types.

B Remuneration People who invade the network for personal gain, such as those who
attempt to transfer funds to their own bank accounts or erase records of their debts;
“hackers for hire” who are paid by others to break into the network. Corporate espi-
onage is included in this category.

®  Revenge Dissatisfied customers, disgruntled former employees, angry competitors, or
people who have a personal grudge against someone in the organization.

The scope of damage and extent of the intrusion is often—although by no means always—
tied to the intruder’s motivation.

R ecreational Hackers

Teen hackers who hack primarily for the thrill of accomplishment often do little or no perma-
nent damage, perhaps only leaving “I was here” messages to “stake their claims” and prove to their
peers that they were able to penetrate your network’s security.

There are more malevolent versions of the fun-seeking hacker, however. These are the cyber-
vandals who get their kicks out of destroying as much of your data as possible or causing your
systems to crash.

Profit-Motivated Hackers

Hackers who break into your network for remuneration of some kind—either directly or indi-
rectly—are more dangerous. Because money is at stake, they are more motivated than other
hackers to accomplish their objective. Furthermore, because many of them are “professionals” of a
sort, their hacking techniques could be more sophisticated than those of the average teenage
recreational hacker.

Monetary motivations include:

B Personal financial gain
®  Third-party payment

m  Corporate espionage
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Those motivated by the last goal are almost always the most sophisticated and the most dan-
gerous. Often big money is involved in theft of trade secrets. Corporate espionage agents could be
employees who have been approached by your competitors and offered money or merchandise or
even threatened with blackmail or physical harm.

In some instances, hackers working for competitors will go “undercover” and seek a job with
your company in order to steal data that they can take back to their own organizations. To add
insult to injury, these “stealth spies” are then paid by your company at the same time they’re
working against you to the benefit of your competitor.

There are also “professional” freelance corporate spies. They can be contacted and contracted
to obtain your company secrets, or they might do it on their own and auction the data oft to
your competitors.

These corporate espionage agents are often highly skilled. They are technically savvy and
intelligent enough to avoid being caught or detected. Fields that are especially vulnerable to the
threat of corporate espionage include:

®  Oil and energy
B Engineering
®  Computer technology
®m  Research medicine
B Law
Any company that is on the verge of a breakthrough that could result in large monetary

rewards or worldwide recognition, especially if the company’s involvement is high profile, should
be aware of the possibility of espionage and take steps to guard against it.

Vengeful Hackers

Hackers motivated by the desire for revenge are dangerous as well. Vengeance seeking is usually
based on strong emotions, which means that these hackers could go all-out in their efforts to sab-
otage your network.

Examples of hackers or security saboteurs acting out of revenge include:

m  Former employees who are bitter about being fired or laid oft or who quit their jobs
under unpleasant circumstances

®  Current employees who feel mistreated by the company, especially those who are plan-
ning to leave soon

®m  Current employees who aim to sabotage the work of other employees due to internal
political battles, rivalry over promotions, and the like

B Outsiders who have grudges against the company, such as dissatisfied customers or
employees of competing companies who want to harm or embarrass the company

®  Qutsiders who have personal grudges against someone who works for the company,
such as employees’ former girlfriends or boyfriends, spouses going through a divorce,
and other relationship-related problems

WwWw.syngress.com



Introduction to Information Security * Chapter 1 15

Luckily, the intruders in this category are generally less technically talented than those in the
other two groups, and their emotional involvement could cause them to be careless and take out-
rageous chances, which makes them easier to catch.

Hybrid Hackers

Of course, the three categories of hacker can overlap in some cases. A recreational hacker who
perceives himself as having been mistreated by an employer or in a personal relationship could
use his otherwise benign hacking skills to impose “justice” for the wrongs done to him, or a
vengeful ex-employee or ex-spouse might pay someone else to do the hacking.

It is beneficial to understand the common motivations of network intruders because, although
we might not be able to predict which type of hacker will decide to attack our networks, we can
recognize how each operates and take steps to protect our networks from all of them.

Even more important than the type of hacker in planning our security strategy, however, is the
type of attack. In the next section, we examine specific types of network attacks and ways in
which you can protect against them.

Categorizing Security Solutions

A multi-layer security plan incorporates multiple security solutions. Security is not a “one size fits
all” issue, so the options that work best for one organization are not necessarily the best choices
for another. Security solutions can be generally broken down into two categories: hardware solu-
tions and software solutions.

Back to Basics: TCP/UDP Well-Known Ports

The ofticial well-known port assignments are documented in RFC 1700, available on the Web at
www.freesoft.org/ CIE/RFC/1700/index.htm. The port assignments are made by the Internet
Assigned Numbers Authority (IANA). In general, a service uses the same port number with User
Datagram Packet (UDP) as with TCP, although there are some exceptions. The assigned ports
were originally numbered from 0-255, but the numbers were later expanded to 0—1023.

Some of the most used well-known ports are:

m TCP/UDP port 20: FTP (data)

m  TCP/UDP port 21: FTP (control)
m TCP/UDP port23: Telnet

m  TCP/UDP port 25: SMTP

m  TCP/UDP port 53: DNS

. TCP/UDP port 67: BOOTP server
m  TCP/UDP port 68: BOOTP client
. TCP/UDP port 69: TFTP

m  TCP/UDP port 80: HTTP

m  TCP/UDP port 88: Kerberos
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m  TCP/UDP port 110: POP3

m  TCP/UDP port 119: NNTP

m  TCP/UDP port 137: NetBIOS name service

m TCP/UDP port 138: NetBIOS datagram service
m TCP/UDP port 139: NetBIOS session service

m  TCP/UDP port 194: IRC

m  TCP/UDP port 220: IMAPv3

m  TCP/UDP port 389: LDAP

Ports 1024—65,535 are called registered ports; these numbers are not controlled by IANA and
can be used by user processes or applications. However, that does not mean that they, too, are not
vulnerable to attack. For example, port 1433 is used by SQL, which might be of interest to
hackers.

There are a total of 65,535 TCP ports (and the same number of UDP ports); they are used
for various services and applications. If a port is open, it responds when another computer
attempts to contact it over the network. Port-scanning programs such as Nmap are used to deter-
mine which ports are open on a particular machine. The program sends packets for a wide
variety of protocols and, by examining which messages receive responses and which don’t, creates
a map of the computer’s listening ports.

Port scanning in itself does no harm to your network or system, but it provides hackers with
information they can use to penetrate a network. Potential attackers use port scans in much the
same way that a car thief might try the doors of parked vehicles to determine which ones are
unlocked. Although this activity does not, in itself, constitute a serious offense, what the person
conducting the scan does with the information can present a big problem.

NoTE

The intrusion and attack reporting center at www.doshelp.com/PC/trojanports.htm is an
excellent resource for information on ports that should be closed, filtered, or monitored
because they are commonly used for Trojan and intrusion programs.

[P Half-Scan Attack

Half scans (also called half-open scans or FIN scans) attempt to avoid detection by sending only ini-
tial or final packets rather than establishing a connection. A half scan starts the SYN/ACK process
with a targeted computer but does not complete it. Software that conducts half scans, such as
Jakal, is called a stealth scanner. Many port-scanning detectors are unable to detect half scans.

IP Spoofing
IP spoofing involves changing the packet headers of a message to indicate that it came from an IP
address other than the true source. The spoofed address is normally a trusted port, which allows a
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hacker to get a message through a firewall or router that would otherwise be filtered out.
Modern firewalls protect against IP spoofing.

Spoofing is used whenever it is beneficial for one machine to impersonate another. It is often
used in combination with one of the other types of attacks. For example, a spoofed address is
used in the SYN flood attack to create a “half~open” connection, in which the client never
responds to the SYN/ACK message because the spoofed address is that of a computer that is
down or doesn’t exist. Spoofing is also used to hide the true IP address of the attacker in ping of
death, teardrop, and other attacks. IP spoofing can be prevented using source address verification
on your router, if it is supported.

Source-R outing Attack

TCP/IP supports source routing, which is a means to permit the sender of network data to route
the packets through a specific point on the network. There are two types of source routing:

m  Strict source routing The sender of the data can specify the exact route (rarely used).

®  Loose source record route (LSRR) The sender can specify certain routers (hops)
through which the packet must pass.

The source route is an option in the IP header that allows the sender to override routing
decisions that are normally made by the routers between the source and destination machines.
Source routing is used by network administrators to map the network or to troubleshoot routing
and communications problems. It can also be used to force traffic through a route that will pro-
vide the best performance. Unfortunately, source routing can also be exploited by hackers.

If the system allows source routing, an intruder can use it to reach private internal addresses
on the Local Area Network (LAN) that normally would not be reachable from the Internet, by
routing the traffic through another machine that is reachable from both the Internet and the
internal machine. Source routing can be disabled on most routers to prevent this type of attack.

Other Protocol Exploits

The attacks we have discussed so far involve exploiting some feature or weakness of the TCP/IP
protocols. Hackers can also exploit vulnerabilities of other common protocols, such as HTTP,
DNS, Common Gateway Interface (CGI), and other common protocols.

Active-X controls, JavaScript, and VBScript can be used to add animations or applets to Web
sites, or even to HTML e-mail messages, but hackers can exploit these to write controls or scripts
that allow them to remotely plant viruses, access data, or change or delete files on the hard disks
of unaware users who visit the page and run the script. Both Web browsers and e-mail client
programs that support HTML mail are vulnerable.

System and Software Exploits

System and software exploits allow hackers to take advantage of weaknesses of particular operating
systems and applications (often called bugs). Like protocol exploits, they are used by intruders to
gain unauthorized access to computers or networks or to crash or clog up the systems to deny
service to others.
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Common “bugs” can be categorized as follows:

m  Buffer overflows Many common security holes are based on bufter overflow prob-
lems. Butfter overflows occur when the number of bytes or characters input exceeds the
maximum number allowed by the programmer in writing the program.

®  Unexpected input Programmers might not take steps to define what happens if
invalid input (input that doesn’t match program specifications) is entered. Such input
could cause the program to crash or open up a way into the system.

m  System configuration bugs These are not really “bugs” per se; rather, they are ways
of configuring the operating system or software that leaves it vulnerable to penetration.

Popular software such as Microsoft’s Internet Information Server (IIS), Internet Explorer
(MSIE), and Outlook Express (MSOE) are popular targets of hackers looking for software secu-
rity holes that can be exploited.

Major operating system and software vendors regularly release security patches to fix
exploitable bugs. It is very important for network administrators to stay up to date in applying
these fixes and/or service packs to ensure that their systems are as secure as possible.
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Microsoft issues security bulletins and makes security patches available as part of
TechNet. See the Web site (www.microsoft.com/technet/treeview/default.asp?url=/
technet/security/default.asp).

Trojans, Viruses, and Worms

Intruders who access your systems without authorization or inside attackers with malicious
motives could plant various types of programs to cause damage to your network. There are three
broad categories of malicious code:

®  Trojans
®  Viruses

® Worms

Trojans

The name, short for Tiojan horse, refers to a software program that appears to perform a useful
function but in fact performs actions that the program user did not intend or was not aware of.
Trojan horses are often written by hackers to circumvent the security of a system. Once the
Trojan is installed, the hacker can exploit the security holes it creates to gain unauthorized access,
or the Trojan program could perform some action such as:
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B Deleting or modifying files
B Transmitting files across the network to the intruder

®  Installing other programs or viruses

Basically, the Trojan can perform any action that the user has privileges and permissions to
perform on the system. This means that a Trojan is especially dangerous if the unsuspecting user
who installs it is an administrator and has access to the system files.

Trojans can be very cleverly disguised as innocuous programs, utilities, screensavers, or the
like. A Trojan can also be installed by an executable script (JavaScript, a Java applet, Active-X con-
trol, etc.) on a Web site. Accessing the site can initiate the installation of the program if the Web
browser is configured to allow scripts to run automatically.

Viruses

Viruses include any programs that are usually installed without the user’s awareness and perform
undesired actions (often harmful, although sometimes merely annoying). Viruses can also replicate
themselves, infecting other systems by writing themselves to any floppy disk that is used in the
computer or sending themselves across the network. Viruses are often distributed as attachments
to e-mail or as macros in word processing documents. Some viruses activate immediately on
installation; others lie dormant until a specific date or time or when a particular system event
triggers them.

Viruses come in thousands of varieties. They can do anything from popping up a message
that says “Hi!” to erasing the computer’s entire hard disk. The proliferation of computer viruses
has also led to the phenomenon of the virus hoax, which is a warning—generally circulated via e-
mail or Web sites—about a virus that does not exist or that does not do what the warning claims
it will do.

Real viruses, however, present a real threat to your network. Companies such as Symantec
and McAfee make anti-virus software that is aimed at detecting and removing virus programs.
Because new viruses are created daily, it is important to download new virus definition files, which
contain information required to detect each virus type, on a regular basis to ensure that your
virus protection stays up to date.

Worms

A worm 1s a program that can travel across the network from one computer to another. Sometimes
difterent parts of a worm run on different computers. Worms make multiple copies of themselves
and spread throughout a network. The distinction between viruses and worms has become blurred.
Originally the term worm was used to describe code that attacked multi-user systems (networks) and
virus was used to describe programs that replicated on individual computers.

The primary purpose of the worm is to replicate. Worm programs were initially used for
legitimate purposes in performing network management duties, but their ability to multiply
quickly has been exploited by hackers who create malicious worms that replicate wildly and
might also exploit operating system weaknesses and perform other harmful actions.
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Classifying Specific Types of Attacks

The attack type refers to how an attacker gains entry to your computer or network and what he
does once he has gained entry. In this section, we discuss some of the more common types of
hack attacks, including;:

®m  Social engineering attacks

® DoS attacks

B Scanning and spoofing

m  Source routing and other protocol exploits
m  Software and system exploits

®m  Trojans, viruses, and worms

When you have a basic understanding of how each type of attack works, you will be better
armed to guard against them.
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In this chapter, we use the words attacker, intruder, or hacker to refer to a person who
compromises the security of a network by gaining unauthorized access or who compro-
mises the accessibility of a network by preventing authorized access.

Social Engineering Attacks

Unlike the other attack types, social engineering does not refer to a technological manipulation of
computer hardware or software vulnerabilities and does not require much in the way of technical
skills. Instead, this type of attack exploits human weaknesses—such as carelessness or the desire to
be cooperative—to gain access to legitimate network credentials. The talents that are most useful
to the intruder who relies on this technique are so-called “people skills,” such as a charming or
persuasive personality or a commanding, authoritative presence.

What Is Social Engineering?

Social engineering is defined as obtaining confidential information by means of human interaction
(Business Wire, August 4, 1998).You can think of social engineering attackers as specialized con
artists. They gain the trust of users (or even better, administrators) and then take advantage of the
relationship to find out the user’s account name and password, or they have the unsuspecting
users log them on to the system. Because this type of attack is based on convincing a valid net-
work user to “open the door,” social engineering can successfully get an intruder into a network
that is protected by high-security measures such as biometric scanners.

Social engineering is, in many cases, the easiest way to gain unauthorized access to a com-
puter network. The social engineering competition at a Defcon annual hackers’ convention in Las
Vegas attracted hundreds of attendants eager to practice their manipulative techniques. Even
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hackers who are famous for their technical abilities know that people make up the biggest security
vulnerability on most networks. Kevin Mitnick, convicted computer crimes felon and celebrity
hacker extraordinaire, tells in his lectures how he used social engineering to gain access to systems
during his hacking career.
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For more information on Mitnick’s lectures, see “Mitnick Teaches Social Engineering,” at
www.zdnet.com/filters/printerfriendly/0,6061,2604480-2,00.html.

These “engineers” often pose as technical support personnel, either in-house or pretending to
work for outside entities such as the telephone company, the Internet service provider, the net-
work’s hardware vendor, or even the government. They often contact their victims by phone, and
they usually spin a complex and plausible tale of why they need the user to divulge his or her
passwords or other information (such as the IP address of the user’s machine or the computer
name of the network’s authentication server).

Protecting Your Network Against Social Engineers

Protecting against social engineering attacks is especially challenging. Adopting strongly worded
policies that prohibit divulging passwords and other network information to anyone over the
telephone and educating your users about the phenomenon are obvious steps you can take to
reduce the likelihood of this type of security breach. Human nature being what it is, however,
some users on every network will always be vulnerable to the social engineer’s con game. A tal-
ented social engineer is a master at making users doubt their own doubts about his legitimacy.

The “wannabe” intruder could regale the user with woeful stories of the extra cost the com-
pany will incur if he spends extra time verifying his identity. He could pose as a member of the
company’s top management and take a stern approach, threatening the employee with disciplinary
action or even loss of job if he doesn’t get the user’s cooperation. Or he might try to make the
employee feel guilty by pretending to be a low-level employee who is just trying to do his job and
who will be fired if he doesn’t get access to the network and get the problem taken care of right
away. A really good social engineer is patient and thorough. He will do his homework, and he will
know enough about your company, or the organization he claims to represent, to be convincing.

Because social engineering is a human problem, not a technical problem, prevention must
come primarily through education rather than technological solutions.
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For more information about social engineering and how to tell when someone is
attempting to pull a social engineering scam, see the preview chapter “Everything You
Wanted to Know about Social Engineering—But Were Afraid to Ask” at the Happy
Hacker Web site, located at www.happyhacker.org/uberhacker/se.shtml.
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Denial-of-Service Attacks

In February 2000, massive DoS attacks brought down several of the biggest Web sites, including
Yahoo.com and Buy.com. DoS attacks are one of the most popular choices for Internet hackers
who want to disrupt a network’s operations. Although they do not destroy or steal data as some
other types of attacks do, the objective of DoS attackers is to bring down the network, denying
service to its legitimate users. DoS attacks are easy to initiate; software is readily available from
hacker Web sites and warez newsgroups that will allow anyone to launch a DoS attack with little
or no technical expertise.
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Warez is a term used by hackers and crackers to describe bootlegged software that has
been “cracked” to remove copy protections and made available by software pirates on
the Internet, or in its broader definition, to describe any illegally distributed software.

The purpose of a DoS attack is to render a network inaccessible by generating a type or
amount of network traffic that will crash the servers, overwhelm the routers, or otherwise prevent
the network’s devices from functioning properly. Denial of service can be accomplished by tying
up the server’s resources—for example, by overwhelming the CPU and memory resources. In
other cases, a particular user or machine can be the target of DoS attacks that hang up the client
machine and require it to be rebooted.
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DoS attacks are sometimes referred to in the security community as nuke attacks.

Distributed Denial-of-Service Attack

Distributed DoS (DDoS) attacks use intermediary computers, called agents, on which programs
called zombies have previously been surreptitiously installed. The hacker activates these zombie
programs remotely, causing the intermediary computers (which can number in the hundreds or
even thousands) to simultaneously launch the actual attack. Because the attack comes from the
computers running the zombie programs, which could be on networks anywhere in the world,
the hacker is able to conceal the true origin of the attack.

Examples of DDoS tools used by hackers are Tribe FloodNet (TFN), TFN2K, Trinoo, and
Stacheldraht (German for barbed wire). Early versions of DDoS tools targeted UNIX and Solaris
systems, but TFN2K can run on both UNIX and Windows systems.
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An excellent article that provides details on how TFN, TFN2K, Trinoo, and Stacheldraht
work is available on the NetworkMagazine.com Web site. You'll find the article,
Distributed Denial of Service Attacks, at www.networkmagazine.com/article/
NMG2000051250041.
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It is important to note that DDoS attacks pose a two-layer threat. Not only could your net-
work be the target of a DoS attack that crashes your servers and prevents incoming and outgoing
traftic, but your computers could be used as the “innocent middlemen” to launch a DoS attack
against another network or site.

DNS DoS Attack

The DNS DoS attack exploits the difference in size between a DNS query and a DNS response,
in which all the network’s bandwidth is tied up by bogus DNS queries. The attacker uses the
DNS servers as “amplifiers” to multiply the DNS traftic.

The attacker begins by sending small DNS queries to each DNS server, which contain the
spoofed IP address of the intended victim (see “IP Spoofing” in this chapter). The responses
returned to the small queries are much larger in size, so if there are a large number of responses
returned at the same time, the link will become congested and denial of service will take place.

One solution to this problem is for administrators to configure DNS servers to answer with a
“refused” response, which is much smaller in size than a name resolution response, when they
receive DNS queries from suspicious or unexpected sources.
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Detailed information on configuring DNS servers to prevent this problem are contained
in the U.S. Department of Energy’s Computer Incident Advisory Capability information
bulletin J-063, available at www.ciac.org/ciac/bulletins/j-063.shtml.

SYN and LAND Attack

Synchronization request (SYN) attacks exploit the TCP three-way handshake, the process by which a
communications session is established between two computers. Because TCP (unlike UDP) is
connection-oriented, a session, or direct one-to-one communication link, must be created prior to
sending data. The client computer initiates the communication with the server (the computer
that has the resources it wants to access).

The handshake includes the following steps:

1. The client machine sends a SYN segment.

2. The server sends an acknowledge (ACK) message and a SYN, which acknowledges the
client machine’s request that was sent in Step 1 and sends the client a synchronization
request of its own. The client and server machines must synchronize each other’s
sequence numbers.

3. The client sends an ACK back to the server, acknowledging the server’s request for syn-
chronization. When the two machines have acknowledged each other’s requests, the
handshake has been successfully completed and a connection is established between the
two computers.

Figure 1.1 illustrates how the process works.
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Figure 1.1 TCP Uses a “Three-Way Handshake” to Establish a Connection between
Client and Server

Party 1 Party 2

Packet 1

FIN Flag Set/ ACK Flag Set

FIN Flag Set/ ACK Flag Set Packet 2

Packet 3
FIN Flag Set/ ACK Flag Off

This is how the process normally works: a SYN attack uses the handshake process to flood
the system targeted as the victim of the attack with multiple SYN packets that have bad source
IP addresses, which causes the system to respond with SYN/ACK messages. The problem comes
in when the system, waiting for the ACK message from the client that normally comes in
response to its SYN/ACK, puts the waiting SYN/ACK messages into a queue. This is a problem
because the queue is limited in the number of messages it can handle. When the queue is full, all
subsequent incoming SYN packets will be ignored. In order for a SYN/ACK to be removed
from the queue, an ACK must be returned from the client or an interval timer must run out and
terminate the three-way handshake process.

Because the source IP addresses for the SYN packets sent by the attacker are no good, the
ACKs for which the server is waiting never come. The queue stays full, and there is no room for
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valid SYN requests to be processed. Thus service is denied to legitimate clients attempting to
establish communications with the server.

The LAND attack is a variation on the SYN attack. In the LAND attack, instead of sending
SYN packets with IP addresses that do not exist, the flood of SYN packets all have the same
spoof IP address—that of the targeted computer. The LAND attack can be prevented by filtering
out incoming packets for which source IP addresses appear to be from computers on the internal
network.

Ping of Death

Another type of DoS attack is the ping of death (also known as the large packet ping). The ping of
death attack is launched by creating an IP packet (sometimes referred to as a killer packet) larger
than 65,536 bytes, which is the maximum allowed by the IP specification. This can cause the
target system to crash, hang, or reboot.

Teardrop

The teardrop attack works a little differently from the ping of death but with similar results. The
teardrop program creates [P fragments, which are pieces of an IP packet into which an original
packet can be divided as it travels through the Internet. The problem is that the offset fields on
these fragments, which are supposed to indicate the portion (in bytes) of the original packet that
is contained in the fragment, overlap.

For example, normally two fragments’ offset fields might appear as shown here:

Fragment 1: (offset) 100 — 300
Fragment 2: (offset) 301 — 600

This indicates that the first fragment contains bytes 100 through 300 of the original packet,
and the second fragment contains bytes 301 through 600.
Overlapping offset fields would appear something like this:

Fragment 1: (offset) 100 — 300
Fragment 2: (offset) 200 — 400

When the destination computer tries to reassemble these packets, it is unable to do so and
could crash, hang, or reboot.
Variations on the teardrop include:

®  NewTear
®m  Teardrop2
®  SynDrop
®  Boink

All these programs generate some sort of fragment overlap.
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Ping or ICMP Flood

The ping flood or ICMP flood is a means of tying up a specific client machine. It is caused by an
attacker sending a large number of ping packets (ICMP echo request packets) to the Winsock or
dialer software. This action prevents the software from responding to server ping activity requests,
which causes the server to eventually time out the connection. A symptom of a ping flood is a
huge amount of modem activity, as indicated by the modem lights. This attack is also referred to
as a ping storm.

The fraggle attack is related to the ping storm. Using a spoofed IP address (which is the address
of the targeted victim), an attacker sends ping packets to a subnet, causing all computers on the
subnet to respond to the spoofed address and flood it with echo reply messages.
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During the Kosovo crisis in Eastern Europe, the fraggle attack was frequently used by
pro-Serbian hackers against U.S. and NATO sites to overload and bring down their net-
works.

You can use programs such as NetXray or other IP tracing software to record and display a
log of the flood packets. Firewalls can be configured to block ping packets and prevent these
attacks.

Smurf Attack

The Smuif attack is a form of “brute force” attack that uses the same method as the ping flood but
that directs the flood of ICMP echo request packets at the network’s router. The destination
address of the ping packets is the broadcast address of the network, which causes the router to
broadcast the packet to every computer on the network or segment. This can result in a very
large amount of network traffic if there are many host computers, creating congestion that causes
a denial of service to legitimate users.
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The broadcast address is normally represented by all 1s in the host ID. This means, for
example, that on class C network 192.168.1.0, the broadcast address is 192.168.1.255
(255 in decimal represents 11111111 in binary), and in a class C network, the last or z
octet represents the host ID. A message sent to the broadcast address is sent simultane-
ously to all hosts on the network.

In its most insidious form, the Smurtf attack spoofs the source IP address of ping packet. Then
both the network to which the packets are sent and the network of the spoofed source IP address
become overwhelmed with traffic. The network to which the spoofed source address belongs is
deluged with responses to the ping when all the hosts to which the ping was sent answer the
echo request with an echo reply.
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Smurf attacks can generally do more damage than some other forms of DoS, such as SYN
floods. The SYN flood affects only the ability of other computers to establish a TCP connection
to the flooded server, but a Smurf attack can bring an entire ISP down for minutes or hours. This
is because a single attacker can easily send 40 to 50 ping packets per second, even using a slow
modem connection. Because each packet is broadcast to every computer on the destination net-
work, the number of responses per second is 40 to 50 times the number of computers on the
network, which could be hundreds or thousands. This is enough data to congest even a T-1 link.

One way to prevent a Smurf attack from using your network as the broadcast target is to turn
oft the capability to transmit broadcast traffic on the router. Most routers allow you to turn off
this option. To prevent your network from being the victim of the spoofed IP address, you need
to configure your firewall to filter out incoming ping packets.

UDP Bomb or Flood

An attacker can use the UDP and one of several services that echo packets on receipt to create
service-denying network congestion by generating a flood of UDP packets between two target
systems. For example, the UDP chargen service on the first computer (which is a testing tool that
generates a series of characters for every packet that it receives) sends packets to another system’s
UDP echo service, which echoes every character it receives. By exploiting these testing tools, an
endless flow of echoes goes back and forth between the two systems, congesting the network.
This is sometimes called a UDP packet storm.

In addition to port 7, the echo port, an attacker can use port 17, the quote-of-the-day service
(quotd), or the daytime service on port 13.These services also echo packets they receive. UDP
chargen is on port 19. Disabling unnecessary UDP services on each computer (especially those
mentioned) or using a firewall to filter those ports and services will protect you from this type of
attack.

UDP Snork Attack

The snork attack 1s similar to the UDP bomb. It uses a UDP frame that has a source port of either
7 (echo) or 9 (chargen), with a destination port of 135 (Microsoft location service). The result is
the same as that of the UDP bomb: a flood of unnecessary transmissions that can slow perfor-
mance or crash the systems that are involved.

Mail Bomb Attack

A mail bomb is a means of overwhelming a mail server, causing it to stop functioning and thus
denying service to users. This is a relatively simple form of attack, accomplished by sending a
massive quantity of e-mail to a specific user or system. Programs available on hacking sites on the
Internet allow a user to easily launch a mail bomb attack, automatically sending floods of e-mail
to a specified address while protecting the attacker’s identity.

A variation on the mail bomb program automatically subscribes a targeted user to hundreds
or thousands of high-volume Internet mailing lists, subsequently filling the user’s mailbox and/or
the mail server. Bombers call this attack [list linking. Examples of these mail bomb programs
include Unabomber, Extreme Mail, Avalanche, and Kaboom.
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The solution to repeated mail bomb attacks is to block traftic from the originating network
using packet filters. Unfortunately, this solution does not work with list linking, because the orig-
inator’s address is obscured; the deluge of traffic comes from the mailing lists to which the victim
has been subscribed.

Scanning and Spoofing

The term scanner, in the context of network security, refers to a software program that hackers use
to remotely determine the TCP/UDP ports that are open on a given system and thus vulnerable
to attack. Scanners are also used by administrators to detect vulnerabilities in their own systems in
order to correct them before an intruder finds them. Network diagnostic tools such as the
famous Security Administrator’s Tool for Analyzing Networks (SATAN), a UNIX utility, include
sophisticated port-scanning capabilities.

A good scanning program can locate a target computer on the Internet (one that is vulner-
able to attack), determine the TCP/IP services running on the machine, and probe those services
for security weaknesses.
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A common saying among hackers is, “A good port scanner is worth a thousand pass-
words.”

You can find excellent resources for information about the history of scanning, how scanners
work, and some popular scanning programs available as freeware on the Internet.

Port Scanning

Port scanning refers to a means of locating “listening” TCP or UDP ports on a computer or router
and obtaining as much information as possible about the device from the listening ports. TCP
and UDP services and applications use a number of well-known ports, which are widely published.
The hacker uses his knowledge of these commonly used ports to extrapolate information.

For example, Telnet normally uses port 23. If the hacker finds that port open and listening,
she knows that Telnet is probably enabled on the machine. She can then try to infiltrate the
system by, for example, guessing the appropriate password in a brute force attack.

For example, a traditional Ethernet hub sends all data out every port on the hub. An intruder
who has access to the hub can plug a packet-sniffing device (or a laptop computer with sniffer
software) that operates in “promiscuous mode” (in which packets can be captured and read
regardless of their source or destination) into a spare port and capture data sent to any computer
on the segment, as shown in Figure 1.2.
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Figure 1.2 An Intruder with Access to the Hub Can Easily Intercept Data

All data goes out
all ports

Plug into
unused port

Unauthorized
Laptop
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Packet sniffers are also called protocol analyzers or network analyzers. Sniffer and
Sniffer Pro are two packet-sniffer products marketed by Network Associates.

Although switches and routers are somewhat more secure than hubs, any device through
which the data passes is a point of vulnerability. Replacing hubs with switches and routers makes
it more difficult for an intruder to “sniff” on your network, but it is still possible to use tech-
niques such as Address Resolution Protocol (ARP) spoofing. This technique is also sometimes called
router redirection, in which nearby machines are redirected to forward traftic through an intruder’s
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machine by sending ARP packets that contain the router’s IP address mapped to the intruder’s
machine’s Media Access Control (MAC) address. This results in other machines believing the
intruder’s machine is the router, so they send their traffic to it. A similar method uses ICMP
router advertisement messages.

It 1s also possible, with certain switches, to overflow the address tables with multiple false
MAC addresses or send a continuous flow of random garbage through the switch and trigger it
to change from bridging mode to repeating mode. This means that all frames would be broadcast
on all ports, giving the intruder the same opportunity to access the data that he or she would
have with a regular hub. This practice is called switch jamming.

Finally, if the switch has a special monitor port designed to be used with a sniffer for legiti-
mate (network troubleshooting) purposes, an intruder who has physical access to the switch can
simply plug into this port and capture network data.

Due to the existence of devices like the ones described here, your network devices should be
placed in a locked room or closet and protected in the same manner as your servers.

How Packet Sniffers Work

Packet sniffer and protocol analyzer devices and programs are not used solely for nefarious pur-
poses, although intruders use them to capture unencrypted data and clear-text passwords that will
allow them to break into systems. Despite the fact that these devices can be used to “steal” data as
it travels across the network, they are also invaluable troubleshooting tools for network adminis-
trators. The sniffer captures individual data packets and allows you to view and analyze the mes-
sage contents and packet headers. This can be useful in diagnosing network communications
problems and uncovering network bottlenecks that are impacting performance. Packet snifters can
also be turned against hackers and crackers and used to discover unauthorized intruders.

The most important part of the sniffer is the capture driver. This is the component that cap-
tures the network traffic, filters it (according to criteria set by the user), and stores the data in a
bufter. The packets can then be analyzed and decoded to display the contents.

It is often possible to detect an unauthorized packet sniftfer on the wire using a device called
a time domain reflectometer (TDR), which sends a pulse down the cable and creates a graph of’
the reflections that are returned. Those who know how to read the graph can tell whether and
where unauthorized devices are attached to the cable.

Other ways of detecting unauthorized connections include monitoring hub or switch lights,
using Simple Network Monitoring Protocol (SNMP) managers that log connections and discon-
nections, or using one of the many tools designed for the specific purpose of detecting sniffers on
the network. These include the following:

B Antisnift (www.l0pht.com/antisnift)
B neped (www.apostols.org/projectz/neped)

m  Sentinel (www.packetfactory.net/Projects/sentinel)

In addition, several techniques using PING, ARP, and DNS could help you catch unautho-
rized sniffers. The use of these techniques is beyond the scope of this book, but you can find
instructions for using them (and much more excellent information on packet snifting) at Robert
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Graham’s Sniffing FAQ Web site, located at www.secinf.net/info/misc/sniffingfaq.html. You can
even automate the sending of alerts (messages of notification to the administrator) when the pres-
ence of a packet sniffer is detected.

Security Policies

Before even trying to decide how to write your firewall rules, you need to establish a security
policy. A security policy does not have to be very complicated (however, due to the nature of
organizations, they tend to be complicated and political). However, a security policy should
define this: who has access to which network resources.

A firewall is an enforcement of your security policy. Your security policy should be designed
to prevent intentional internal security breaches, as well as making it something supportive of
your system administrators and your users.

Preventing Intentional Internal Security Breaches

According to most computer security studies, as documented in RFC 2196, actual loss (in terms
of money, productivity, computer reputation, and other tangible and intangible harm) is greater
for internal security breaches than for those from the outside. Internal attackers are more dan-
gerous for several reasons:

®  They generally know more about the company, the network, the layout of the
building(s), normal operating procedure, and other information that will make it easier
for them to gain access without detection.

B They usually have at least some degree of legitimate access and might find it easy to dis-
cover passwords and holes in the current security system.

®  They know what information is on the network and what actions will cause the most
damage.

To a large extent, unintended breaches can be prevented through education. This obviously
will not have the same effect on network users who intend to breach security as it has on “inno-
cent” employees. The best way to prevent such breaches depends, in part, on the motivations of
the employee(s) concerned.

Tactical Planning

In dealing with network intruders, you should practice what police officers in defensive tactics
training call if/then thinking. This means considering every possible outcome of a given situation
and then asking yourself, “If this happens, then what could be done to protect us from the conse-
quences?” The answers to these questions will form the basis of your security policy.

This tactic requires that you be able to plan your responses in detail, which means that you
must think in specifics rather than generalities. Your security threat must be based in part on
understanding the motivations of those initiating the attack and in part on the technical aspects
of the type of attack that is initiated. In the next section, we discuss common intruder motiva-
tions and specific types of network attacks.

Www.syngress.com



32 Part | ¢ Introduction to Network Security & Firewalls

Designating Responsibility for Network Security

In any undertaking as complex as the development and implementation of a comprehensive cor-
porate security plan and accompanying policies, it is vital that areas of responsibility be clearly
designated.

Best practices dictate that no one person should have complete authority or control. Besides,
in an enterprise-level network, it would be difficult for any single person to handle all facets of
developing and implementing the security plan.

Responsibility for Developing
the Security Plan and Policies

The initial creation of a good security plan requires a great deal of thought and effort. The policy
will impact employees at all levels of the organization, and you should soliciting input from as
many representatives of different departments and job descriptions as is practical. An eftective
approach is to form a committee consisting of people from several areas of the organization to be
involved in creating and reviewing the security plan and policies.

Your security planning committee might include some or all of the following:

B The network administrator and one or more assistant administrators
B The site’s security administrator
m  Heads of various company departments or their representatives

B Representatives of user groups that will be impacted by the security policies (for
example, the secretarial staff, the data processing center, etc.)

B A member of the legal department who specializes in computer and technology law

B A member of the finance or budget department

Responsibility for Implementing and
Enforcing the Security Plan and Policies

Security policies are generally implemented and enforced by network administrators and mem-
bers of the IT staff. Job descriptions and policies should designate exactly who is responsible for
the implementation of which parts of the plan. A clear-cut chain of command should specify
whose decision prevails in case of conflict.

In some cases—such as physical penetration of the network—the company security staft will
become involved. There should be written, clearly formulated policies that stipulate which
department has responsibility for particular tasks in such situations.

The security plan should also address the procedures for reporting security breaches, both
internally and if the police or other outside agencies are to be brought in (as well as who is
responsible for or has the authority to call in outside agents).

One of the most important factors in a good security policy is that it must be enforceable. If
the policy can be enforced through security tools, this method is preferred. If the policies must be
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enforced through reprimand or other actions against employees who violate them, there should be
clearly worded, universally distributed written documentation indicating what constitutes a viola-
tion and the sanctions that will result, as well as who is responsible for imposing such sanctions.

Designing the Corporate Security Policy

The process of designing a good corporate network security policy will differ from organization
to organization. However, common elements should be addressed, including (but not limited to)
the following:

B Developing an effective password and authentication policy

®  Developing a privacy policy that sets forth reasonable expectations of privacy as to
employees’ e-mail, monitoring access to Web sites, access to users’ directories and files,
and so forth

®  Developing an accountability policy that defines responsibility in regard to security
issues, including policies regarding users’ obligation to report security violations and the
process for doing so

B A network use statement that defines users’ responsibilities in regard to accessing net-
work resources, protecting password confidentiality, reporting problems, and expectations
as to availability of network resources

B A disaster protection and recovery policy that specifies policies for fault tolerance,
scheduling data backups and storing backed-up data, fail-over plans for critical systems,
and other related matters

It 1s beyond the scope of this chapter to provide detailed examples of all these elements. We
do, however, address the first issue: how to go about developing an effective password policy and
some of the factors that should be considered. The other policy areas should be addressed in sim-
ilar depth and detail in your plan. Also refer to Chapter 13 for an additional discussion of security
policies that encompass some of these other elements.

Developing an Eftective Password Policy

In the networking world, passwords (in combination with user account names) are normally the
“keys to the kingdom” that provide access to network resources and data. It might seem simplistic
to say that your comprehensive security plan should include an eftective password policy, but it is
a basic component that is more difficult to implement than it might appear at first glance.

In order to be effective, your password policy must require users to select passwords that are
difficult to “crack” yet easy for them to remember so that they don’t commit the common secu-
rity breach of writing the password on a sticky note that will end up stuck to the monitor or sit-
ting prominently in the top desk drawer.

A good password policy is the first line of defense in protecting your network from intruders.
Careless password practices (choosing common passwords such as “god” or “love” or the user’s
spouse’s name; choosing short, all-alpha, one-case passwords, writing passwords down or sending
them across the network in plain text) are like leaving your car doors unlocked with the keys in
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the ignition. Although some intruders might target a specific system, many others simply
“browse” for a network that’s easy to break into. Lack of a good password policy is an open invi-
tation them.

NoTE

Expensive, sophisticated firewalls and other strict security measures (short of biometric
scanning devices that recognize fingerprints or retinal images) will not protect you if an
intruder has knowledge of a valid username and password. It is particularly important to
use strong passwords for administrative accounts.

Best practices for password creation require that you address the following:

®m  Password length and complexity
m  Who creates the password?

®m  Forced changing of passwords

Password Length and Complexity
It’s easy to define a “bad” password: It’s one that can be easily guessed by someone other than the
authorized user.

One way in which “crackers” (hackers who specialize in defeating passwords to break into sys-
tems) do their work is called the brute force attack. In this kind of attack, the cracker manually or,
more often, using a script or specially written software program, simply tries every possible combi-
nation of characters until he or she finally hits on the right one. These programs can utilize huge
dictionaries that contain many thousands of words and character combinations. Using this method,
it is easier to guess a short password than a longer one because there are more possible combina-
tions. For this reason, most security experts recommend that passwords have a minimum required
length (for example, eight characters). Modern network operating systems such as Windows 2000
allow domain administrators to impose such rules so that if a user attempts to set a password that
doesn’t meet the minimum length requirement, the password change will be rejected.

Physical security is critical in thwarting brute force attacks, since they are more likely to suc-
ceed when the hacker has physical access to the machine than when they are launched across the
network.

NoTE

In addition to the accounts assigned to individual users, services use accounts to per-
form their functions. Because the passwords on these service accounts are often static,
they present a special point of vulnerability.
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Who Creates the Password?

Network administrators might be tempted to institute a policy whereby they create all passwords
and “issue” them to users. This method has the advantage of ensuring that all passwords meet the
administrator’s criteria in regard to length and complexity. However, it has a few big disadvantages
as well:

m It places a heavy burden on administrators, who must handle all password changes and
be responsible for letting users know what their passwords are. Of course, you would not
want to notify the user of his or her password via e-mail or other insecure channels. In
fact, the best way is to personally deliver the password information. In a large organiza-
tion, this becomes particularly taxing if you have a policy requiring that passwords be
changed on a regular basis (as you should; we discuss this rule in the next section).

®m Users have more difficulty remembering passwords that they didn’t choose themselves.
This means that they are more likely to write the passwords down, resulting in security
compromises. Otherwise, users might have to contact the administrator frequently to be
reminded of their passwords.

®m  If the administrator creates all passwords, the administrator knows everyone’s password.
This might or might not be acceptable under your overall security policy. Some users
(including management) could be uncomfortable with the idea that the administrator
knows their passwords. Even though an administrator can generally access a user’s
account and/or files without knowing the password anyway, that fact is less obvious to
users and thus of less concern.

Allowing users to create their own passwords within set parameters (length and complexity
requirements) is usually the best option. The user is less likely to forget the password because he
or she can create a complex password that is meaningless to anyone but the user.

For example, it would be difticult for others to guess the password “Mft2doSmis.” It has 10
characters, combines alpha and numeric characters, and combines upper and lower case in a
seemingly random manner. To the user, it would be easy to remember because it means “My
tavorite thing to do on Sunday morning is sleep.”

Password Change Policy

Best practices dictate that users change their passwords at regular intervals and after any suspected
security breach. Windows 2000 allows the administrator to set a maximum password age, forcing
users to change their passwords at the end of the specified period (in days). Password expiration
periods can be set from 1 to 999 days. The default is 42 days.
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Individual user accounts that need to keep the same passwords can be configured so
that their passwords never expire. This configuration overrides the general password
expiration setting.
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Because it is the nature of most users to make their passwords as easy to remember as possible,
you must institute policies to prevent the following practices, all of which can present security risks:

®  Changing the password to a variation of the same password (for example, changing from
Tag2mB to Tag3mB)

®  Changing the password back and forth between two favored passwords each time a
change is required (that is, changing from Tag2mB to VERoh9 and back again continu-
ously)

B “Changing” the password to the same password (entering the same password for the
new password as what was already being used)

Administrators can use operating system features to prevent these practices. For example, in
Windows 2000, you can configure the operating system to remember the user’s password history
so that up to a maximum of the last 24 passwords will be recorded. This way, the user will not be
able to change the password to one that has been used during that time.

Summary of Best Password Practices
Keep these best practices in mind:
®  Passwords should have a minimum of eight characters.
®m  Passwords should not be “dictionary” words.
B Passwords should consist of a mixture of alpha, numeric, and symbol characters.
m  Passwords should be created by their users.
B Passwords should be easy for users to remember.
B Passwords should never be written down.
®m  Passwords should be changed on a regular basis.
B Passwords should be changed any time compromise is suspected.

m  Password change policies should prevent users from making only slight changes.

Designing a Comprehensive Security Plan

Now that you have some understanding of basic security concepts and terminology, general secu-
rity objectives, common motivation of network intruders, various types of specific attacks and
how they are used, and an overview of available hardware and software solutions, you can begin
to design a comprehensive security policy for your organization.

A widely accepted method for developing your network security plan is laid out in RFC
2196, Site Security Handbook, and attributed to Fites, et al (1989). It consists of the following steps:

®m  Identify what you are trying to protect.
B Determine what you are trying to protect it from.

B Determine how likely the anticipated threats are.
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®  [mplement measures that will protect your assets in a cost-effective manner.

B Review the process continually and make improvements each time a weakness
is discovered.

NoTE

The entire text of RFC 2196, which provides many excellent suggestions that focus pri-
marily on the implementation phase, can be found on the Web at www.faqgs.org/rfcs/
rfc2196.html.

It is important to understand that a security plan is not the same thing as a security policy,
although the two words are sometimes used interchangeably. Your security policies (and there are
likely to be many of them) grow out of your security plan. Think of policy as “law” or “rules,”’
whereas the security plan is procedural; it lays out how the rules will be implemented.

Your security plan will generally address three difterent aspects of protecting your network:

®  Prevention The measures that are implemented to keep your information from being
modified, destroyed, or compromised.

m  Detection The measures that are implemented to recognize when a security breach
has occurred or has been attempted, and if possible, the origin of the breach.

®  Reaction The measures that are implemented to recover from a security breach, to
recover lost or altered data, to restore system or network operations, and to prevent
tuture occurrences.

These can be divided into two types of actions: proactive and reactive. The first, prevention, is
proactive because it takes place before any breach has occurred and involves actions that will, if
successful, make further actions unnecessary. Unfortunately, our proactive measures don’t always
work. Reactive measures such as detection and reaction do, however, help us develop additional
proactive measures that will prevent future intrusions.

Regardless of how good your prevention and detection methods, it is essential that you have
in place a reaction plan in case attackers do get through your line of defense and damage your
data or disrupt your network operations. As the old saying goes, “Hope for the best, and plan for
the worst.”
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For a concise commentary that is useful to keep in mind during security planning, see
the Ten Immutable Laws of Security Administration on Microsoft's TechNet Web site at
www.microsoft.com/technet/security/10salaws.asp.
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Evaluating Security Needs

Before you can develop a security plan and policies for your organization, you must assess the
security needs, which will generally be based on the following broad considerations:

B Type of business in which the organization engages
®  Type of data that is stored on the network
®  Type of connection(s) of the network to other networks

®m  Philosophy of the organization’s management

Each of these factors will play a part in determining the level of security that is desirable or
necessary for your network.

Assessing the Type of Business

Certain fields have inherently high security requirements. An obvious example is the military or
other government agencies that deal with defense or national security issues. Private companies
with government defense contracts also fall into this category. Others might be less obvious:

®  Law firms, bound by law and ethics to protect client confidentiality

B Medical offices, which must protect patient records and confidentiality

B Law enforcement agencies, courts, and other governmental bodies

®  Educational institutions that have student records stored on their networks

B Any company that gathers information from individuals or organizations under guar-
antee that the data will be kept confidential

The competitive nature of a business is also a consideration. In a field such as biogenetic
research, which is a “hot” market in which new developments—any of which could involve huge
profits for the company that patents the idea—occur on a daily basis, protecting trade secrets
becomes vitally important.

Most businesses have some data of a confidential nature on the network’s computer systems,
but the security requirements in some fields are much higher than in others. The confidentiality
needs of the business should be considered as you begin to develop your security plan.

Assessing the Type of Data

The second question to consider involves the type of data stored on your network and where it is
stored. You could find that a higher level of security is needed in one department or division than
another. You might, in fact, want to divide the network physically, into separate subnets, to allow
better control of access to various parts of the company network independently.

Generally, payroll and human resource records (personnel files, insurance claim documents,
and the like), company financial records (accounting documents, financial statements, tax docu-
ments), and a variety of other common business records need to be protected. Even in cases in
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which these documents must be made public, you will want to take steps to ensure that they
can’t be modified or destroyed. Remember that data integrity as well as data confidentiality are pro-
tected by a good security plan.

Assessing the Network Connections

Your business’s exposure to outside intruders is another consideration in planning how security
will be implemented on your network. A LAN that is self-contained and has no Internet connec-
tivity nor any modems or other outside connections does not require the degree of protection
(other than physical security) that is necessary when an intruder can take many avenues “in.”

Dial-up modem connections merit special consideration. A dial-up connection is less open to
intrusion than a full-time dedicated connection—both because it is connected to the outside for a
shorter time period, reducing the window of opportunity for intrusion, and because it usually has a
dynamic IP address, making it harder for an intruder to locate it on multiple occasions—allowing
workstations on your network to have modems and phone lines can create a huge security risk.

If improperly configured, a computer with a dial-up connection to the Internet that is also
cabled to the internal network can act as a router, allowing outside intruders to access not only
the workstation connected to the modem but other computers on the LAN as well.

One reason for allowing modems at individual workstations is to allow users to dial up con-
nections to other private networks. A more secure way to do this is to remove the modems and
have the users establish a VPN connection with the other private network through the LAN’s
Internet connection.

The best security policy is to have as few connections from the internal network to the out-
side as possible and control access at those entry points (collectively called the network perimeter).

Assessing Management Philosophy

This last criterion is the most subjective but can have a tremendous influence on the security
level that is appropriate for your organization. Most companies are based on one (or a combina-
tion of more than one) management model.

Understanding Management Models

Some companies institute a highly structured, formal management style. Employees are expected
to respect a strict chain of command, and information is generally disseminated on a “need to
know” basis. Governmental agencies, especially those that are law enforcement-related such as
police departments and investigative agencies, often follow this philosophy. This model is some-
times referred to as the paramilitary model.

Other companies, particularly those in the IT industry and other fields that are subject to
little state regulation, are built on the opposite premise: that all employees should have as much
information and input as possible, that managers should function as “team leaders” rather than
authoritarian supervisors, and that restrictions on employee actions should be imposed only when
necessary for the efficiency and productivity of the organization. This is sometimes called the one
big happy family model. Creativity is valued more than “going by the book,” and job satisfaction is
considered an important aspect of enhancing employee performance and productivity.
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In business management circles, these two diametrically opposed models are called Theory X
(traditional paramilitary style) and Theory Y (the modern, team-oriented approach). Although
numerous other management models such as management by objective (MBO) and total quality
management (TQM) have been popularized in recent years, each company’s management style
falls somewhere on the continuum between Theory X and Theory Y. The management model is
based on the personal philosophies of the company’s top decision makers regarding the relation-
ship between management and employees.

An organization’s management model can have a profound influence on what is or isn’t
acceptable in planning security for the network. A “deny all access” security policy that is viewed
as appropriate in a Theory X organization could meet with so much resentment and employee
dissatisfaction in a Theory Y company that it disrupts business operations. Always consider the
company “atmosphere” as part of your security planning. If you have good reasons to implement
strict security in a TheoryY atmosphere, realize that you will probably have to justify the restric-
tions to management and “sell” them to employees, whereas those same restrictions might be
accepted without question in a more traditional organization.

Understanding Security Ratings

Security ratings could be of interest as you develop your company’s security policy, although they
are not likely to be important unless your organization works under government contract,
requiring a specified level of security.

The U.S. government provides specifications for rating network security implementations in a
publication often referred to as the Orange Book, formally called the Department of Defense Tiusted
Computer System Evaluation Criteria, or TCSEC. The Red Book, or Trusted Network Interpretation of the
TCSEC (TNI), explains how the TCSEC evaluation criteria are applied to computer networks.

Other countries have security rating systems that work in a similar way. For example:

m  CTPEC (Canada)
m  AISEP (Australia)
B [TSEC (Western Europe)

To obtain a government contract in the United States, companies are often required to obtain
a C2 rating. A C2 rating has several requirements:

m  That the operating system in use be capable of tracking access to data, including both
who accessed it and when it was accessed (as is done by the auditing function of
Windows NT/2000)

®m  That users’ access to objects be subject to control (access permissions)
®m  That users be uniquely identified on the system (via user account names and passwords)

®m  That security-related events be traceable and permanently recorded for auditing (audit
log)
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In order to receive certification, a company must implement these requirements in particular
ways. If your organization needs C2 rating for its systems, you should consult the National
Computer Security Center (NCSC) publications to ensure that they meet all the requirements.
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The Department of Defense (DoD) Trusted Computer System Evaluation Criteria (the
Orange Book) can be accessed online at www.radium.ncsc.mil/tpep/library/rainbow/
5200.28-STD.html.

Legal Considerations

Another important step in preparing to design your network security plan is to consider legal
aspects that could affect your network. It is a good idea to have a member of your company’s
legal department who specializes in computer law be involved in the development of your secu-
rity plan and policies. If this is not possible, the written policies should be submitted for legal
review before you put them into practice.

Addressing Security Objectives

If your security goal is to have complete control over the data that comes into and goes out of
your networks, you must define objectives that will help you reach that goal. We listed some gen-
eral security objectives related to computer networks—especially those connected to an outside
internetwork such as the Internet—as controlling physical access, preventing accidental compro-
mise of data, detecting and preventing intentional internal security breaches, and detecting and
preventing unauthorized external intrusions. In the following sections, we examine each of these
objectives in detail.

Know Your Users

To prevent accidental compromise of data, you should first know your users and their skill levels.
Those with few technical skills should be given as little access as possible; allow them the access
required to do their jobs, and no more. Too many network users have, in all innocence, destroyed
or changed important files while attempting to clear space on their hard disks or troubleshoot a
computer problem on their own.

Control Your Users

In some cases, establishing clear-cut policies and making staffers and other users aware of them
will be enough. In other cases, you will find that users are unable or unwilling to follow the
rules, and you will have to take steps to enforce them—including locking down desktops with
system or group policies and implementing access rules and filtering to prevent unauthorized
packets from being sent or received over the network.

Luckily, most users will at least attempt to comply with the rules. A more serious problem is
the “insider” who is looking to intentionally breach network security. This person could be
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simply a maverick employee who doesn’t like being told what to do, or he or she could be
someone with a darker motive.

Hiring and Human Resource Policies

In many cases, prevention starts with good human resources practices. That means that manage-
ment should institute hiring policies aimed at recruiting people of good character. Background
investigations should be conducted, especially for key positions that will have greater than usual
user network access.

The work environment should encourage high employee morale; in many cases, internal
security breaches are committed as “revenge” by employees who feel underpaid, under-appreci-
ated, or even mistreated. Employees who are enthusiastic about their jobs and feel valued by the
organization will be much more likely to comply with company rules in general and network
security policies in particular.

Another motivation for internal breaches is money. If your company engages in a highly
competitive business, competitors could approach employees with lucrative offers for trade secrets
or other confidential data. If you are in a field that is vulnerable to corporate espionage, your
security policies should lean toward the deny all access model, in which access for a particular net-
work user starts at nothing and access is added on the basis of the user’s need to know.
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The “deny all access” policy model is one of two basic starting points in creating a secu-
rity policy. The other is allow all access, in which all resources are open to a user unless
there are specific reasons to deny access. Neither of these is “right” or “wrong,”
although the “deny all access” model is undisputedly more secure and the “allow all
access” model is easier to implement. From which of these starting points you work
depends on the security philosophy of your organization.

Creating a Security Policy

A comprehensive security policy is fundamental to an effective information security program,
providing a firm basis for all activities related to the protection of information assets. In creating
their policies, organizations take one of two basic approaches: that which is not expressly prohib-
ited is allowed, or that which is not explicitly allowed is prohibited. The chosen approach is usu-
ally reflective of the organization’s overall culture.

Educating Network Users on Security Issues

The best security policies in the world will be ineftective if the network users are unaware of
them or if the policies are so restrictive and place so many inconveniences on users that they go
out of their way to attempt to circumvent them.

The security plan itself should contain a program for educating network users—not only
regarding what the policies are but why they are important and how users benefit from them.
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Users should also be instructed in the best ways to comply with the policies and what to do if
they are unable to comply or if they observe a deliberate violation of the policies on the part of

other users.

If you involve users in the planning and policy-making stages, you will find it must easier to
educate them and gain their support for the policies at the implementation and enforcement stages

Educating your users is one of the most important factors in eliminating or reducing internal
incidents. This does not necessarily mean upgrading the users’ technical skills (although it can).
Turning all your users into power users might not be cost effective or otherwise desirable. What is
essential is to train all your network users in the proper procedures and rules of use for the network.

Every person who accesses your company network should be aware of your user policies and
should agree to adhere to them. This includes notifying technical support personnel immediately
of any hardware or software problems, refraining from installing any unauthorized software on

their machines or downloading files from the Internet without authorization, and never dialing
their personal ISPs or other networks or services from company machines without permission.
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A good security policy addresses the following areas:

Defines roles and responsibilities

Defines acceptable use of the organization’s computing resources

Serves as a foundation for more specific procedures and standards

Defines data sensitivity classifications

Helps prevent security incidents by making clear management’s expectations for
protecting information

Provides guidance in the event of a security incident

Specifies results of noncompliance

Figure 1.3 shows a hierarchical security model. Each layer builds on the ones beneath it, with
security policies serving as the foundation. An organization that implements security tools
without defining good policies and architecture is likely to encounter difticulties.

Figure 1.3 Security Hierarchy

Layer 5
Audifing, Monitoring, and Investigating

Layer 4
Technologies and Products

Layer 3
Awareness and Training

Validation

Layer 2
Architecture and Processes

Layer 1
Policies and Standards
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Creation of the security policy is guided by management’s level of trust in the organization’s
people, de facto processes, and technology. Many organizations resist formalizing their policies
and enforcing them, since they do not want to risk damaging their familial and trusting culture.
When a security incident occurs, however, these organizations discover that they might have little
or no guidance on how to handle it or that they do not have a legal foundation to prosecute or
even terminate an employee who breaches security. Others follow a command-and-control
model and find that defining policies fits right into their culture. These organizations, however,
could wind up spending a great deal of money to enforce controls that provide little incremental
reduction in risk and create an oppressive atmosphere that is not conducive to productivity. For
most organizations, a middle approach is best, following the dictum “Trust, but verity”

The policy creation process might not be easy. People have very difterent ideas about what
the policies represent and why they are needed. The process should strive to achieve a compro-
mise among the various stakeholders:

B Executive managers
®  Internal auditors

B Human resources

m [T staft

®m Security staff

B Legal staft

®  Employee groups

As you can see, some level of buy-in from each of these stakeholder groups is necessary to
create a successful policy. Particularly important is full support from executive management.
Without it, a security policy will become just another manual gathering dust on the shelf.
Employees need to see that management is behind the policy, leading by example.

Once a representative policy development team has been put together, its members should
begin a risk-assessment process. The result of this effort is a document that defines how the orga-
nization approaches risk, how risk is mitigated, and the assets that are to be protected and their
worth. The policy should also broadly define the potential threats that the organization faces. This
information will be a guideline to the amount of eftort and money that will be expended to
address the threats and the level of risk that the organization will accept.

The next step is to perform a business needs analysis that defines information flows within
the organization as well as information flowing into and out of it. These flows should each have a
business need defined; this need is then matched with the level of risk to determine whether it
will be allowed, allowed with additional controls, or restricted.

A good policy has these characteristics:

m  States its purpose and what or who it covers
®m  [s realistic and easy to implement
®  Has a long-term focus—in other words, does not contain specifics that will change often

® [s clear and concise
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®m  [s up to date, with provisions for regular review
®m Is communicated eftectively to all aftected parties, including regular awareness training

m  [s balanced between security of assets and ease of use

Probably the most important component of a security policy is the definition of acceptable
use. It covers how systems are to be used, user password practices, what users can and cannot do,
user responsibility in maintaining security, and disciplinary action if users engage in improper
activity. It is essential that all users sign this policy, acknowledging that they have read and under-
stood it. Ideally, users should review the acceptable use policy on an annual basis. This practice
helps reinforce the message that security is important.

Finally, an organization’s security policy guides the creation of a perimeter security policy
(including firewalls), which we cover in a later section.

NoTE

You'll find examples of security policies, including a sample acceptable use policy, on the
SANS Security Policy Resource page located at www.sans.org/newlook/resources/policies.

Protecting Information Technology

Once you have your security policy in place, you should be able to protect your information
technology. One way of doing this is improving your security—staying on top of the day-to-day
security issues. As information technology is never stagnant, your maintenance should not be
either. In addition to basic maintenance, encrypting your network connections and even your
data can make your information technology secure.

Also, it is important to regularly test your network security. You can do this through various
tools to make sure your defenses are sufticient. In order to do this, make sure you have a clear
understanding of how the tools work as well as their possible adverse effects.

Improving Security

The fourth phase in the Security Wheel is that of improving security. In addition to securing
your network, setting up monitoring, and performing vulnerability testing, you need to stay
abreast, on a weekly or even daily basis, of current security news, primarily consisting of new vul-
nerability reports. Waiting for a particular vendor to alert you to new vulnerabilities is not
enough; you also need to subscribe to third-party mailing lists such as Bugtraq (www.security-
focus.com) or Security Wire Digest (www.infosecuritymag.com). Also important is verifying con-
figurations on key security systems on a regular basis to ensure that they continue to represent
your current policy. Most important of all, the four steps of the Security Wheel must be repeated
continuously.
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Protecting the Servers

File servers on which sensitive data is stored and infrastructure servers that provide mission-crit-
ical services such as logon authentication and access control should be placed in a highly secure
location. At a minimum, servers should be in a locked room to which only those who need to
work directly with the servers have access. Keys should be distributed sparingly, and records
should be kept of issuance and return.

If security needs are high due to the nature of the business or the nature of the data, access to
the server room could be controlled by magnetic card, electronic locks requiring entry of a
numerical code, or even biometric access control devices such as fingerprint or retinal scanners.

Other security measures include monitor detectors or other alarm systems, activated during
non-business hours, and security cameras. A security guard or company should monitor these
devices.

Keeping Workstations Secure

Many network security plans focus on the servers but ignore the risk posed by workstations that
have network access to those servers. It is not uncommon for employees to leave their computers
unsecured when they leave their offices for lunch or even when they leave for the evening. Often
a workstation in the receptionist area is open to visitors who walk in off the street. If the recep-
tionist manning the station must leave briefly, the computer—and the network to which it is
connected—is vulnerable unless steps have been taken to ensure that it is secure.

A good security plan includes protection of all unmanned workstations. A secure client oper-
ating system such as Windows NT or Windows 2000 (unlike Windows 9x) requires an interactive
logon with a valid account name and password in order to access the operating system. In addi-
tion, it allows a user to “lock” the workstation when he or she will be away from it, so someone
else can’t simply step up and start using the computer. Some degree of security can be provided
tor Windows 9x clients by using password-enabled screensavers, although savvy intruders can
bypass this form of security by rebooting the computer.

Don’t depend on access permissions and other software security methods alone to protect
your network. If a potential intruder can gain physical access to a networked computer, he or she
is that much closer to accessing your valuable data or introducing a virus onto your network.

Ensure that all workstation users adhere to a good password policy, as discussed in the section
“Designing a Comprehensive Security Plan” later in this chapter.

Many modern PC cases come with some type of locking mechanism that will help prevent
an unauthorized person from opening the case and stealing the hard disk. Locks are also available
to prevent use of the floppy drive, to prevent copying of data to a diskette, or to prevent
rebooting the computer with a floppy.

Protecting Network Devices

Hubs, routers, switches, and other network devices should be physically secured from unautho-
rized access. It is easy to forget that merely because a device doesn’t have a monitor on which
you can see data, that doesn’t mean the data can’t be captured or destroyed at that access point.
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Securing the Cable

The next step in protecting your network data is to secure the cable across which it travels.
Twisted-pair and coaxial cable are both vulnerable to data capture; an intruder who has access to
the cable can tap into it and eavesdrop on messages sent across it. A number of companies make
such “tapping” devices.

Fiber optic cable is more difficult to tap into because it does not produce electrical pulses but
instead uses pulses of light to represent the Os and 1s of binary data. It is possible, however, for a
sophisticated intruder to use an optical splitter and tap into the signal on fiber optic media.

Compromise of security at the physical level is a special threat when network cables are not
contained in one facility but span a distance between buildings. There is even a name for this risk:
manhole manipulation, a term that refers to the easy access intruders often have to cabling that runs
through underground conduits.

Cable taps can sometimes be detected using a TDR or optical TDR to measure the strength
of the signal and determine where the tap is located.

Using SSL and Secure Shell

Secure Sockets Layer (SSL) is a protocol that can be used to manage the security of Internet commu-
nications. SSL operates between HTTP at the Application layer and TCP at the Transport layer.
Although it was originally developed by Netscape for secure communications with their browser,
SSL is now included in both Netscape Communicator and Microsoft Internet Explorer browser
software. SSL uses public key encryption and digital certificates to ensure secure communications.

SSL is used not only for Web services, but you can also use it for mail services (POP3 and
IMAP) as well as other TCP based applications. Stunnel is a universal SSL wrapper, and can be
used with applications like Telnet and FTP. Stunnel can be found at www.stunnel.org

However, many UNIX systems use Secure Shell (SSH) instead of Telnet or FTP over SSL to
encrypt network logins. The most common version of Secure Shell in use is OpenSSH, but there
are commercial solutions available. OpenSSH is available at www.openssh.org.

NoTE

By default, SSL tunneling is used for outbound client requests to port 443. Secure Shell
uses port 22.

Testing Security

It is far, far better to test your own security and find holes than for a hacker to find them for
you. An effective security program includes regular vulnerability assessments and penetration
testing as well as updates to your risk assessment when there are significant changes to the busi-
ness or the technology. For example, initiating extranet links to business partners or starting to
provide remote broadband access to employees should be accompanied by an updated risk profile
that identifies the risks of the new activity and the component threats, prioritized by probability
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and severity. This testing identifies the components that have to be better secured and the level of

effort required.
Things that have to be tested or checked include:

Security policy compliance, including things like password strength
System patch levels

Services running on systems

Custom applications, particularly public-facing Web applications
New servers added to the network

Active modems that accept incoming calls

A multitude of tools, both freeware and commercial off-the-shelf tools, are available to per-

form security testing. Some freeware tools include:

Nmap (www.insecure.org/nmap/) Nmap is one of the most commonly used net-
work and port scanning tools, used by hackers and security professionals alike. It has the
ability to “fingerprint” the operating system of the target host by analyzing the responses
to different types of probes.

Nessus (www.nessus.org) Nessus is a powerful, flexible vulnerability-scanning tool
that can test different target platforms for known holes. It consists of a server process
that is controlled by a separate graphical user interface (GUI). Each point of vulnera-
bility is coded via a plug-in to the Nessus system, so new vulnerabilities can be added
and tested.

whisker (http://sourceforge.net/projects/whisker/) whisker is a collection of
PERL scripts used to test Web server CGI scripts for vulnerabilities, a common point of
attack in the Web environment.

Security Auditor’s Research Assistant (www-arc.com/sara/) SARA is a third-
generation UNIX-based security assessment tool based on the original SATAN. SARA
interfaces with other tools such as nmap and Samba for enhanced functionality.

LOphtCrack (www.atstake.com/research/lc/) LOphtCrack is used to test (crack)
Windows NT passwords. It is a good tool to look for weak passwords.

Commercial tools include:

ISS Internet Scanner (www.iss.net) Internet Scanner is used to scan networks for
vulnerabilities. ISS also makes scanners specifically for databases, host systems, and wire-
less networks.

Symantec Enterprise Security Manager (www.symantec.com) ESM helps mon-
itor for security policy compliance.

PentaSafe VigilEnt Security Manager (www.pentasafe.com) VigilEnt assesses for
vulnerabilities across an enterprise with easy-to-use reporting.
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In addition to testing security yourself, it is good practice to bring in security experts that are
skilled in vulnerability assessments and penetration testing. These experts (sometimes known as eth-
ical hackers) conduct attacks in the same manner as a hacker would, looking for any holes accessible
from the outside. They are also able to conduct internal assessments to validate your security posture
against industry best practices or standards such as the Common Criteria (http://csrc.nist.gov/cc/)
or ISO17799. Internal assessments include interviews with key staft and management, reviews of
documentation, and testing of technical controls. A third-party review potentially provides a much
more objective view of the state of your security environment and can even be useful in convincing
upper management to increase IT security funding.

Other Hardware Security Devices

Other hardware-based components of your network security plan could include devices that pro-
vide extra security for authentication, such as:

®  Smart card readers
B Fingerprint scanners
m  Retinal scanners

B Voice analysis devices
These devices can be used in environments that require a high level of security for secure and
reliable network authentication. Microsoft has acquired Biometric API (BAPI) technology from
I/0 Software and plans to incorporate support for biometric authentication devices into future
versions of its operating systems. Windows 2000 already supports smart card authentication.

Monitoring Activity

As you make efforts to secure your environment, you move into the next phase of information
security: establishing better mechanisms for monitoring activity on your network and systems.
Adequate monitoring is essential so that you can be alerted, for example, when a security breach
has occurred, when internal users are trying to exceed their authority, or when hardware or soft-
ware failures are having an impact on system availability. Effective monitoring has two compo-
nents: turning on capabilities already present on your systems and implementing tools for
additional visibility. The first component includes use of the auditing function built into:

m  Operating systems such as administrator account access.

B Network devices, as in login failures and configuration changes.

B Applications, including auditing capability in the application as created by the vendor
(for commercial software), as well as auditing added within a custom-developed applica-
tion. Monitored events tend to be more transactional in nature, such as users trying to
perform functions they are not authorized to perform.

Most systems have such auditing turned off by default, however, and require you to specifi-
cally enable it. Be careful not to turn on too much, since you will be overwhelmed with data and
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will wind up ignoring it. This “turn on and tune” methodology flows into the second compo-
nent, which also includes deployment of tools such as IDS on networks and hosts.

In any environment that contains more than a few systems, performing manual reviews of
system and audit logs, firewall logs, and IDS logs becomes an impossible and overwhelming task.
Various tools (such as Swatch, at www.oit.ucsb.edu/~eta/swatch) can perform log reduction and
alert only on important events.

Detecting Internal Breaches

Implementing auditing will help you detect internal breaches of security by recording specified
security events. You will be able to track when objects (such as files or folders) are accessed, what
user account was used to access them, when users exercise user rights, and when users log on or
off the computer or network. Modern network operating systems include built-in auditing
functionality.

Preventing Intentional Internal Breaches

Firewalls are helpful in keeping basically compliant employees from accidentally (or out of igno-
rance of security considerations) visiting dangerous Web sites or sending specific types of packets
outside the local network. However, firewalls are of more limited use in preventing intentional
internal security breaches. Simply limiting user access to the external network cannot thwart
insiders who are determined to destroy, modity, or copy your data. Because they have physical
access, they can copy data to removable media or a portable computer (including tiny handheld
machines) or perhaps even print it on paper and remove it from the premises that way. They
could change the format of the data to disguise it, or they could upload files to Web-based data
storage services.

In a high security environment, computers without loppy drives—or even completely disk-
less workstations—might be warranted. System or group policy can be applied to prevent users
from installing software (such as that needed for a desktop computer to communicate with a
Pocket PC or Palm Pilot). Cases can be locked; physical access to serial ports, USB ports, and
other connection points can be covered so that removable media devices can’t be attached.

Intentional internal breaches of security constitute a serious problem, and company policies
should treat them as such.

Preventing Unauthorized External Intrusions and Attacks

External intrusions (or “hacking into the system”) from outside the LAN have received a good
deal of attention in the media and thus are the major concern of many companies when it comes
to network security issues. In recent years, there have been a number of high-profile cases in
which the Web servers of prominent organizations (such as Yahoo! and Microsoft) have been
hacked. Attempts to penetrate sensitive government networks, such as the Pentagon’s systems,
occur on a regular basis. DDoS attacks—although not technically “intrusions” because only access
to the system, not security of data, is affected—are still looked on as hacks by the media and the
public, and these events make front-page news when they crash servers and prevent Internet users
from accessing popular sites.
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Psychological factors are involved as well. Internal breaches are usually seen by companies as
personnel problems and are handled administratively. External breaches could seem more like a
“violation” and are more often prosecuted in criminal actions. Because the external intruder
could come from anywhere at any time, the sense of uncertainty and fear of the unknown could
cause organizations to react in a much stronger way to this type of threat.

The good news about external intrusions is that the area(s) that must be controlled are much
more focused. There are usually only a limited number of points of entry to the network from
the outside. This is where a properly configured firewall can be invaluable, allowing authorized
traffic into the network while keeping unauthorized traftic out. On the other hand, the popu-
larity of firewalls ensures that dedicated hackers know how they work and spend a great deal of
time and effort devising ways to defeat them.

Never depend on the firewall to provide 100 percent protection, even against outside
intruders. Remember that in order to be effective, a security plan must be a multifaceted, multi-
layered one. We hope the firewall will keep intruders out of your network completely—but if
they do get in, what is your contingency plan? How will you reduce the amount of damage they
can do and protect your most sensitive or valuable data?
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Summary

In this chapter, we looked at the big picture of network security and why it’s necessary to have a
comprehensive security policy to protect our networks from unauthorized access. Network security
has generated jobs and security-related Web sites such as Net-Security (www.net-security.org),
SecurityFocus (www.securityfocus.com), and Packetstorm Security (www.packetstormsecurity.org).
Many aspects are important, including authentication, authorization, and confidentiality. In addition
to the basic concepts, it’s important to understand how each component of security fits into phys-
ical security, application security, and network security. It's also important that both management
and users agree to work with you on enforcing security policies.
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Introduction

When you take a shower, you’ll notice that everything goes down the drain, whether you want it
to or not. If you don’t put a drain cover over, you’ll end up letting water, hair, and soap scum go
down, even if you only want water to drain through. This is how a firewall works: it’s a drain
filter for your network. A firewall enables you to permit traffic that you want (like water in our
shower analogy) and keep out the things you don’t (like hair).

Anyone who has been running a network has dealt with chatty protocols, including
AppleTalk and IPX (Novell NetWare’s base network protocol). These protocols are constantly
(approximately every five seconds) asking who’s here and announcing what they do.This is a type
of “hair” we want out of our drain to keep it from clogging. Another hair we want to keep out is
various unwanted attacks, such as Denial of Service (DoS) attacks and intrusion through insecure
protocols (Telnet, Remote Shell [RSH], and NetBIOS).

Defining a Firewall

The term firewall comes from the bricks-and-mortar architectural world. In buildings, a firewall is
a wall built from heat- or fire-resistant material such as concrete that is intended to slow the
spread of fire through a structure. In the same way, a network firewall is intended to stop unau-
thorized traffic from traveling from one network to another. The most common deployment of
firewalls occurs between a trusted network and an untrusted one, typically the Internet.

In the past, it was actually rather common for Internet-connected organizations to have no
firewalls, instead simply relying on the security of their host systems to protect their data. As net-
works got larger, it became unwieldy and risky to try to adequately secure each and every host,
especially given the ever-increasing hacker threat.

Regardless of what type of firewall youre using, a firewall provides several services. The most
essential firewall functions include:

m TP address conservation and traffic forwarding Many firewalls act as routers so
that different networks (i.e., the 192.168.1.1/24 and 10.100.100.0/24 networks) can
communicate with each other. Many network administrators use this function to help
create additional subnets. This feature is included as a firewall element simply because it
is accomplished using either Ipchains or Iptables. Thus, anyone with only one IP address
can create a local area network (LAN) or wide area network (WAN) that has full access
to the Internet. You should understand, however, that a firewall does not necessarily have
to provide Network Address Translation (NAT). Still, many firewalls (including those
provided by Linux and Ipchains/Iptables) allow you to choose this feature.

m  Network differentiation A firewall is the primary means of creating a boundary
between your network and any other network. Because it creates a clear distinction
between networks, a firewall helps you manage traffic. A firewall does not necessarily have
to be deployed between a trusted, private network and the Internet. Many times, a firewall
1s deployed within a company network to further difterentiate certain company divisions
(such as research and development or accounting) from the rest of the network.
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m  Protection against DoS, scanning, and sniffing attacks A firewall acts as a single
point that monitors incoming and outgoing traffic. It is possible for this firewall to limit
any traffic that you choose.

®  IP and port filtering The ability to allow or reject a connection based on IP address
and port. Such filtering is likely the most understood function of a firewall. Generally,
this type of filtering is accomplished using packet filters (i.e., Linux systems that use
either Ipchains or Iptables). Packet filtering can become quite complex, because you
must always consider that traffic can be filtered according to the source of the packet, as
well as the packet’s destination. For example, a packet filter can block traffic to your net-
work if it originates from a particular IP address and port.

m  Content filtering Proxy servers are generally the only types of firewall that manage
and control traffic by inspecting URL and page content. If configured properly, a proxy-
oriented firewall can identify and block content that you consider objectionable.

m  Packet redirection Sometimes, it is necessary for a firewall to send traffic to another
port or another host altogether. For example, suppose that you have installed Squid
proxy server on a separate host than your firewall. It is likely that you will want to have
your firewall automatically forward all traffic sent to ports 80 and 443 (the standard
HTTP and HTTPS ports) to your proxy server for additional processing.

®  Enhanced authentication and encryption A firewall has the ability to authenticate
users, and encrypt transmissions between itself and the firewall of another network.

®  Supplemented logging One of the most important—though commonly ignored—
benefits of a firewall is that it allows you to examine all details about network packets
that pass through it.You can learn, for example, about port scans and various connec-
tions to your system.

Firewalls, by definition, do not provide you with all of your network’s security functions, nor
should they. Other systems should provide you with authentication mechanisms (passwords,
public key, or digital certificates), intrusion detection, or remote access (Virtual Private Networks
or dial-up). These are separate functions of your network, and your firewall should not be taxed
with other functions.

Types of Firewalls

Although the original Firewall Toolkit (sometimes referred to as an fwtk) used a proxy-type
design, other types of firewalls use a much difterent approach. Before we look at these, recall the
Open Systems Interconnect (OSI) model (see Figure 2.1).
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Figure 2.1 The OSI Model
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Using this model as a reference, we can compare how the types of firewalls operate and make
informed decisions about which type of firewall is appropriate for a particular need.

Packet Filters

In its most basic form, a packet filter makes decisions about whether to forward a packet based
only on information found at the IP or Transmission Control Protocol (TCP)/User Datagram
Packet (UDP) layers; in effect, a packet filter is a router with some intelligence. However, a packet
filter only handles individual packets; it does not keep track of TCP sessions. Thus, it is poorly
equipped to detect spoofed packets that come in through an outside interface, pretending to be
part of an existing session by setting the Acknowledge (ACK) flag in the TCP header. Packet fil-
ters are configured to allow or block traftic according to source and destination IP addresses,
source and destination ports, and type of protocol (TCP, UDP, (Internet Control Message
Protocol [ICMP], and so on).

So why would you use a packet filter if spoofing is so easy? The primary benefit is speed.
Since it does not have to do any inspection of application data, a packet filter can operate nearly
as fast as a router that is performing only packet routing and forwarding. As we will see, however,
the packet filter concept has been improved.

Stateful Inspection Packet Filters

The concept of stateful inspection came about in an effort to improve on the capability and secu-
rity of regular packet filters while still capitalizing on their inherent speed. A packet filter with
stateful inspection is able to keep track of network sessions, so when it receives an ACK packet, it
can determine its legitimacy by matching the packet to the corresponding entry in the connec-
tion table. An entry is created in the connection table when the firewall sees the first Synchronize
(SYN) packet that begins the TCP session. This entry is then referenced for succeeding packets in
the session. Entries are automatically timed out after some configurable timeout period.
Statefulness can also be applied to UDP communication in a pseudo fashion, which normally
has no concept of state. In this case, the firewall creates an entry in the connection table when
the first UDP packet is transmitted. A UDP packet from a less secure network (a response) will
only be accepted if a corresponding entry is found in the connection table. If we move up to the
application layer, we can see further use for statefulness for protocols such as File Transfer
Protocol (FTP). FTP is a bit different in that the server that the user connects to on port 21 will
initiate a data connection back on port 20 when a file download is requested. If the firewall has
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not kept track of the FTP control connection that was initially established, it will not allow the
data connection back in. This concept also applies to many of the newer multimedia protocols
such as RealAudio and NetMeeting.

Stateful inspection packet filters remain the speed kings of firewalls and are the most flexible
where new protocols are concerned, but they are sometimes less secure than application proxies.
Check Point FireWall-1 (FW-1) and the Cisco PIX are the leading examples of this type of firewall.

Application Proxies

As the name implies, application proxy firewalls act as intermediaries in network sessions. The
user’s connection terminates at the proxy, and a corresponding separate connection is initiated
from the proxy to the destination host. Connections are analyzed all the way up to the applica-
tion layer to determine if they are allowed. It is this characteristic that gives proxies a higher level
of security than packet filters, stateful or otherwise. However, as you might imagine, this addi-
tional processing extracts a toll on performance. Figure 2.2 shows how packet processing is han-
dled at the application layer before it is passed on or blocked.

Figure 2.2 Application Proxy Data Flow
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One potentially significant limitation of application proxies is that as new application proto-
cols are implemented, corresponding proxies must be developed to handle them. This means that
you could be at the mercy of your vendor if there is a hot new video multicasting technology, for
example, but there is no proxy for it.

NoTE

Modern proxy-based firewalls often provide the ability to configure generic proxies for
IP, TCP, and UDP. Although not as secure as proxies that work at the application layer,
these configurable proxies often allow for passing of newer protocols.

Examples of proxy-based firewalls include Gauntlet from Secure Computing (acquired from
Network Associates) and Symantec Raptor (also known as Enterprise Firewall).
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Networking and Firewalls

For quite some time, it was common for companies to think that once they deployed a firewall,
they were secure. However, firewalls are just one component in an enterprise security strategy.
They are generally good at what they do (filtering traffic), but they cannot do everything. The
nature of perimeter security has also changed; many companies no longer need outbound-only
traffic. Many enterprises now deal with much more complex environments that include business
partner connections, Virtual Private Networks (VPNs), and complicated e-commerce infrastruc-
tures. This complexity has driven huge increases in firewall functionality. Most firewalls now sup-
port multiple network interfaces and can control traftic between them, support VPNs, and enable
secure use of complicated application protocols such as H.323 for videoconferencing. The risk,
however, is that as more and more functionality is added to the firewall, holes might arise in these
features, compromising integrity and security. Another risk is that these features will exact a per-
formance penalty, reducing the firewall’s ability to focus on traffic filtering.

So the message is this: Try to use your firewall to the minimum extent possible so it can focus
on its core function, and you can better manage the security risk of the other functions by
shifting them to other systems to handle the load.

Firewall systems have certainly evolved over the years. Originally, firewalls were hand-built
systems with two network interfaces that forwarded traffic between them. However, this was an
area for experts only, requiring significant programming skills and system administration talent.
Recognizing a need in this area, the first somewhat commercial firewall was written by Marcus
Ranum (working for TIS at the time) in the early 1990s. It was called the Firewall Toolkit, or
twtk for short. It was an application proxy design (definitions are given for firewall types in the
following section) that intermediated network connections from users to servers. The goal was to
simplify development and deployment of firewalls and minimize the amount of custom firewall
building that would otherwise be necessary. The now familiar Gauntlet firewall product evolved
from the original fwtk, and TIS was acquired by Network Associates, Inc. Other vendors got into
the firewall market, including Check Point, Secure Computing, Symantec, and of course, Cisco.

RBC Capital Markets estimated in a 2002 study that in 2000 the firewall market globally
represented US$736 million, with an annual growth rate of 16 percent over the following five
years. This shows that not everyone has deployed a firewall yet, that more companies are
deploying them internally, and that there is ongoing replacement activity.

Next, let’s look at the types of firewalls and compare their functionalities.

Firewall Interfaces: Inside, Outside, and DMZ

In its most basic form, a firewall has just two network interfaces: inside and outside. These labels
refer to the level of trust in the attached network, where the outside interface is connected to the
untrusted network (often the Internet) and the inside interface is connected to the trusted net-
work. In an internal deployment, the interface referred to as outside may be connected to the
company backbone, which is probably not as untrusted as the Internet but just the same is trusted
somewhat less than the inside. Recall the previous example of a firewall deployed to protect a
payroll department.
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As a company’s Internet business needs become more complex, the limitations of having only
two interfaces becomes apparent. For example, where would you put a Web server for your cus-
tomers? If you place it on the outside of the firewall, as in Figure 2.3, the Web server is fully
exposed to attacks, with only a screening router for minimal protection. You must rely on the
security of the host system in this instance.

Figure 2.3 A Web Server Located Outside the Firewall
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The other possibility in the two-interface firewall scenario is to put the Web server inside the
firewall, on an internal segment (see Figure 2.4). The firewall would be configured to allow Web
traftic on port 80, and maybe 443 for Secure Sockets Layer (SSL), through to the IP address of
the Web server. This prevents any direct probing of your internal network by an attacker, but
what if he or she is able to compromise your Web server through port 80 and gain remote supe-
ruser access? Then he or she is free to launch attacks from the Web server to anywhere else in
your internal network, with no restrictions.
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Figure 2.4 A Web Server Located Inside the Firewall
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The answer to these problems is to have support for multiple interfaces on your firewall, as
most commercial systems now do. This solution allows for establishment of intermediate zones of
trust that are neither inside nor outside. These are referred to as DMZs (from the military term
demilitarized zone). A DMZ network is protected by the firewall to the same extent as the internal
network but is separated so that access from the DMZ to the internal network is filtered as well.
Figure 2.5 shows this layout.

Figure 2.5 A DMZ Network
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Another design that is sometimes deployed uses two firewalls: an outer one and an inner one,
with the DMZ lying between them (see Figure 2.6). Sometimes firewalls from two different ven-
dors are used in this design, with the belief that a security hole in one firewall would be blocked
by the other firewall. However, evidence shows that nearly all firewall breaches come from mis-
configuration, not from errors in the firewall code itself. Thus, such a design only increases
expense and management overhead, without providing much additional security, if any.

Figure 2.6 A Two-Firewall Architecture
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Some sites have even implemented multiple DMZs, each with a difterent business purpose
and corresponding level of trust. For example, one DMZ segment could contain only servers for
public access, whereas another could host servers just for business partners or customers. This
approach enables a more granular level of control and simplifies administration.

In a more complex e-commerce environment, the Web server might require access to cus-
tomer data from a backend database server on the internal LAN. In this case, the firewall would
be configured to allow Hypertext Transfer Protocol (HTTP) connections from the outside to the
Web server and then specific connections to the appropriate IP addresses and ports as needed
from the Web server to the inside database server.

Firewall Policies

As part of your security assessment process, you should have a clear idea of the various business
reasons for the different communications allowed through your firewall. Each protocol carries
with it certain risks, some far more than others. These risks must be balanced with business bene-
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fits. For example, one person needing X Windows access (a notoriously difficult protocol to
secure properly) through the firewall for a university class she is taking is unlikely to satisfy this
requirement. On the other hand, a drop-box FTP server for sharing of files with customers might
satisfy the business requirement. It often happens that the firewall rule base grows organically over
time and reaches a point where the administrator no longer fully understands the reasons for
everything in there. For that reason, it is essential that the firewall policy be well documented,
with the business justification for each rule clearly articulated in this documentation. Changes to
the firewall policy should be made sparingly and cautiously, only with management approval, and
through standard system maintenance and change control processes.

Address Translation

RFC1918, “Address Allocation for Private Internets,” specifies certain non-registered IP address
ranges that are to be used only on private networks and are not to be routed across the Internet.
The RFC uses the term ambiguous to refer to these private addresses, meaning that they are not
globally unique. The reserved ranges are:

® 10.0.0.0 - 10.255.255.255 (10/8 pretfix)
. 172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
® 192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

The primary motivation for setting aside these private address ranges was the fear in 1996
that the 32-bit address space of IP version 4 was becoming rapidly depleted due to inefticient
allocation. Organizations that had at most a few thousand hosts, most of which did not have to
be accessible from the Internet, had been allocated huge blocks of IP addresses that had gone
mostly unused. By renumbering their private networks with these reserved address ranges, com-
panies could potentially return their allocated public blocks for use elsewhere, thus extending the
useful life of IP v4.

The sharp reader, however, will point out that if these addresses are not routable on the
Internet, how does one on a private network access the Web? The source IP of such a connec-
tion would be a private address, and the user’s connection attempt would just be dropped before
it got very far. This is where Network Address Translation (NAT), defined in RFC 1631, comes
into play. Most organizations connected to the Internet use NAT to hide their internal addresses
from the global Internet. This serves as a basic security measure that can make it a bit more diffi-
cult for an external attacker to map out the internal network. NAT is typically performed on the
Internet firewall and takes two forms, static or dynamic. When NAT is performed, the firewall
rewrites the source and/or the destination addresses in the IP header, replacing them with trans-
lated addresses. This process is configurable.

In the context of address translation, inside refers to the internal, private network. Outside is
the greater network to which the private network connects (typically the Internet). Within the
inside address space, addresses are referred to as inside local (typically RFC 1918 ranges) and are
translated to inside global addresses that are visible on the outside. Global addresses are registered
and assigned in blocks by an Internet Service Provider (ISP). For translations of outside addresses
coming to the inside, distinction is made also between local, part of the private address pool, and
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global registered addresses. Outside local, as the name might imply, is the reverse of inside global.
These are addresses of outside hosts that are translated for access internally. Outside global addresses
are owned by and assigned to hosts on the external network.

To keep these terms straight, just keep in mind the direction in which the traffic is going—in
other words, from where it is initiated. This direction determines which translation will be

applied.

Static Translation

In static NAT, a permanent one-to-one mapping is established between inside local and inside
global addresses. This method is useful when you have a small number of inside hosts that require
access to the Internet and have adequate globally unique addresses to translate to. When a NAT
router or firewall receives a packet from an inside host, it looks to see if there is a matching
source address entry in its static NAT table. If there is, it replaces the local source address with a
global source address and forwards the packet. Replies from the outside destination host are
simply translated in reverse and routed onto the inside network. Static translation 1s also useful for
outside communication initiated to an inside host. In this situation, the destination (not the
source) address is translated. Figure 2.7 shows an example of static NAT. Each local inside address
(192.168.0.10, 192.168.0.11, and 192.168.0.12) has a matching global inside address (10.0.1.10,
10.0.1.11, and 10.0.1.12, respectively).

Figure 2.7 Static Address Translation
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Dynamic Translation

When dynamic NAT is set up, a pool of inside global addresses is defined for use in outbound
translation. When the NAT router or firewall receives a packet from an inside host and dynamic
NAT is configured, it selects the next available address from the global address pool that was set
up and replaces the source address in the IP header. Dynamic NAT differs from static NAT
because address mappings can change for each new conversation that is set up between two given
endpoints. Figure 2.8 shows how dynamic translation might work. The global address pool (for
example purposes only) is 10.0.1.10 through 10.0.1.12, using a 24-bit subnet mask
(255.255.255.0). The local address 192.168.0.10 is mapped directly to the first address in the
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global pool (10.0.1.10). The next system needing access (local address 192.168.0.12 in this
example) is mapped to the next available global address of 10.0.1.11.The local host 192.168.0.11
never initiated a connection to the Internet, and therefore a dynamic translation entry was never
created for it.

Figure 2.8 Dynamic Address Translation
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Port Address Translation

‘What happens when there are more internal hosts initiating sessions than there are global
addresses in the pool? This is called overloading, a configurable parameter in NAT, also referred to
as Port Address Translation, or PAT. In this situation, you have the possibility of multiple inside
hosts being assigned to the same global source address. The NAT/PAT box must have a way to
keep track of which local address to send replies back to. This is done by using unique source
port numbers as the tracking mechanism and involves possibly rewriting of the source port in the
packet header. You should recall that TCP/UDP uses 16 bits to encode port numbers, which
allows for 65,536 different services or sources to be identified. When performing translation, PAT
tries to use the original source port number if it is not already used. If it is, the next available port
number from the appropriate group is used. Once the available port numbers are exhausted, the
process starts again using the next available IP address from the pool.

Virtual Private Networking

The concept of VPN developed as a solution to the high cost of dedicated lines between sites
that had to exchange sensitive information. As the name indicates, it is not quite private net-
working, but “virtually private.” This privacy of communication over a public network such as the
Internet is typically achieved using encryption technology and usually addresses the issues of con-
fidentiality, integrity, and authentication.

In the past, organizations that had to enable data communication between multiple sites used
a variety of pricey WAN technologies such as point-to-point leased lines, Frame Relay, X.25, and
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Integrated Services Digital Network (ISDN). These were especially expensive for companies that
had international locations. However, whether circuit-switched or packet-switched, these tech-
nologies carried an inherent decent measure of security. A hacker would typically need to get
access to the underlying telecom infrastructure to be able to snoop on communications. This was,
and still 1s, a nontrivial task, since carriers have typically done a good job on physical security.
Even so, organizations such as banks that had extreme requirements for WAN security would
deploy link encryption devices to scramble all data traveling across these connections.

Another benefit to having dedicated links has been that there is a solid baseline of bandwidth
that you could count on. Applications that had critical network throughput requirements would
drive the specification of the size of WAN pipe that was needed to support them. VPNs experi-
enced slow initial adoption due to the lack of throughput and reliability guarantees on the
Internet as well as the complexity of configuration and management.

Now that the Internet has proven its reliability for critical tasks and many of the management
hurdles have been overcome, VPN adopters are now focusing their attention on issues of interop-
erability and security. The interoperability question has mostly been answered as VPN vendors are
implementing industry-standard protocols such as IPsec for their products. The IPsec standards
provide for confidentiality, integrity, and optionally, authentication.

Because of these improvements, organizations are now able to deploy VPNs in a rather
straightforward manner, enabling secure access to the enterprise network for remote offices
and/or telecommuters. Figure 2.9 shows the two main reasons for setting up VPNs. The first is to
provide site-to-site connectivity to remote oftices. The second is for telecommuters, adding flexi-
bility by enabling enterprise access not only via dial-up to any ISP but also through a broadband
connection via a home or hotel, for example. VPNs are used for many other reasons nowadays,
including setting up connectivity to customers, vendors, and partners.

Figure 2.9 VPN Deployment
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Many organizations have gone through the trouble of setting up VPN links for their remote
users but have not taken the extra step of validating or improving the security of the computers
that these workers are using to access the VPN. The most secure VPN tunnel ofters no protection
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if the user’s PC has been compromised by a Trojan horse program that allows a hacker to ride
through the VPN tunnel right alongside legitimate, authorized traffic.

The solution is to deploy cost-effective firewall and intrusion detection software or hardware for
each client that will be accessing the VPN, as well as continuous monitoring of the datastream
coming out of the tunnel. Combined with real-time antivirus scanning and regular security scans,
this solution helps ensure that the VPN does not become an avenue for attack into the enterprise.

Popular Firewalls

There are many players in the firewall market. Naming and describing them all could easily turn
into a chapter in and of itself. Firewalls usually take the form of either a computer running a
common operating system (OS) with the firewall software installed on top, or a purpose-built
hardware appliance that the manufacturer intended as a firewall from the ground up. Those that
fall into the latter category either run on pre-hardened versions of a common, general-purpose
OS (such as NetBSD or Solaris), or they run a customized, real-time OS that was only intended
to run the firewall. Table 2.1 introduces the major vendors and where their products line up in
the marketplace:

Table 2.1 Firewall Vendors and Types

Firewall Vendor Form (O

3Com Corporation & SonicWALL  Hardware Custom

Check Point Software Technologies Both Windows, Solaris,
IPSO

Cisco Systems, Inc. Hardware Custom

CyberGuard Hardware Custom

Microsoft Software Windows 2000 Server

NetScreen Hardware Custom

Novell Software Netware

Secure Computing Hardware Custom

Stonesoft, Inc. Software Linux

Symantec Corporation Software Windows, Solaris

WatchGuard Technologies, Inc. Hardware Custom

Microsoft ISA Server and Symantec Enterprise Firewall fall into the software category while
the Cisco PIX firewalls fall into the hardware appliance category. Interestingly enough, Check
Point FW-1 falls into both categories: it can be installed on a common OS (Solaris or Windows),
but through a partnership with Nokia, most Check Point firewalls actually run on Nokia IPSO
appliances.

The vendors that do run as pure software installed on a common, general-purpose OS usually
employ some form of hardening process so that hackers do not compromise the security of the
underlying OS. Rather than try to subvert the firewall, hackers could just attack the OS that is
hosting the firewall and cause that machine to route packets before the firewall sees them. They
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might also simply obtain a remote terminal session with the desktop and change the security
policy altogether.

Axent Raptor, the predecessor to Symantec’s Enterprise Firewall, runs a service called Vulture
to kill any rogue processes that attempt to start (such as viruses, Trojans, or other malicious appli-
cations). Rather than lock the Windows OS down such that outside programs can’t infect the
server, the Vulture “watchdog” process just makes sure that no new processes start up once the
firewall is installed. Similarly, Novell’s BorderManager, which runs on NetWare, requires a special
version of the Netware core server.exe file to prevent access to the console before authenticating
to the machine.

Manufacturers that specialize in hardware appliances will often flaunt the security holes in
general-purpose OSs as a weakness of products that run on those platforms. Furthermore, they’ll
usually state that hardware appliances have better security since the firmware that runs them has
no other function. The argument seems to make sense, but it doesn’t cover every situation. Check
Point FW-1 and Symantec Enterprise Firewall easily exceed the minimum ICSA requirements,
while numerous hardware appliances require firmware upgrades to fix security holes. Therefore,
you cannot make a judgment about a firewall’s security based entirely on whether it is hardware-
or software-based. You do, however, need to know into which category your firewall falls because
each type presents a different challenge to hackers.

In the end, the decision on which firewall type to use is more of a personal preference. You
should select your firewall according primarily to which features you need. Only as a secondary
or tertiary criteria should you consider the delivery format—hardware or software. For many, the
ease of a plug-and-play hardware appliance is very attractive. If something goes wrong, just slide
in a new appliance and off you go.Others may not want to pay the extra money for a purpose-
built custom appliance, and instead would like to repurpose some of their old servers that can be
converted to use as a firewall. Depending on your organization and the budget you have for your
firewall, you will naturally gravitate to either the hardware types of firewall.

Hardware-Based Firewalls

Packet filtering is the basis of the typical firewall. The functions performed by packet filters are
similar to those performed by routers, and the languages used to program them are often based
on router interface-type rule sets. Many firewall vendors provide hardware-based solutions. Some
of the most popular hardware firewalls include the Cisco PIX firewall, SonicWall, the Webramp
1700, the Firebox from WatchGuard Technologies, and the OfticeConnect firewalls from 3Com.

Hardware solutions are available for networks of all sizes. For example, the 3Com products
tocus on small business and home office users, while the Cisco PIX comes in configurations that
support up to 250,000 connections.

Hardware-based firewalls are often referred to as firewall appliances. A disadvantage of hard-
ware-based firewalls is the proprietary nature of the software they run. Another disadvantage of
many of these products, such as Cisco’s highly respected PIX, is the high cost.
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The Cisco PIX Firewall

The Cisco PIX firewall is designed to meet the needs of small or home networks to enterprise-
sized networks. The PIX provides various types of users with the same security level and features,
but performance is increased with the larger PIX appliance. The PIX can support many users, and
most PIX models have VPN support. Depending on the model, the PIX may have a fixed chassis
that cannot be upgraded to support additional interfaces, where other PIX models may support
many network interfaces.

Key items of the PIX firewall include the following:

B A user license that supports either a limited amount of internal IP addresses to access
the Internet simultaneously, and the DHCP server feature supports up to a fixed
number of DHCP address assignments. Depending on the model, this may be unlimited.

B Various levels of clear-text throughput, from 10Mbps to 1Gbps.

B Various types of hardware, including rack-mountable. Also has many difterent types of
network card support to fixed for a small office.

®  Optional encryption licenses, which are required if 168-bit 3DES or 56-bit DES VPN
tunnels are used.

B An unlimited number of VPN peers.

The PIX OS is a feature-filled OS that provides a high level of security and performance.
Because it is designed solely for the purpose of securing your network infrastructure, it doesn’t
have the weaknesses inherent to general OSs such as Windows or UNIX. However, the PIX OS’s
lack of a general OS does not mean that the PIX has fewer features than its competitors. The
PIX has a full set of security features and with its streamlined OS and specially designed hardware
it has the ability to outperform many of its competitors.

Features include:

B Purpose-built operating system Eliminates the weaknesses found in most general OSs.

m  Adaptive security algorithm (ASA) Method the PIX uses to provide stateful packet
filtering, which analyzes each packet to ensure only legitimate traftic traverses the PIX.

m  URL filtering Can limit URLs accessed by the user’s base on a policy defined by the
network administrator or a security policy. Requires an external Netpartner’s WebSense
server or N2H2 server.

m  Content filtering Can block ActiveX or Java applets.

®  NAT and PAT Hides internal addressing from the Internet and makes more efficient
use of private address space.

®  Cut-through proxy Authenticates users accessing resources through the PIX.

® VPN Capable of handling mobile user access and site-to-site VPN utilizing DES,
3DES, and AES encryption methods.
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m  Intrusion detection Enables the PIX to protect against various forms of malicious
attack with features such as DNSGuard, FloodGuard, MailGuard, and IPVerify as well as
the ability to identify attacks via attack “signatures.”

m DHCP Can act as a DHCP Client and/or Server.
®  Routing functionality Can support static routes, RIP, and OSPE

®  Support for RADIUS or TACACS+ Authenticating, authorizing, and accounting
for users passing through the PIX or to enabled authentication for those connecting to
the PIX’s management interfaces.

®m  Failover Provides a resilient, high-availability solution in case of failure.

®  Point to Point Protocol over Ethernet (PPPoE) support Compatible with xDSL
and cable modems.

®  Common Criteria EAL4 Certification Certain PIX OS versions have achieved the
highest level of certification handed out by Common Criteria, an independent interna-
tional security organization.You can find more information about Common Criteria at
WWww.commoncriteria.org.

It is very important to security because stateful inspection provides a deeper level of filtering
than ACLs found in routers, which may only filter based on header information. Firewalls that
perform stateful inspection analyze individual data packets as they traverse the firewall. In addition
to the packet header, stateful inspection also assesses the packet’s payload and looks at the applica-
tion protocol. It can filter based on the source, destination, and service requested by the packet.
The term stateful inspection refers to the firewall’s ability to remember the status of a connection
and thereby build a context for each data stream in its memory. With this information available to
it, the firewall is able to make more informed policy decisions.

Nokia Firewall

The Nokia hardware platform comes with a hardened FreeBSD operating system out-of-the-
box. The hardware is rack-mountable, and it is easily maintained by using a common firewall soft-
ware package—Checkpoint FW-1.The Checkpoint FW-1 software is covered in the next section.

Firewall Software

In addition to firewall appliances, there are various firewall software applications you can use on a
standard OS such as Solaris, Windows, or Linux. Many of these software packages do not strictly
run at the OSI TCP/IP application level; rather, they use stateful inspection which runs through
the entire OSI stack.

Check Point FW-1

Though the statistics are a few years old, at one point it was estimated that FW-1 was deployed on
one of every four firewall implementations. FW-1’s feature set and complexity have made it quite
popular with enterprises. The complexity of the software has also led to the creation of several levels
of certifications for use of the product itself. This says little about the product but more about its
wide use.
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Check Point includes most features that one would expect from a standard firewall package. It
uses stateful packet filtering, works with multiple interfaces, and can perform NAT services. Some
deployments can be configured to provide fail-over services in the event of loss of one firewall.

Prior to using FW-1 for a DMZ implementation, it is recommended that people using the
software familiarize themselves with the package. Although the slick GUI for configuration could
put some users at ease, inexperience with the software can lead to a very frustrating experience.
In addition to vendor documentation, you can obtain useful information at www.phoneboy.com.

Darren Reed’s IPFilter

[PFilter is a firewall software implementation developed and maintained by Darren Reed. This
personal project has turned into an industrial-strength firewall software implementation that rivals
many commercial packages. It also plays on a field on which commercial firewall software pack-
ages can’t compete—it’s free.

IPFilter provides stateful traffic inspection, much like any standard firewall software imple-
mentation. It also provides NAT functionality and can handle multiple network interfaces. These
teatures are critical to the implementation of any DMZ.

The IPFilter software package can be downloaded from
http://coombs.anu.edu.au/~avalon/ip-filter.html. The package supports both 32- and 64-bit
Sparc architectures. A 32-bit implementation can be easily compiled using the freely available
GNU C Compiler and will essentially compile right out of the box. A 64-bit build requires a
little more work, including obtaining a compiler capable of building binaries for the architecture.
This particular situation is one in which the trial version of Sun Forte C Compiler comes handy.

Microsoft ISA Server

Microsoft ISA Server is meant to be used as an all-in-one security package—firewall, intrusion
detection, Active Directory, encryption, and policy manager.

Because the ISA Server is designed to be the central connection between your network and the
Internet (or any untrusted network that you're connected to), you should consider running the
other services that the ISA provides (e.g. intrusion detection, Active Directory) on other servers.
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Summary

Before investing time and money into a firewall, you need to make sure you understand where
the firewall will be in your network and which will be the best solution for your organization.
There are many different types of firewalls, including hardware and software, freeware or com-
mercial, and application proxy or packet filtering. Various solutions will be covered throughout
this book. They include Linux Iptables and Ipchains, Solaris built-in firewalling, Cisco PIX,
Microsoft ISA Server, and Check Point FW-1. Firewalls not only depend on where you put them
on your network, but how they are configured and what you use them for. Just remember that a
firewall 1s only as good as its rule set.
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Introduction

During the course of the last few years, it has become increasingly evident that there is a pro-
nounced need for protection of internal networks from the outside world. As machine technolo-
gies have improved and extensive shifts in the functions that a user can accomplish through more
user-friendly interfaces have occurred, many more attacks have been mounted against enterprise
and nonenterprise systems. Unlike the patterns in the past, when networks were primarily
attacked and probed by “professional” attackers, the systems you protect are now routinely
scanned by individuals and groups ranging from pre-teens “just trying it out” to organized groups
of criminals seeking to abridge your systems or use information that is stored within your enter-
prise that can give them identities, disclose trade information, allow them access to funds, or dis-
rupt critical services that your organization provides.

This chapter is designed for your use in understanding the concepts of protection, the termi-
nology and pieces of the demilitarized zone (DMZ) structure, and design of the DMZ for the
enterprise. A DMZ is a method of providing segregation of networks and services that need to be
provided to users, visitors, or partners through the use of firewalls and multiple layers of filtering
and control to protect internal systems.

There are two very important things to remember when planning your DMZ:

B Least privilege This concept is used by the security planner and team to define the
levels of access to resources and the network that should be allowed. From a security
standpoint, it is always preferable to be too restrictive with the capability to relax the
access levels than to be too loose and have a breach occur.

®  Trusted users An important cog in maintaining the integrity of our security eftorts.

DMZ Basics

Before we get into an in-depth discussion of DMZs and firewalls, we need to go over some defi-
nitions of the components and a brief history of the DMZ and the philosophy that has led to the
implementation of the technologies for protection. To begin, we define some common terms that
we will use throughout the book as we discuss DMZs. Table 3.1 details and defines these terms.

Table 3.1 DMz Definitions

Term Definition or Description

DMz In computer networks, a demilitarized zone, or DMZ, is a computer
host or small network inserted as a “neutral zone” between a com-
pany’s private network and the outside public network. The DMZ
prevents outside users from getting direct access to a server that
has company data. (The term comes from the geographic buffer
zone that was set up between North Korea and South Korea fol-
lowing the United Nations “police action” in the early 1950s.) A
DMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server.

Continued
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Table 3.1 DMz Definitions

Term

Definition or Description

Bastion host
(untrusted host)

Firewall

Proxy server

Network Address
Translation (NAT)

Packet filtering

Stateful packet filtering

Screened subnet

Screening router

A machine (usually a server) located in the DMZ with strong host-
level protection and minimal services. It is used as a gateway
between the inside and the outside of networks. The bastion host
is normally not the firewall but a separate machine that will prob-
ably be sacrificial in the design and expected to be compromised.
The notation “untrusted host” may be used because the bastion
host is always considered to be potentially compromised and
therefore should not be fully trusted by internal network clients.

A hardware device or software package that provides filtering
and/or provision of rules to allow or deny specific types of network
traffic to flow between internal and external networks.

An application-based translation of network access requests.
Provision for local user authentication for access to untrusted
network. Logging and control of port/protocol access may be pos-
sible. Normally used to connect two networks.

Application-based translation of requests for service or connection
to an external network. No user authentication is possible, and
port/protocol filtering is not usually performed here. Used to
redirect requests through one interface. Requests for connection at
outside interface must have originated from inside host or they are
dropped.

The use of a set of rules to open or close ports to specific protocols
(such as allowing Transmission Control Protocol (TCP) or User
Datagram Protocol (UDP) packets) or protocol ID(s) such as
allowing or blocking Internet Control Message Protocol (ICMP).

The use of a process to inspect packets as they reach the firewall
and maintain the state of the connection by allowing or disal-
lowing packets to pass based on the access policy.

An isolated network containing hosts that need to be accessible
from both the untrusted external network and the internal net-
work. An example is the placement of a bastion host in a dual-
firewall network, with the bastion host in the network between the
firewalls. A screened subnet is often a part of a DMZ implementation.

An often-used initial screening method to limit traffic to and from
a protected network. It may employ various methods of packet
filtering and protocol limitation and act as a limited initial firewall
device.

DMZ use has become a necessary method of providing the multilayer approach to security

that has become a popular method of providing security. The use of DMZ structures was devel-

oped as evolving business environments required the provision of increasing numbers of services

and connectivity to accomplish the desired tasks for the particular business. New technologies

and designs have provided a higher level of protection for the data and services we are charged

with protecting.
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Planning for network security requires an evaluation of the risks involved with loss of data,
unauthorized access to data, and information compromise. The plan must also consider cost fac-
tors, staff knowledge and training, and the hardware and platforms currently in use, as well as
helping with the estimations of future need. As we will see, the DMZ plan and concept provide a
multilayered security capability, but as with anything that involves multiple components, adminis-
tration costs and equipment costs increase with the complexity of the system.

It should be understood that no security plan is ever a final plan. Instead, we work continu-
ously to revise and update the plan in an ongoing effort to provide the best possible coverage that
minimizes the risk of intrusion and damage. Of course, before we can provide a meaningful and
effective evaluation of the areas we need to protect, we must understand the components that
have to be protected.

Originally, firewalls were used to divide a network into two: the trusted network (your enter-
prise network) and the untrusted network (usually the Internet or some other public network).
Figure 3.1 shows the original firewall concept.

Figure 3.1 Original Basic Firewall Configuration

Internet or
Untrusted Network

Firewall: Hardware or Software

0 [ )
=f=0=

Server Workstation ~ Workstation  workstation

Since then, we've greatly expanded the role of our network infrastructure and our resources
to provide information in response to both public requests and those of our employees and cus-
tomers or partners. Additionally, the freely available tools and relative ease with which spoofing
attacks and other attacks can be mounted against us have increased the requirements that we iso-
late our networks and protect the information that is contained on them. This is where we begin
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to consider the use of the DMZ concept, allowing us to better segregate and divide our net-
works. Figure 3.2 demonstrates a generic DMZ configuration.

Figure 3.2 Generic DMZ Configuration

Internet or
Untrusted Network

Firewall: Hardware or Software

DMZ Net

Server

Firewall: Hardware or Software

0 L )

Server Workstation Workstation  \Workstation

One of the reasons for this shift in coverage is our need to provide services to some
employees and others outside of the local area network (LAN) environment when we might not
want to allow those services to be available to everyone. A single-method protection option (fire-
wall, NAT, packet filtering) requires the administrator to completely allow or block a service or
protocol to all connections and doesn’t have granularity or flexibility in its operation. This inflex-
ible arrangement meant that the third part of the triad, availability, was not always possible.

The addition of the extra layer of filtering provided by the second firewall (or more) in the
control environment allows us to more finely control access to the data and servers hosting that
data. This in turn allows us to more fully implement the second part of the triad, integrity. If we
can control these access points more closely through access control lists (ACLs) and user
accounts, for example, it is much more likely that we will succeed in maintaining the integrity of

77

Www.syngress.com



78

Part |  Introduction to Network Security & Firewalls

the data and keeping it in a protected and undamaged state. This gives the DMZ design flexibility
and contributes greatly to the administrator’s ability to provide good security and still provide
services to those who need them.

NoTE

The firewall configurations we will use act primarily to route and restrict traffic flow to
and from particular network segments. As we will see in later sections of the chapter,
those configurations are varied and depend on the protections we have determined are
needed.

DMZ Concepts

The use of a DMZ and its overall design and implementation can be relatively simple or
extremely complex, depending on the needs of the particular business or network system. The
DMZ concept came into use as the need for separation of networks became more acute when
we began to provide more access to services for individuals or partners outside the LAN infras-
tructure. One of the primary reasons why the DMZ has come into favor is the realization that a
single type of protection is subject to failure. This failure can arise from configuration errors,
planning errors, equipment failure, or deliberate action on the part of an internal employee or
external attack force. The DMZ has proven to be more secure and to offer multiple layers of pro-
tection for the security of the protected networks and machines. It has also proven to be very
flexible, scalable, and relatively robust in its ability to provide the protection we need. DMZ
design now includes the ability to use multiple products (both hardware- and software-based) on
multiple platforms to achieve the level of protection necessary, and DMZs are often designed to
provide failover capabilities as well.

When we are working with a DMZ, we must have a common ground to work from. To
facilitate understanding, we examine a number of conceptual paths for traffic flow in the fol-
lowing section. Before we look at the conceptual paths, let’s make sure that we understand the
basic configurations that can be used for firewall and DMZ location and how each of them can
be visualized. In the following figures, we’ll see and discuss these configurations. Please note that
each of these configurations is useful on internal networks needing protection as well as pro-
tecting your resources from networks such as the Internet. Our first configuration is shown in
Figure 3.3.
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Figure 3.3 A Basic Network with a Single Firewall
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In Figure 3.3, we can see the basic configuration that would be used in a simple network sit-
uation in which there was no need to provide external services. This configuration would typi-
cally be used to begin to protect a small business or home network. It could also be used within
an internal network to protect an inner network that needed to be divided and isolated from the
main network. This situation could include payroll, finance, or development divisions that need to
protect their information and keep it away from general network use and view.

Figure 3.4 details a protection design that would allow for the implementation and provision
of services outside the protected network. In this design, it would be absolutely imperative that
rules be enacted to not allow the untrusted host to access the internal network. Security of the
bastion host machine would be accomplished on the machine itself, and only minimal and abso-
lutely necessary services would be enabled or installed on that machine. In this design, we might
be providing a Web presence that did not involve e-commerce or the necessity to dynamically
update content. This design would not be used for provision of virtual private network (VPN)
connections, FTP services, or other services that required other content updates to be performed
regularly.
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Figure 3.4 Basic Network, Single Firewall and Bastion Host (Untrusted Host)
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Figure 3.5 shows a basic DMZ structure. In this design, the bastion host is partially protected
by the firewall. Rather than the full exposure that would result to the bastion host in Figure 3.4,
this setup would allow us to specify that the bastion host in Figure 3.5 could be allowed full out-
bound connection, but the firewall could be configured to allow only port 80 traffic inbound to
the bastion host (assuming it was a Web server) or others as necessary for connection from out-
side. This design would allow connection from the internal network to the bastion host if neces-
sary. This design would potentially allow updating of Web server content from the internal
network if allowed by firewall rule, which could allow traftic to and from the bastion host on
specific ports as designated. (There is more on that topic later in the chapter.)
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Figure 3.5 A Basic Firewall with a DMZ
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Figure 3.6 shows a generic dual-firewall DMZ configuration. In this arrangement, the bastion
host can be protected from the outside and allowed to connect to or from the internal network.
In this arrangement, like the conditions in Figure 3.5, flow can be controlled to and from both of
the networks away from the DMZ. This configuration and method is more likely to be used if
more than one bastion host is needed for the operations or services being provided.
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Figure 3.6 A Dual Firewall with a DMZ
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Note
Although in this example we use the Cisco PIX, this design can be implemented with any
firewall.

For example, Figure 3.7 shows a multiple DMZ environment with Web servers, e-mail relays,
and FTP servers on the first DMZ leg (DMZ 1), and services such as VPN and dial-in user
access on a second DMZ leg (DMZ 2). This setup separates the functions of the DMZs. DMZ 1
supports services that are publicly available over the Internet, such as the company’s Web site.
DMZ 2 supports remote users accessing resources on the internal LAN via a dial-in or VPN. By
making remote users traverse the firewall, we make the internal LAN environment secure because
rules can be set up to restrict remote user access. Adding DMZ legs helps keep the firewall rule
sets manageable, especially when each DMZ has different access requirements. It also isolates any
errors in configuration because a change on an ACL for one DMZ will not affect the ACL of
another DMZ interface. You can add redundancy by adding a secondary firewall, similar to the
redundant traditional “three-legged” firewall design.
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Figure 3.7 Multi-DMZ Infrastructure
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The previous designs are ideal for standard, multipurpose DMZ environments, but the
internal/external firewall design (see Figure 3.8) is intended for the specific purpose of sup-
porting an e-commerce site for which various levels of security are required. Large e-commerce
sites separate the servers’ functions into three components, consisting of a Web server cluster, an
application server cluster, and a database cluster, which is most commonly known as a three-tier
design. In this design, Internet users accessing an e-commerce site only interact with the Web
servers on DMZ 1.The job of the Web server is to be the front-end GUI for the e-commerce
site. The Web servers will in turn call upon the application servers on DMZ 2 to provide con-
tent. The application server’s job is to collect the information the user is requesting and provide
content back to the Web server for the user to view.

The application server requests information by making SQL calls to the database servers on
DMZ 3, which houses the site’s data. Each component has different security requirements, which
only allows necessary communication between DMZ 1, 2, and 3. The external firewall will only
allow users to access the Web site on DMZ 1 via HTTP or HTTPS (SSL-enabled HTTP). The
user community will not need to access any other part of the site, because the Web server will
serve all the necessary content to the users; therefore, access is restricted to DMZ 1. The external
firewall will allow the Web servers to make requests only to the application servers on DMZ 2
for content. DMZ 2 is located between the internal and external firewall sets with a Layer 3
switch acting as the default gateway for DMZ 2 as well as routing traffic though this environ-
ment. The internal firewall only allows the application servers to send SQL requests to the
database servers located on DMZ 3.The internal firewall also allows administrators on the
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internal LAN to manage the e-commerce environment. For simplicity, Figure 3.8 does not show
redundancy, but the internal and external firewalls can be set up with failover. With the layered

security approach, this solution provides a highly scalable and secure design that makes it difficult
for hackers to compromise.

NoTE

To understand the traffic flows of the DMZ design just mentioned, you should look
closely at Figure 3.8 and follow the traffic patterns from host to host. It is imperative
that when you design a DMZ, you follow the notes listed here; always draw your sce-
nario and plan it logically before you implement it physically. Because deploying a DMZ
scenario is no easy task, your deployment will go more smoothly if you follow this
advice.

Figure 3.8 An Internal/External Firewall Sandwich
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Traffic Flow Concepts

Now that we’ve had a quick tour of some generic designs, let’s take a look at the way network
communications traffic typically flows through them. Be sure to note the differences between the
levels and the flow of traffic and protections offered in each.

Figure 3.9 illustrates the flow pattern for information through a basic single-firewall setup.
This type of traffic control can be achieved through hardware or software and is the basis for
familiar products such as Internet Connection Sharing (ICS) and the NAT functionality provided
by digital subscriber line (DSL) and cable modems used for connection to the Internet. Note that
flow is unrestricted outbound, but the basic configuration will drop all inbound connections that
did not originate from the internal network.
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Figure 3.9 Basic Single-Firewall Flow
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Figure 3.10 reviews the traftfic flow in a network containing a bastion host and a single fire-

wall. This network configuration does not produce a DMZ; the protection of the bastion host is

configured individually on the host and requires extreme care in setup. Inbound traffic from the

untrusted network or the bastion host is dropped at the firewall, providing protection to the

internal network. Outbound traffic from the internal network is allowed.

NoTE

Bastion hosts must be individually secured and hardened because they are always in a
position that could be attacked or probed. This means that before placement, a bastion
host must be stripped of unnecessary services, fully updated with the latest service
packs, hot fixes, and updates, and isolated from other trusted machines and networks
to eliminate the possibility that its compromise would allow connection to (and poten-
tial compromise of) the protected networks and resources. This also means that a
machine being used for this purpose should have no user accounts relative to the pro-
tected network or directory services structure, which could lead to enumeration of your

internal network.
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Figure 3.10 A Basic Firewall with Bastion Host Flow
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Figure 3.11 shows the patterns of traffic as we implement a DMZ design. In this form,
inbound traffic flows through to the bastion host if allowed through the firewall and is dropped if
destined for the internal network. Two-way traftic is permitted as specified between the internal
network and the bastion host, and outbound traffic from the internal network flows through the
firewall and out, generally without restriction.
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Figure 3.11 A Basic Single Firewall with DMZ Flow
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Figure 3.12 contains a more complex path of flow for information but provides the most
capability in these basic designs to allow for configuration and provision of services to the out-
side. In this case, we have truly established a DMZ, separated and protected from both the
internal and external networks. This type of configuration is used quite often when there is a
need to provide more than one type of service to the public or outside world, such as e-mail,
Web servers, DNS, and so forth. Traffic to the bastion host can be allowed or denied as necessary
from both the external and internal networks, and incoming traffic to the internal network can
be dropped at the external firewall. Outbound traffic from the internal network can be allowed
or restricted either to the bastion host (DMZ network) or the external network.
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Figure 3.12 A Dual Firewall with DMZ Flow
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As you can see, there is a great amount of flexibility in the design and function of your pro-
tection mechanisms. In the sections that follow, we expand further on conditions for the use of
different configurations and on the planning that it done to implement them.

Networks with and without DMZs

As we pursue our discussions about the creation of DMZ structures, it is appropriate to also take
a look at the reasoning behind the various structures of the DMZ and when and where we’d
want to implement a DMZ or perhaps use some other alternative.

During our preview of the concepts of DMZs, we saw some examples of potential design for
network protection and access. Your design may incorporate any or all of these types of configu-
ration, depending on your organization’s needs; for example, a simple firewall configuration that
may occur in the case of a home network installation or perhaps with a small business environ-
ment that is isolated from the Internet and does not share information or needs to provide ser-
vices or information to outside customers or partners. This design would be suitable under these
conditions, provided configuration is correct and monitored for change.
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In the network design where a bastion host is located outside the firewall, the bastion host
must be stripped of all unnecessary functionality and services and protected locally with appro-
priate file permissions and access control mechanisms. This design would be used when an orga-
nization needs to provide minimal services to an external network, such as a Web server. Access
to the internal network from the bastion host is generally not allowed, because this host is subject
to compromise.

A screened subnet incorporates the first of the actual DMZ designs. In this type of design, the
firewall controls the flow of information from network to network and provides more protection
to the bastion host from external flows. This design might be used when it is necessary to be able
to regularly update the content of a Web server, or provide a front end for mail services or other
services that need contact from both the internal and external networks. Although better for
security purposes than Figure 3.2, this design still produces an untrusted relationship in the bas-
tion host in relation to the internal network.

In the next section, we profile some of the advantages and disadvantages of the common
approaches to DMZ architecture and provide a checklist to help you to make a decision about
the appropriate use (or not) of the DMZ for protection.

Pros and Cons of DMZ Basic Designs

Table 3.2 details the advantages and disadvantages of the various types of basic design discussed in
the preceding section.

Table 3.2 Pros and Cons of Basic DMZ Designs

Appropriate

Basic Design Advantages Disadvantages Utilization

Single firewall Inexpensive, fairly easy
configuration, low

maintenance

Much lower security Home, small office/

capabilities, no growth home office (SOHO),

or expansion small business without

potential need to provide ser-
vices to others

Lower cost than more
robust alternatives

Single firewall with
bastion host

Bastion host extremely Small business without
vulnerable to com-  resources for more
promise, inconvenient robust implementation
to update content,  or static content being
loss of functionality provided that doesn’t
other than for absol- require frequent

utely required updates

services; not scalable

Firewall provides
protection to both
internal network and
bastion host, limiting
some of the potential
breach possibilities of
an unprotected
bastion host

Single firewall with
screened subnet and
bastion host

Single point of failure;Networks requiring
some products limit access to the bastion
network addressing to host for updating
DMZ in this config-  of information
uration to public

addresses, which might

not be economic or

possible in your network
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DMZ Design Fundamentals

DMZ design, like security design, is always a work in progress. As in security planning and anal-
ysis, we find that a DMZ design carries great flexibility and change potential to keep the protec-
tion levels we put in place in an effective state. The ongoing work is required so that the system’s
security is always as high as we can make it within the constraints of time and budget, while still
allowing appropriate users and visitors to access the information and services we provide for their
use. You will find that the time and funds spent in the design process and preparation for the
implementation are very good investments if the process is focused and eftective; this will lead to
a high level of success and a good level of protection for the network you are protecting. In this
section of the chapter, we explore the fundamentals of the design process. We incorporate the
information we discussed in relation to security and traftic flow to make decisions about how our
initial design should look. Additionally, we’ll build on that information and review some other
areas of concern that could affect the way we design our DMZ structure.

NoTE

In this section, we look at design of a DMZ from a logical point of view. Physical design
and configuration are covered in following chapters, based on the firewall solution you
are interested in deploying.

Why Design Is So Important

Design of the DMZ is critically important to the overall protection of your internal network—
and the success of your firewall and DMZ deployment. The DMZ design can incorporate sec-
tions that isolate incoming VPN traffic, Web traffic, partner connections, employee connections,
and public access to information provided by your organization. Design of the DMZ structure
throughout the organization can protect internal resources from internal attack. As we discussed
in the security section, it has been well documented that much of the risk of data loss, corrup-
tion, and breach actually exists inside the network perimeter. Our tendency is to protect assets
from external harm but to disregard the dangers that come from our own internal equipment,
policies, and employees.

These attacks or disruptions do not arise solely from disgruntled employees, either. Many of
the most damaging conditions that occur are because of inadvertent mistakes made by well-
intentioned employees. Each and all of these entry points is a potential source of loss for your
organization and ultimately can provide an attack point to defeat your other defenses.

Additionally, the design of your DMZ will allow you to implement a multilayered approach
to securing your resources that does not leave a single point of failure in your plan. This mini-
mizes the problems and loss of protection that can occur because of misconfiguration of rule sets
or ACL lists, as well as reducing the problems that can occur due to hardware configuration
errors. In the last chapters of this book, we look at how to mitigate risk through testing of your
network infrastructure to make sure your firewalls, routers, switches, and hosts are thoroughly
hardened so that when you do deploy your DMZ segment, you can see for yourself that it is in
fact secure from both internal as well as external threats.
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Putting It All Together: A Business Case Study

If a DMZ is correctly planned and designed, it will make simple the tasks of implementing,
maintaining, and supporting the DMZ infrastructure. It is important to note that a DMZ cannot
be properly designed without a clear vision of what the DMZ will support. Will the DMZ envi-
ronment contain a handful of servers that provide the enterprise with basic services, and therefore
does not require much performance or resiliency? Or will the DMZ environment contain major
services that the enterprise needs to be productive and profitable and therefore will need to be in
operation at all times? Alternatively, will it be somewhere between these two scenarios? There is
only one way to determine the category your DMZ infrastructure will fit into: You need to
understand the business, the role the DMZ will play, the type of traftic the DMZ will support,
the performance required, and plans for future growth.

As the network architect for the company, you are given the task of supplying the infrastruc-
ture to support the new Web site. The company already has Internet connectivity via a broadband
connection, and you are protecting your network using a low-end firewall that was easy to install
and worked well but does not have the ability to support a DMZ. Now you realize that you must
upgrade the entire Internet infrastructure in order to host the new Web site. It is now time to
gather the information and requirements so you can design and build a DMZ infrastructure that
will be able to support the new Web site for its launch and into the future.

You need to begin gathering information, starting with the facts and requirements:

®m  The facts are that the company is making a strategic move to offer its customers a new
method to purchase auto parts as well as to attract new customers.
®  The site is important to the growth of the business.

®  The Web site will start out small but could grow as sales over the Internet increase.

®m  The site will be a scalable server environment with a single Web/application server and
a database server.

B A DMZ will need to be built on site to support the new web site.
B The infrastructure currently in place is not capable of supporting the new Web site.

®  The site is estimated to reach 10,000 hits and 1000 transactions a day at first, and then
grow steadily.

You next ask questions so you can be informed of data that was missing so you can move on
to designing a solution:
®  How much Internet bandwidth is required to support the site?

®  What kind of security is needed? Will there be a need for both Web traftic and SSL
traftic?

B Does the site require high availability?

m  What are the connectivity requirements among the internal network, the Web/applica-
tion server, and the database server?

®  What is the budget for the DMZ infrastructure?
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After you asked the questions, the developers and business managers come back to you with
their answers. They tell you that since the site will only receive 10,000 hits and 1000 transactions
a day, they initially need two T'1s; as the site grows, they will add bandwidth. Since the site will be
processing credit card transactions, both Web traffic (TCP port 80) and SSL (TCP port 443) need
to be allowed to access the Web/application server from the Internet. The database should only
be accessed by the internal LAN and should respond to Web/application server requests for
information.

All Web servers and switches are 100Mbps full-duplex capable devices. Even though the
servers can be a single point of failure, the DMZ infrastructure should be built with redundancy.
The DMZ infrastructure should be built with scalability in mind, with close attention to the
budget—in other words, do not over-engineer the infrastructure.

From this information, you can now start to develop your solution. Analyzing the require-
ments, you decide that the multileg DMZ with redundant firewalls offers you the most secure
and scalable solution that fits your budget. The multileg DMZ allows you to separate the
Web/application server into separate DMZs to allow for greater security.

DMZ 1 will contain the Web/application server, and DMZ 2 will contain the database
servers. Because users will only access the Web/application server, the firewall rules will be con-
figured so it only accesses the server on DMZ 1 via the Web port (TCP port 80) and SSL port
(TCP port 443). DMZ 2 will allow no connectivity from the Internet; it will only respond to
requests made for data by the Web/application server or by the internal LAN for management.
Separating the Web/application server and the database servers into different DMZs allows for
greater security in the event the Web/application server is compromised by an intruder. Since the
Web/application server is directly accessible by the Internet, it is always the most vulnerable.
Furthermore, the design allows for the addition of a redundant firewall that will take over for the
primary should the primary go offline.

Designing End-to-End Security for
Data Transmission between Hosts on the Network

Proper DMZ design, in conjunction with the security policy and plan developed previously,
allows for end-to-end protection of the information being transmitted on the network. The
importance of this capability is explored more fully later in the chapter, when we review some of
the security problems inherent in the current implementation of TCP/IPv4 and the transmission
of data. The use of one or more of the many firewall products or appliances currently available
will most often afford the opportunity not only to block or filter specific protocols but also to
protect the data as it is being transmitted. This protection may take the form of encryption and
can use the available transports to protect data as well. Additionally, proper use of the technologies
available within this design can provide for the necessary functions previously detailed in the
concepts of AAA and CIA, using the multilayer approach to protection that we discussed in ear-
lier sections. This need to provide end-to-end security requires that we are conversant with and
remember basic network traffic patterns and protocols. The next few sections help remind us
about these and further illustrate the need to design the DMZ with this capability in mind.
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Traffic Flow and Protocol Fundamentals

Another of the benefits of using a DMZ design that includes one or more firewalls is the oppor-
tunity to control traffic flow into and out of the DMZ much more cohesively and with much
more granularity and flexibility. When the firewall product in use (either hardware or software) is
a product designed above the home-use level, the capability usually exists to control traffic that is
flowing in and out of the network or DMZ through packet filtering based on port, and often to
allow or deny the use of entire protocols. For example, the rule set might include a statement that
blocks communication via ICMP, which would block protocol 1. A statement that allowed IPsec
traftic where it was desired to allow traffic using ESP or AH would be written allowing protocol
50 tor ESP or 51 for AH. (For a listing of the protocol IDs, visit www.iana.org/assignments/pro-
tocol-numbers.) Remember that like the rule of security that follows the principle of least privi-
lege, we must include in our design the capability to allow only absolutely necessary traftic into
and out of the various portions of the DMZ structure.

DMZ Protocols

Protocol use within a DMZ environment is always problematic. We should be well aware of the
potential risks associated with protocol use in various implementations and those that are fre-
quently and actively attacked because of the vulnerabilities that exist. Table 3.3 briefly overviews
some of the known issues with various protocols. This table is not intended to be all-inclusive;
rather, it is indicative of the fact that the DMZ designer must be aware of these limitations when
designing a plan for DMZ structure and access both into and out of the DMZ.

Table 3.3 Protocols with Known Weaknesses

Protocol Basic Weakness

Asynchronous Transfer No authentication or encryption, subject to spoofing and

Mode (ATM) interception

Internetwork Packet Designed for LAN use, doesn’t scale well for wide area network

Exchange (IPX) (WAN) operations, high bandwidth usage with SAP broadcasts,
aging protocol

Internet Protocol (IP) No default data protection of packets, subject to many attacks,

needed for connection to Internet

Kerberos Vulnerable to buffer overflow attacks, replay, and spoofing to
gain privilege and discover passwords, allowing potential for
breach of service

Lightweight Directory Access Some implementations are subject to buffer overflow and DoS
Protocol (LDAP) attacks, with possibility of privilege elevation

Simple Network DoS and buffer overflow attacks are possible, as are security

Management Protocol (SNMP) risks posed by administrators who leave the community names
and other information in default configurations; some condi-
tions can result in privilege escalation and compromise

Secure Shell (SSH) Privilege escalation, system compromise when code run under
SSH credential, DoS attacks
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Designing for Protection in Relation
to the Inherent Flaws of TCP/IPv4

The current implementation of TCP/IPv4 contains a number of well-documented flaws that
affect the design of both your security plan and your DMZ. Some of these problems were cor-
rected in IPv6, but since implementation of this technology isn’t on the immediate horizon, we
must accommodate the weaknesses of the existing protocols when implementing the design of
our DMZ. We must therefore plan for certain known problems:

B Data, including passwords not protected by the operating system, are sent in clear-text in
TCP/IP packets

m  SYN attacks, a DoS condition resulting from overflow of the wait bufter
m [P spoofing, allowing the attacker to pretend it is another host

B Sequence guessing, allowing reassembly or delivery of forged packets

®  Connection hijacking, allowing man-in-the-middle attacks

®m  Lack of authentication capability in the protocol

You can find a good discussion of the problems with TCP/IPv4 and a more complete discus-
sion of the flaws and improvements made in TCP/IPv6 at
www.linuxsecurity.com/resource_files/documentation/tcpip-security.html. The design that we
create for our DMZ structure will accommodate the weaknesses of the TCP/IP protocol and will
provide the protection that is needed to stymie these types of attacks and their resulting potential
for breach. To accomplish that goal, as we design we need to consider the various problems and
design the working protections into the configuration of rules and ACL settings and consider the
use of other protocols such as IPsec and L2TP to protect the data on the wire.

Public and Private IP Addressing

One of the primary reasons why the DMZ concepts have been so useful is that network admin-
istrators have a greatly expanded capability to use public and private addressing. As you will recall,
the initial TCP/IPv4 implementations were based on class, with default subnet masks that limited
to some degree the ability of network administrators to achieve true flexibility in their network
designs. With the advent of classless addressing and improvements provided with the acceptance
of that concept, much greater utilization has been made of functions such as NAT to provide
addressing for the internal network without exposing that network to the dangers of the public
network. The DMZ design must incorporate the methods and equipment being used for address
translation and routing, and it becomes a method of hiding internal addresses from unwanted
contact.

We also must plan for and use the ability to subnet within the private IP addressing ranges,
which are shown in Table 3.4.
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Table 3.4 Private IP Address Ranges

Private IP Range CIDR Mask Decimal Mask
10.0.0.0-10.255.255.255 /8 255.0.0.0

172.16.0.0-172.31.255.255 /16 255.255.255.0
192.168.0.0-192.168.255.255 /24 255.255.255.0

This allows us much greater flexibility in the segregation of the DMZ and assuring that the
network addressing and contact between the protected network, the bufter (DMZ), and the out-
side world are more difficult for would-be attackers to penetrate.

Ports

Ports used in network communication become an extremely important tool in our ability to
filter access levels and establish ACL functions on devices and in software implementations used
to protect our assets. Recall that ports O through 1023 are reserved for specific uses and that all
other ports are functionally available for use by applications. Registered ports include those from
1024 through 49151, and dynamic and/or private ports (used by applications for communication
and session maintenance) are those from 49152 through 65535.The entire port list can be found
at www.iana.org/port-numbers.

That means, of course, that the DMZ design must incorporate rules that block all traffic that
is not necessary for the function of the DMZ or communications that must be carried through
that area. Generally, this involves creating a rule set for the ACL that restricts or blocks all unused
ports on a per-protocol basis to assure that the traffic is actually stopped. These rules become an
integral part of the DMZ defense. The design is often started from two “all or nothing” configu-
rations: all ports open, closing as problems occur (bad), and all ports closed, opening as required
(good, but requiring a great deal of administration and learning in a new network that has not
been fully documented). Either method can be considered in your design, although the latter
provides much more security as you begin your quest to shut down intrusion.

The SANS Institute (www.sans.org) recommends the following port actions at a minimum as
you design your DMZ and firewall blocking rules from external networks, as shown in Table 3.5.
(The table 1s adapted from Appendix A of the SANS Top 20 list, which can be found at

www.sans.org/top20.)

Table 3.5 Common Ports to Block

Service Type TCP Port(s) UDP Port(s)

Login Services Telnet: 23, ; SSH: 22, ; FTP: 21, ; N/A
NetBIOS: 139, ; rlogin: 512,
513, 514

RPC and NFS Portmap/rpcbind: 111, ; NFS:  Portmap/rpcbind: 111, ; NFS:
2049, ; lockd: 4045 2049, ; lockd: 4045

NetBIOS in Windows NT 135, 139, 445(W2K and XP) 135, 137, 138, 445 (W2K and
and W2K and XP XP)

X Windows 6000 through 6255 N/A

Continued
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Table 3.5 Common Ports to Block
Service Type TCP Port(s) UDP Port(s)

Naming Services DNS: Block zone transfers (TCP
53) except from external
secondaries

LDAP: 389 DNS: Block UDP 53 to all
machines that are not DNS
servers
LDAP: 389
Mail SMTP: 25 to all machines that
are not external mail relays
POP: 109, 110
IMAP: 143 N/A
Web HTTP: 80; SSL: 443, except to  N/A
external Web servers. Also
consider common high-order
HTTP port choices, such as
8000, 8080, 8888
Small Services Ports below 20, time: 37 Ports below 20, ; time: 37
Miscellaneous Finger: 79; NNTP: 119; LPD: TFTP: 69; NTP: 123; syslog: 514;
515; SNMP: 161, 162; BGP: SNMP: 161, 162
179:; SOCKS: 1080
ICMP Blocks incoming echo request  Note: This setting will block
(ping and traceroute), out- known malicious uses, but it also
going echo replies, time will restrict your legitimate use of
exceeded, and destination the ICMP echo request

unreachable messages, except
“packet too big” messages
(Type 3, Code 4)

Using Firewalls to Protect Network Resources

Firewalls have been and continue to be an integral part in the planning process for DMZ deploy-
ments. The design can include any or all of the basic designs we looked at earlier in the chapter
and may very well incorporate multiple types of configuration, depending on your organization’s
needs to protect data and resources from different threat areas. Firewalls are not the only compo-
nent of the design that is important, but they do play a major part in allowing the administrator
to control traftic more completely, thus providing a higher level of protection.

Part of the design process includes evaluating and checking the performance of difterent
hardware- and software-based firewall products. This book discusses some of the most-used tech-
nologies in later chapters, such as Check Point and Check Point NG, PIX, Nokia, and Microsoft’s
ISA Server. Additionally, firewall considerations are explored during discussions of protection of
wireless networks and methods of protecting networks using Sun and Microsoft network oper-
ating system (NOS) software.
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Using Screened Subnets to Protect Network Resources

As you proceed to a more advance design for your DMZ, conditions could drive a decision to
employ screened subnets for protection or provision of services. The screened subnet, in some
designs, actually becomes synonymous with DMZ in usage. However, the screened subnet is
actually a security enhanced version of the multihomed screened host configurations that were
used in the past. It involves the use of more hardware but provides a more secure basis for config-
uration and blocking unauthorized access.

The screened subnet that we looked at earlier in the chapter can be configured in a number
of different configurations dependent on need. The simplest of the constructions involves a mul-
tiple-interface firewall with the capability to filter traftic to more than one network. Although
simpler, this design might not be appropriate to use in your environment if you plan to offer ser-
vices such as Web, e-mail, FTP, or VPN connections from the public network to your private
network. In these situations, a good case could be made for the dual-firewall approach, perhaps
with multiple screened subnets that provide different services or access based on some criteria
that you have identified during your planning process. Certainly, if offering services that involve
e-commerce or access to confidential records (such as being HIPAA compliant in an enterprise
involved with any type of patient records), your plan will most likely need to include multiple
screened subnets, following the earlier suggestions that a multilayer approach be used to restrict
access and retard attacks from outside.

Securing Public Access to a Screened Subnet

Public access to screened subnets is secured and restricted through a multilayer process, using a
screening router to begin providing protection and a firewall in the next layer to protect the
access point coming into the screened subnet. Figure 3.13 shows a possible configuration to
begin this protection process.

Figure 3.13 A Basic Screened Subnet

Infernet or Public
Network

Service Providing Server
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In this configuration, it is possible to limit the inbound traffic initially by configuring a rule
set on the router; this piece might be provided by an Internet service provider (ISP), for example.
Further levels of security can be developed as needed in your plan to protect assets on the
screened subnet by firewall rule sets and hardening of the server providing services. Additionally,
this design could be expanded or used for services or administration of screened subnets, pro-
viding greater security to the internal network as well.

Know What You Want to Secure First

As you begin your DMZ design process, you must first be clear about what your design is intended
for. A design that is only intended to superficially limit internal users’ access to the Internet, for
example, requires much less planning and design work than a system protecting resources from mul-
tiple access points or providing multiple services to the public network or users from remote loca-
tions. An appropriate path to follow for your predesign path might look like this:

B Perform baseline security analysis of existing infrastructure, including OS and applica-
tion analysis
B Perform baseline network mapping and performance monitoring
®  Identify risk to resources and appropriate mitigation processes
®m  Identify potential security threats, both external and internal
®  Identify needed access points from external sources
®  Public networks
® VPN access
B Extranets
B Remote access services

®m  Identify critical services

®  Plan your DMZ

Traffic and Security Risks

After beginning to research the necessary components for designing your protection plan, you
will reach a point at which you are trying to assess the actual risks to security from which you
are trying to protect your enterprise network. One of the first tools you might consider in this
part of your evaluation is the SANS Top 20 list of the current most critical vulnerabilities to find
out if there is something that you are not aware of.You can view this list at
www.sans.org/top20/; it is updated frequently. This information can help you to at least begin to
identify some of the risks involved and then to design a more effective plan to secure what you
need to secure.

As we continue with our overview of DMZ design principles, we also need to discuss the
management of resources and the challenges that occur in designing for administration and con-
trol of equipment and resources that may be located in the DMZ. The following sections detail a
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number of the areas that we must be aware of during our consideration of the design and its
implementation.

Application Servers in the DMZ

Application server placement in the DMZ must be designed with tight control in mind. As in
other screened subnet configurations, the basic security of the operating system must first be
assured on the local machine, with all applicable patches and service packs applied and unused
services disabled or removed if possible.

We spend a great deal of time in this book covering the hardening of your systems (Windows
2000, Sun Solaris, and the like) within the DMZ. Additionally, functionality of the application
servers located in the DMZ should be limited to specific tasks that do not involve critical corpo-
rate data or information. Therefore, although it is acceptable to place a Web server in the DMZ
with a supporting database server, neither of those servers should contain confidential or critical
corporate information, because they are still located in an area in which they are considered
untrusted.

Ciritical or confidential information should not be accessible from or stored in the DMZ. For
example, as discussed in the following section, it is not acceptable to store any type of internal
network authentication information on machines in the DMZ. Likewise, front-end servers or
application proxy servers can be placed in the DMZ for other needs, such as an e-mail server
front end or a DNS forwarder. In these instances, neither the e-mail front end nor the DNS
server should store any information about the internal network or allow general communication
to pass unchecked to or from the internal network. Traftic to these servers from the internal net-
work should pass through a firewall restricting traffic to individual machines in both directions
using specific port and address information.

Domain Controllers in the DMZ

Domain controllers for Windows networks or other directory services authentication servers
should never have those services located within the DMZ if it’s possible to keep them out. It is
feasible in some configurations to provide a front end to these critical servers from within the
DMZ, but it is not recommended, because compromise of the bastion host being allowed to
communicate with the internal network through the firewall while requesting service could lead
to compromise of the entire internal system. Access to your internal network that requires
authentication should instead be handled in your design by the use of VPN solutions, including
RADIUS and TACACS/TACACS+, discussed in the next section. It is possible, however, that
domain controllers need to be placed within the DMZ depending on what services you plan to
provide in the DMZ. For example, if you were running a cluster that is highly available from the
Internet on Windows 2000 servers, the cluster will not operate correctly without a domain con-
troller present. For that reason, you have to accurately assess what you will need and analyze how
to implement it and secure it.
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RADIUS-Based Authentication Servers in the DMZ

Remote Authentication Dial-In User Service (RADIUS) servers, by definition and usage, are
required to have full access to the authentication information provided by the Directory Services
system in the enterprise, whether Windows, Novell, UNIX, Sun, or another OS. For this reason,
the RADIUS server must be fully protected from attack and patched completely to avoid DoS
conditions such as those detailed by CERT in advisories issued in 2002. The preferred option
would have the RADIUS server located in the internal network, with proxied requests coming
from a Routing and Remote Access Services (RRAS) server and restricted communication that
would be allowed through the firewall to the RADIUS server only from the specified RRAS
servers. Additionally, it would make sense to plan for the use of IPsec to further protect that
traftic. Regardless, understand that you will need to analyze the need and deploy it based on a
proper design that provides the service that is needed but still remains secure.

VPN DMZ Design Concepts

VPN usage has grown during the past few years. Many organizations embraced the possibility of
VPN use as a method to communicate securely from remote offices. This led to a surge of con-
nectivity that was requested in order to allow home “teleworkers” to perform their job functions
without entering the secured environs of the actual workplace and its network.

A number of changes have been implemented in VPN technology in the recent past, and
these have modified the thought process that we must undertake as we design our DMZ infras-
tructure. To begin with, VPN solutions should be created in a separate DMZ space, away from
the other parts of the Internet-facing infrastructure, as well as your back-end private LAN. The
VPN technologies now may incorporate the capability to enter your network space through
public switched telephone network (PSTIN) connections, Frame Relay connections, modem
banks, and the public Internet as well as dedicated connections from customers and business part-
ners that may use any of these access methods. Each of these connection types must be included
in the plan, and entry points must be carefully controlled to allow the required access and protec-
tion of information while not allowing a back-door entry to our internal networks.

A number of these plans are discussed in subsequent chapters of this book as different firewall
configurations and designs are considered and discussed. When we’re looking at the possibilities
for VPN implementation and protection, it is extremely important to use all potential security
tools available, including IPsec and its authentication and encryption possibilities. It is also impor-
tant to evaluate the actual network design, in order to use RFC1918 (private) addressing in the
internal network and properly secure the addressing within the VPN, which should be registered
addresses. This 1s called NAT—Network Address Translation.

Private addressing is one of the basic features of most firewalls. NAT converts private, internal
[P addresses into publicly routable addresses. You might want to translate or to NAT (using the
term as a verb to describe this process) your internal addresses because they are nonroutable pri-
vate addresses or to discourage attacks from the Internet. RFC1918 lists the addresses that are
available for private use on the internal network. The Internet Assigned Numbers Authority
(IANA) has reserved the following three blocks of the IP address space for private networks:
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® 10.0.0.0 through 10.255.255.255 (10 /8 prefix)
m 172.16.0.0 through 172.31.255.255 (172.16 /12 prefix)
m 192.168.0.0 through 192.168.255.255 (192.168 /16 prefix)

NoTE

You can learn more about RFC1918 by visiting the RFC document online: www.cis.ohio-
state.edu/cqgi-bin/rfc/rfc1918.html

If you are using these addresses on your internal LAN and clients on the internal LAN need
to communicate to Internet resources, you need to NAT these addresses to public addresses in
order to be routed throughout the Internet. Public addresses are typically IP addresses assigned to
your organization by the Network Information Center (NIC) or by your ISP.

The problem facing IPv4 is that the public address pool has been depleted, so network adminis-
trators may no longer be able to assign public addresses to all clients on their internal LANs and
have them access Internet resources without the use of NAT. Therefore, administrators are forced to
assign private addresses to internal clients and use their allocated public addresses for NAT address
pools and for services provided by the DMZ directly accessible by the Internet, such as Web and e-
mail relays. NAT makes it possible for a small number of public IP addresses to provide Internet
connectivity for a large range of hosts. NAT can provide a static one-to-one IP mapping between
private and public addresses or dynamically map a large number of internal private addresses to a
pool of public addresses. This can extend a network with only one IP address.

Advanced Risks

After you have considered the basic issues for connectivity to your infrastructure, it is appropriate
to begin to explore and plan for other areas that might need protection through your DMZ
design. There are nearly infinite possibilities for incorporation into your overall design, including
the ability to protect not only the internal network but e-commerce, business partner, and
extranet connections. Additionally, your enterprise may be involved in the creation of hosted ser-
vices, in which you are providing protection to Web, FTP, or other servers that require unique
protections and the ability to provide management capabilities as well. This section visits a
number of those potential areas that may be appropriate for coverage in the overall DMZ design.

Business Partner Connections

Business partner connections can provide a unique challenge to the DMZ designer. In the case of
business partners, there is often a requirement to provide access to and from enterprise resource
planning (ERP) packages such as those from Oracle, PeopleSoft, Microsoft’s Great Plains software,
and others that are currently in use to provide project management, packaging, and collaboration
tools to members of multiple organizations. One of the challenges that can arise rather quickly is
the question of how to appropriately allow connectivity between organizations with proper
authentication and protection of information for all parties. Many of the basic designs that we
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discussed previously, including the use of specifically screened subnets for VPN access, provide
partial solutions to these issues, but each case also requires an in-depth evaluation and most cer-
tainly collaboration between the DMZ designers involved to appropriately channel the access
entry points, remote access if needed, and authentication of the users from various entities to
maintain your security requirements.

Extranets

Of the possibilities that can be explored in relation to business partner connections, extranets pro-
vide a great flexibility in their implementation and use by an enterprise. Extranets can be Web
browser-based information stores, can allow contact by customers seeking catalog information,
and can allow real-time or close to real-time tracking capabilities of shipments and the supply
chain. Additionally, the extranet can be configured for collaborative eftorts and used between
business partners for the ultimate capability to share information and processes while working on
joint projects. Extranets, much like the discussion earlier of VPN accesses, will usually be placed
on isolated DMZ segments to segregate them from the hosting network’s operations. These DMZ
segments will house and host machines that will allow for the use of ERP software and the ware-
housing of information in common to the project. The use of extranet applications is most often
Web browser based for the client that is seeking the information and not normally for storing
highly sensitive data, although the data should still be protected.

Web and FTP Sites

Customer-based Web and FTP sites that are provided or hosted by your organization can again
cause the DMZ design to change in some way. Hosting the information on customer-based sites
requires the same processes that we looked at in relation to hosting our own Web and FTP
servers in the DMZ, with an additional requirement that some sort of remote management capa-
bility be provided for the customer to administer and monitor the sites. This hosting can lead to a
plan that involves use of modems or other devices not protected by the DMZ design and must
be carefully explored. Ensure that your DMZ design will not be compromised by the methods
used to allow remote access to these servers and their administration by the client customer. It
may be appropriate to host customer-based operations in a separate DMZ segment, away from
your operation altogether.

E-Commerce Services

Among the possibilities that we may include in our overall DMZ design scheme is hosting or
supporting e-commerce services. As with other DMZ design considerations, the DMZ segment
hosting e-commerce services must provide a level of isolation that protects such things as credit
card information and transactions. It can include restrictions that block access from noncustomer
address ranges, and it can also include restrictions on traftic to limit it to ports for Web services
and Secure Sockets Layer (SSL) to protect the internal records being generated by the action of
the services. E-commerce activities should also include restrictions that disable IP forwarding
between servers and segregation of services such as noncritical database information among dif-
ferent servers for load balancing and to distribute security to a higher degree. No contact should
be allowed between the e-commerce DMZ servers inbound to the internal network.
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E-Mail Services

E-mail services are among the most used (and abused) services that are provided through a com-
bination of access points, both external and internal. E-mail server front ends should be located in
segregated DMZ subnets, and the firewalls allowing access into and out of the e-mail subnet
should incorporate strong ACL rule sets that only allow communication on appropriate ports
internally and externally. This construction should also include mail relay settings on the DMZ
mail server that do not allow relaying of mail from any network other than the internal network,
which limits the potential that your front-end server might be used for spamming. The external
firewall that allows access to the e-mail front end should be configured to block outbound SMTP
traffic that did not originate at the front-end server, and the front-end server should be config-
ured to only relay mail to accepted internal addresses while rejecting all other communications.
Great care must be used in the proper configuration of mail servers from all vendors when access
is granted in any fashion from the external networks.

Advanced Design Strategies

Up to this point, the discussion of design has been directed at the access path design and the
methods of securing access to the internal network from the external network. In most cases, the
DMZ is used to block incoming traffic and control it more completely through the multiple
layers that are placed in the design, thus offering tighter control that stops access to the internal
network. Standard DMZ designs almost always default to a condition in which the internal net-
work’s access to the external public network is unrestricted.

Before we finish our discussion of basic designs, it is appropriate to explore briefly some of
the ways we might consider blocking access from the internal network to the external network,
either wholly or in part, if the security design we created earlier indicates a need to do so. In the
next section, we visit some of the common conditions that your organization might want to
block or limit in your efforts to protect your assets and information.

Advanced DMZ Design Concepts

Intranet users have often been allowed full and unrestricted access to public network resources via
the DMZ structure. Often, the protection for the internal network involves using NAT or some
proxied connectivity to allow outward flow while restricting inbound flow to requests originated
within the internal network.You should think about some special considerations while you are
working in this area. Let’s list some of them and consider them as an addition to the overall design:

m  General FTP use that is unrestricted may lead to security breach. Outbound FTP should
not be allowed from the internal network.

B DMZ design lends itself to allowing control of unnecessary services that may be present
on the external network. For example, the DMZ design may incorporate outbound
blocking of ports to services providing instant messaging, nonbusiness-related networks,
and other restrictions as appropriate to your system.
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®  Known management ports for externally located devices and services should be blocked
from the internal network.

Additionally, we must look at the applications that are in use from the internal network to
determine the appropriate level of outbound access to accommodate those applications. When
you're given the task of building a DMZ in a large DMZ environment or when you need to
support multiple service types, it might be desirable to separate them by adding additional “legs”
to the DMZ. There are two reasons why you might want to use a DMZ leg:

B An additional leg might be necessary if the number of servers has exceeded the number
of available IP addresses for hosts on the DMZ subnet. By adding a DMZ interface, you
can assign another IP range and add more servers.

®m  It’s a good idea to separate service types. Service types are Web, FTP, e-mail, DNS, VPN,

and remote access.

As we continue, a number of other considerations must be taken into account as we create
the design plan. For example, although many DMZ configurations are allowing access to a Web
server that we are operating, there must be a method in place to advise us of the presence of
potential hackers working within our borders.

To this end, the DMZ design will also most often create a provision for some type of IDS
system placement in the various levels of the DMZ structure to evaluate and report on intrusion
attempts. As with all services that we provide, the Web services servers must be continually evalu-
ated and kept up to date in their levels of security and service packs.

Another conceptual area that must be visited is the difference between a DMZ that is estab-
lished for the purpose of isolating or segregating the public network from your private network,
and a DMZ that 1s used for the purpose of isolating or segregating a portion of your internal
network. The design you create should include the capability to establish internal DMZ structures
to protect confidential information from the general LAN operation. This could include segrega-
tion of financials or provision for VPN access to the internal network that does not originate
from the public network (such as Frame Relay PVC channels or PSTN modem access). Again,
when dealing with these special cases, the designer must make sure that the design does not
introduce a back-door situation that allows public network bypass of the DMZ structure through
compromise of a host machine.

R emote Administration Concepts

Remote management and administration of the various pieces of hardware within the DMZ
design you implement provide another challenge for the designer. Although it is extremely
tempting to use the built-in capabilities of the various operating systems and the management
software provided for many of our hardware devices, it is very important to give the alternatives a
good long look. Use of these tools for normal management from within the internal network is
almost certainly a quick recipe for breach and disaster.

It is certainly technologically possible to access the equipment in the DMZ through use of
SSH, Telnet, or Microsoft’s Terminal Services and to create firewall rules allowing traffic on the nec-
essary ports to accomplish this task. So, what’s the problem with using the built-in tools? In-band

WwWw.syngress.com



DMZ Concepts, Layout, and Conceptual Design ¢ Chapter 3

versus out-of-band management of your systems is the problem we need to work on. In-band manage-
ment tools, including SNMP-based traps and management agents, rely on the integrity of the net-
work they are mounted on to provide the reports and management capabilities we use to control
the various hardware and configuration of hardware and servers. What happens when the under-
lying network capability is degraded, reduced, or overloaded through an equipment failure or a DoS
attack? No management is possible, because we now can’t reach the equipment. The other alterna-
tive is to provide some type of out-of-band management capability. This can be accomplished in a
number of ways, including serial connections to secured management ports on the devices to be
managed or a separate management screened subnet, such as illustrated in Figure 3.14.

Figure 3.14 A Method to Provide Out-of-Band Management in the DMZ
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In this simplified design, the servers located in the DMZ are each configured as a multihomed
machine, with the additional adapters (represented in the figure by dark dashed lines) configured to
accept communications only from the designated management workstation(s), if your security
policy allows multiple administrative units. The outside firewall is configured to allow specific port-
based traffic to flow from the management workstation to the servers, and the management work-
station is not accessible from either the untrusted network or the protected LAN. This eliminates
much of the security vulnerability that is presented when management options only include in-
band tools.
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Authentication Design

Earlier in the chapter, we mentioned that it is generally inappropriate to locate a RADIUS server
in a DMZ segment because it creates a condition in which the authentication information is
potentially accessible to the public network, with a potential for breach of your DMZ. In some
environments, it might be necessary to implement a plan to accommodate the authentication of
users entering the DMZ from a public network. In this case, the DMZ design should include a
separate authentication DMZ segment, and the equipment in that segment should be hardened,
as we previously detailed in our discussion of placement. At this point, it is possible to provide an
RRAS server in the DMZ with no account information and use ACLs and packet filtering at the
firewall to restrict and encrypt the traftic between the two machines to the authentication traffic.
It is recommended that this process use IPsec, and it would require that Protocol ID 51 for IPsec
and IKE traffic on port 500 (UDP) be allowed for the communication to occur. It is also possible
that other third-party authentication products such as Cisco’s CiscoSecure ACS could provide a
gateway and controls to allow this functionality.

DMZ High Availability and Failover

The enterprise wants security, and wants their systems up with as little downtime as possible.
High availability provides a server (be it a firewall or an application server) with the ability to
have a system pick up where it let oft if it fails. Many operating systems and firewall appliances
have high availability capability, including Check Point Firewall-1, Solaris, and Cisco PIX.

There are two types of high availability in a DMZ: cable-based failover and LAN-based
failover. When cable-based failover is implemented, a firewall will be able to immediately fail over
to the secondary unit and skip the series of tests if the primary unit loses power due to a power
failure or it 1s simply shut off. This is not possible with LAN-based failover, where a power failure
of the primary unit must be detected via a series of tests.

DMZ. Server Cluster

This configuration shows a DMZ server cluster. All systems in the cluster maintain an active con-
nection to other systems in the cluster via the hub. The only system in the cluster that maintains
active connections outside the failover information hub is the active DMZ system. When the pri-
mary DMZ system fails, it deactivates (or is deactivated) via information over the failover com-
munication network, and the next system in the cluster brings up its network interfaces to
perform the job of the primary DMZ server.

We must also consider the need for high availability. In Figure 3.15, we have a configuration
that difters slightly from a standard DMZ.
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Figure 3.15 DMZ Servers in a Conceptual Highly Available Configuration

Figure 3.15 contains many features similar to those in a typical DMZ. However, what is dif-
ferent is that rather than one DMZ system connected to the external network switch, three
DMZs are connected to the external network switch. Additionally, there are several connections
from these DMZ systems to the same public and private networks. We also see a connection
between the DMZ systems.

The PIX Failover Services

When your DMZ design calls for a highly available firewall solution because downtime due to a
problem with the firewall hardware will not be tolerated, consider using the PIX’s failover fea-
ture. The failover feature allows you to set up a second PIX in Standby mode, and if the primary,
or active, PIX should go offline, the secondary PIX will switch to Active mode and take over for
the failed PIX. If the optional stateful failover feature is configured, the secondary PIX can main-
tain operating state for active TCP connections during failover, so users will not lose their sessions
as the PIX fails over to its backup unit. In order to enable failover, the primary and secondary
PIX firewalls need to be identical in terms of chassis, OS version, and hardware options.

If high availability is required, the DMZ architect can consider adding a second PIX in con-
junction with the PIX’s failover feature, which allows the secondary PIX firewall to back up the
primary PIX in the event of a failure. Figure 3.16 shows how redundancy can be added to the
traditional “three-legged” firewall design. This design is ideal for corporations of all sizes, where
the Internet/DMZ infrastructure is essential to the business and therefore they cannot afford
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downtime and require a resilient, highly available solution. Both the primary and secondary PIX
firewalls need to be identical models and have the same interface options. Each PIX will have an
interface on the internal, external, and DMZ LANs. When set up as a redundant pair, the PIX
has the ability detect problems within the units or on any of the interfaces and automatically
failover to the backup unit. The PIX ofters the option of stateful failover, which means that any
open sessions on the primary will be automatically transferred to the secondary unit without
client sessions disconnecting, so the failure is transparent to end users. In order for the PIX to
support failover, some additional hardware is required, such as an additional interface to support
the optional stateful failover feature, and a Cisco proprietary cable for heartbeats between the pri-
mary and secondary units. .

Figure 3.16 Traditional “Three-Legged” Firewall with Redundancy
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The PIX offers two options that provide connectivity for the primary and secondary PIX
firewalls to exchange heartbeats and configuration information. The first option is a Cisco propri-
etary high-speed serial cable connected to a special serial failover port on the PIX.The second
option is to use one of the PIX LAN interfaces to carry heartbeat and configuration traffic. The
advantage of using the Cisco proprietary high-speed serial cable to send heartbeat and configura-
tion traffic is that it will not waste a LAN interface for a rather small amount of traffic. Instead, it
uses a serial port specifically designed for failover. The disadvantage is that the high-speed serial
cable is rather short (six feet long), and if the PIX firewalls are not physically located close
together, you cannot use the cable-based solution because the cable cannot be extended. If you
have a situation in which the PIX firewalls are not physically located together, you can consider
the second option, a LAN-based failover, which uses interfaces on each PIX to provide dedicated
media for heartbeat and configuration traftic. The disadvantage of this option is that an interface
on each PIX will be wasted just for heartbeat and configuration traffic. It is important to note
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that heartbeat and configuration traffic should not be confused with state traffic used for the
stateful failover option, which the active PIX uses to send the standby PIX TCP state informa-
tion. Although you can configure the PIX to carry heartbeat, configuration, and state traffic all on
one interface on each PIX using the LAN-based failover option, doing so is not recommended.

When failover occurs, the standby PIX assumes all the IP addresses and MAC addresses on all
interfaces of the failed PIX. Because there is no change to the IP address or MAC address infor-
mation, other devices on the network will not be aware of a failure and that they are now com-
municating through a different device. Another feature of failover is that when a configuration
change i1s made to the primary, it is automatically copied to the secondary PIX, and when a write
memory command to save the configuration to Flash is issued on the primary, it also copies the
configuration to the secondary’s Flash.

What Causes Failover to Occur

To determine the health status of each PIX, the primary and secondary PIX poll each other. The
poll interval 1s set using the failover poll command; the default is 15 seconds. Polls, also called heart-
beats, are sent over all interfaces, including the failover cable. If either PIX misses two consecutive
heartbeats, each PIX will go through a series of tests to determine which PIX is in trouble. Each
unit goes through four tests to determine its health: a Link Up/Down test, a Network Activity
test, an ARP test, and a Broadcast Ping test. Each PIX firewall performs one test at a time. If a
unit passes a test and the other unit does not, the PIX that passed will take over. If both PIX
units fail, they move on to the next test. At the default poll interval (15 seconds), the PIX units
can take up to 45 seconds to run through all the tests and determine if failover should take place.
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Summary

DMZ design includes a number of important steps that make the overall design process smoother
and less subject to breach. These steps include the capability and duty to perform a complete
physical and logical security analysis of the systems to be protected, followed by the adoption of
an enterprise security policy to detail the path of management, monitoring, enforcement, and
responsibility for various areas of the enterprise’s security. Once we have completed a security
analysis and have a security policy that has been supported and is in place, we can begin to think
about the design of the DMZ structure.

Generically, we create the basic DMZ structure after we have identified the assets and
resources that need protection. This generic plan is followed by an evaluation of how the infor-
mation currently flows in the organization and how it should be handled in a secure sense to iso-
late and protect the systems from compromise.

When the generic tasks have been completed, the design begins to take shape as we con-
figure and define the various levels of the DMZ structure to provide necessary services to cus-
tomers, employees, and partners. There are nearly infinite possibilities in the use of various
equipment and configurations, and we’re charged with creating a design that is functional and
economically feasible in the reduction of risk. Here we begin to consider not only the best log-
ical design but also the design that might be the most feasible to protect our data.

We find as we proceed that the level of service that we are providing and the connectivity
needs of the various partners and operations greatly affect the level of configuration within the
DMZ structure. We also find that it is possible to allow connectivity in multiple levels for various
services while always striving to protect the internal network from harm.
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Introduction

“Intruder Alert! Intruder Alert! Warning, Will Robinson!” When we heard that ominous
announcement emanating from a robot as it twisted and turned with arms thrashing and head
spinning, we sat galvanized to our televisions waiting for the intruder to reveal itself. Would this
be the end of Will Robinson, as we knew him?

All right, this might be a bit dramatic for a prelude to a discussion of intrusion detection, but
with most security administrators, when a beeper goes off there is a moment of anxiety. Is this
the big one? Did they get in? Do they own my network? Do they own my data?

These and many other questions flood the mind of the well-prepared security administrator.
Conversely, the ill-prepared security administrator, being totally unaware of the intrusion, experi-
ences little anxiety. For him, the anxiety comes later.

Okay, so how can a security-minded administrator protect his network from intrusions? The
answer to that question is quite simple, with an intrusion detection system.

NoTE

Intrusion detection works in conjunction with firewalls in various ways. One of the ways
is to use intrusion detection is to test your firewall rules to make sure they are working
properly. One of the other ways is to use intrusion detection and firewalls to set rules
for a firewall. For more information on integrating an IDS with a firewall, refer to
Chapter 31 of this book, “Combining Firewalls and IDS."”

What Is Intrusion Detection?

Webster’s dictionary defines an intrusion as “the act of thrusting in, or of entering into a place or
state without invitation, right, or welcome.” When we speak of intrusion detection, we are referring
to the act of detecting an unauthorized intrusion by a computer on a network. This unauthorized
access, or intrusion, is an attempt to compromise, or otherwise do harm, to other network devices.

An Intrusion Detection System (IDS) is the high-tech equivalent of a burglar alarm—a bur-
glar alarm configured to monitor access points, hostile activities, and known intruders. The sim-
plest way to define an IDS might be to describe it as a specialized tool that knows how to read
and interpret the contents of log files from routers, firewalls, servers, and other network devices.
Furthermore, an IDS often stores a database of known attack signatures and can compare patterns
of activity, traftic, or behavior it sees in the logs it is monitoring against those signatures to recog-
nize when a close match between a signature and current or recent behavior occurs. At that
point, the IDS can issue alarms or alerts, take various kinds of automatic action ranging from
shutting down Internet links or specific servers to launching backtraces, and make other active
attempts to identify attackers and actively collect evidence of their nefarious activities.

By analogy, an IDS does for a network what an antivirus software package does for files that
enter a system: It inspects the contents of network traftic to look for and deflect possible attacks,
just as an antivirus software package inspects the contents of incoming files, e-mail attachments,
active Web content, and so forth to look for virus signatures (patterns that match known mal-
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ware) or for possible malicious actions (patterns of behavior that are at least suspicious, if not
downright unacceptable).

To be more specific, intrusion detection means detecting unauthorized use of or attacks on a
system or network. An IDS is designed and used to detect and then to deflect or deter (if pos-
sible) such attacks or unauthorized use of systems, networks, and related resources. Like firewalls,
IDSs can be software based or can combine hardware and software (in the form of preinstalled
and preconfigured stand-alone IDS devices). Often, IDS software runs on the same devices or
servers where firewalls, proxies, or other boundary services operate; an IDS not running on the
same device or server where the firewall or other services are installed will monitor those devices
closely and carefully. Although such devices tend to operate at network peripheries, IDSs can
detect and deal with insider attacks as well as external attacks.

IDSs vary according to a number of criteria. By explaining those criteria, we can explain
what kinds of IDSs you are likely to encounter and how they do their jobs. First and foremost, it
is possible to distinguish IDSs by the kinds of activities, traffic, transactions, or systems they mon-
itor. IDSs can be divided into network-based, host-based, and distributed. IDSs that monitor net-
work backbones and look for attack signatures are called network-based IDSs, whereas those that
operate on hosts defend and monitor the operating and file systems for signs of intrusion and are
called host-based IDSs. Groups of IDSs functioning as remote sensors and reporting to a central
management station are known as Distributed IDS (DIDS).

In practice, most commercial environments use some combination of network, and host,
and/or application-based IDS systems to observe what is happening on the network while also
monitoring key hosts and applications more closely. IDSs can also be distinguished by their dif-
fering approaches to event analysis. Some IDSs primarily use a technique called signature detection.
This resembles the way many antivirus programs use virus signatures to recognize and block
infected files, programs, or active Web content from entering a computer system, except that it
uses a database of traffic or activity patterns related to known attacks, called attack signatures.
Indeed, signature detection is the most widely used approach in commercial IDS technology
today. Another approach is called anomaly detection. It uses rules or predefined concepts about
“normal” and “abnormal” system activity (called heuristics) to distinguish anomalies from normal
system behavior and to monitor, report on, or block anomalies as they occur. Some anomaly
detection IDSs implement user profiles. These profiles are baselines of normal activity and can be
constructed using statistical sampling, rule-base approach or neural networks.

Literally hundreds of vendors offer various forms of commercial IDS implementations.
Most eftective solutions combine network- and host-based IDS implementations. Likewise, the
majority of implementations are primarily signature based, with only limited anomaly-based
detection capabilities present in certain specific products or solutions. Finally, most modern IDSs
include some limited automatic response capabilities, but these usually concentrate on automated
traffic filtering, blocking, or disconnects as a last resort. Although some systems claim to be able
to launch counterstrikes against attacks, best practices indicate that automated identification and
backtrace facilities are the most useful aspects that such facilities provide and are therefore those
most likely to be used.

IDSs are classified by their functionality and are loosely grouped into the following three
main categories:
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®  Network-Based Intrusion Detection System (NIDS)

Host-Based Intrusion Detection System (HIDS)

Distributed Intrusion Detection System (DIDS)

Network IDS

The NIDS derives its name from the fact that it monitors the entire network. More accurately, it
monitors an entire network segment. Normally, a computer network interface card (NIC) oper-
ates in nonpromiscuous mode. In this mode of operation, only packets destined for the NICs
specific media access control (MAC) address are forwarded up the stack for analysis. The NIDS
must operate in promiscuous mode to monitor network traffic not destined for its own MAC
address. In promiscuous mode, the NIDS can eavesdrop on all communications on the network
segment. Operation in promiscuous mode is necessary to protect your network. However, in view
of emerging privacy regulations, monitoring network communications is a responsibility that
must be considered carefully.

In Figure 4.1, we see a network using three NIDS. The units have been placed on strategic
network segments and can monitor network traftic for all devices on the segment. This configu-
ration represents a standard perimeter security network topology where the screened subnets on
the DMZ housing the public servers are protected by NIDSs. When a public server is compro-
mised on a screened subnet, the server can become a launching platform for additional exploits.
Careful monitoring is necessary to prevent further damage.

The internal host systems inside the firewall are protected by an additional NIDS to mitigate
exposure to internal compromise. The use of multiple NIDS within a network is an example of a
defense-in-depth security architecture.

Figure 4.1 NIDS Network
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Host-Based IDS

HIDS differ from NIDS in two ways. HIDS protects only the host system on which it resides,
and its network card operates in nonpromiscuous mode. Nonpromiscuous mode of operation can
be an advantage in some cases, because not all NICs are capable of promiscuous mode. In addi-
tion, promiscuous mode can be CPU intensive for a slow host machine. HIDS can be run
directly on the firewall as well, to help keep the firewall secure.

Another advantage of HIDS is the ability to tailor the ruleset to a specific need. For example,
there is no need to interrogate multiple rules designed to detect DNS exploits on a host that is
not running Domain Name Services. Consequently, the reduction in the number of pertinent
rules enhances performance and reduces processor overhead.

Figure 4.2 depicts a network using HIDS on specific servers and host computers. As previ-
ously mentioned, the ruleset for the HIDS on the mail server is customized to protect it from
mail server exploits, while the Web server rules are tailored for Web exploits. During installation,
individual host machines can be configured with a common set of rules. New rules can be
loaded periodically to account for new vulnerabilities.

Figure 4.2 HIDS Network
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The standard DIDS functions in a Manager/Probe architecture. NIDS detection sensors are
remotely located and report to a centralized management station. Attack logs are periodically
uploaded to the management station and can be stored in a central database; new attack signa-
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tures can be downloaded to the sensors on an as-needed basis. The rules for each sensor can be
tailored to meet its individual needs. Alerts can be forwarded to a messaging system located on
the management station and used to notify the IDS administrator.

In Figure 4.3, we see a DIDS system comprised of four sensors and a centralized management
station. Sensors NIDS 1 and NIDS 2 are operating in stealth promiscuous mode and are protecting
the public servers. Sensors NIDS 3 and NIDS 4 are protecting the host systems in the trusted com-
puting base. The DIDS are on the outside of the firewall, usually on the DMZ or outside.

The network transactions between sensor and manager can be on a private network, as
depicted, or the network traffic can use the existing infrastructure. When using the existing net-
work for management data, the additional security atforded by encryption, or VPN technology, is
highly recommended.

Figure 4.3 DIDS Network
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In a DIDS, complexity abounds. The scope and functionality varies greatly from manufacturer
to manufacturer, and the definition blurs accordingly. In a DIDS, the individual sensors can be
NIDS, HIDS, or a combination of both. The sensor can function in promiscuous mode or non-
promiscuous mode. However, in all cases, the DIDS’ single defining feature requires that the dis-
tributed sensors report to a centralized management station.
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What Is an Intrusion?

At the scene of a crime, one of the first tasks of the forensic evidence technician is the gathering
of fingerprints. These fingerprints can be used to determine the identity of the criminal. Just as in
criminal forensics, network forensics technicians gather fingerprints at the scene of a computer
crime. The fingerprints are extracted from the victim computer’s log and are known as signatures
or footprints. Almost all exploits have a unique signature. Let’s look at the signatures of our three:
Directory Traversal, CodeRed, and Nimda.

®  Directory Traversal footprint The Directory Traversal exploit or dot ““../” could be
used against IIS 4.0 and 5.0 if extended Unicode characters were used to represent the
“/” and “\”. For example, if a hacker entered the string in Figure 4.4 into his browser,
the contents of a directory on the victim’s computer would be displayed on the hacker’s
system. The important part of this example is the uniqueness of the pattern /..%c1.The
pattern can be used as a digital fingerprint or signature/footprint in an IDS.

Figure 4.4 Directory Traversal Footprint

http://Victim.com/scripts/..%cl%lc../winnt/system32/cmd.exe?/c+dir

m  CodeRed footprint For the CodeRed exploit, the system footprint was provided by
Advisory CA-2001-19 and stated that the CodeRed worm activity can be identified on
a machine by the presence of the entry in the Web server log files (Figure 4.5). The
tootprint of Figure 4.5 is extremely important from an intrusion detection point of
view. It represents the information necessary to detect the intrusion before it can do
damage to your network.

Figure 4.5 CodeRed Footprint

/default.ida? NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN$u9090%u6858%ucbd3%u7801%u9090%u6805%ucbd3% u7801
etc.

®  Nimda footprint The numerous footprints described in the CERT Advisory CA-
2001-26 read like a dictionary of exploits. Within Figure 4.6 are displayed a few of the
exploits delivered in its payload. When one is building an intrusion detection rule, Nimda’s
system footprints offer many signatures from which to choose. Furthermore, because the
zombie machines or hacker scripts cycle through the complete list, any entry could be
used to detect the intrusion. The most obvious one to use (from a security adminis-
trator’s point of view) is GET /scripts/root.exe. GET root.exe in an HTML request is
very suspicious, especially on a Windows machine.
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Figure 4.6 Nimda Footprint

GET /scripts/root.exe?/c+dir

GET /c/winnt/system32/cmd.exe?/c+dir

GET /d/ winnt/system32/cmd.exe?/c+dir

GET /scripts/..%5c../..%5c../winnt/system32/cmd.exe?/c+dir
GET /_mem_bin/..%5c...%5c../winnt/system32/cmd.exe?/c+dir

GET /_vti_bin/..%5c...%$5c../winnt/system32/cmd.exe?/c+dir

Why Are Intrusion
Detection Systems Important?

Everyone is familiar with the oft-used saying, “What you don’t know can’t hurt you.” However,
anyone who has ever bought a used automobile has learned, first hand, the absurdity of this state-
ment. In the world of network security, the ability to know when an intruder is engaged in
reconnaissance, or other malicious activity, can mean the difference between being compromised
and not being compromised. In addition, in some environments, what you don’t know can
directly aftfect employment—yours.

IDSs can detect ICMP and other types of network reconnaissance scans that might indicate
an impending attack. In addition, the IDS can alert the admin of a successful compromise, which
allows him the opportunity to implement mitigating actions before further damage is caused.

IDSs provide the security administrator with a window into the inner workings of the net-
work, analogous to an x-ray or a blood test in the medical field. The ability to analyze the
internal network traffic and to determine the existence of network viruses and worms is not alto-
gether difterent from techniques used by the medical profession. The similarity of network viruses
and worms to their biological counterparts has resulted in their medical monikers. IDSs provide
the microscope necessary to detect these invaders. Without the aid of intrusion detection, a secu-
rity administrator is vulnerable to exploits and will become aware of the presence of exploits only
after a system crashes or a database is corrupted.

Why Are Attackers Interested in Me?

“The Attack of the Zombies”—sounds a lot like an old B-grade movie, doesn’t it? Unfortunately,
in this case, it is not cinema magic. Zombie attacks are real and cost corporations and consumers
billions. Zombies are computerized soldiers under the control of nefarious hackers, and in the
process of performing distributed denial-of-service (DDoS) attacks, they blindly carry out the
will of their masters.

In February 2000, a major DDoS attack blocked access to eBay, Amazon.com, AOL-
TimeWarner, CNN, Dell Computers, Excite, Yahoo!, and other e-commerce giants. The damage
done by this DDoS ranged from slowdown to complete system outages. The U.S. Attorney
General instructed the FBI to launch a criminal investigation. This historical attack was perpe-
trated by a large group of compromised computers operating in concert.
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The lesson to be learned from this event is that no network is too small to be left unpro-
tected. If a hacker can use your computer, he will. The main purpose of the CodeRed exploit
was to perform a DDoS on the White House Web site. It failed, due only to the author’s over-
sight in using a hard-coded IP address instead of Domain Name Services. The exploit compro-
mised over a million computers, ranging from corporate networks to home users.

In light of the recent virus activity, the growth of the information security industry, and
taking into account government-sponsored hacking, the use of an IDS such can prove crucial in
the protection of the world’s network infrastructure.

Where Does an IDS Fit with
the Rest of My Security Plan?

IDSs are a great addition to a network’s defense-in-depth architecture. They can be used to identity
vulnerabilities and weaknesses in your perimeter protection devices; for example, firewalls and
routers. The firewall rules and router access lists can be verified regularly for functionality. In the
event these devices are reconfigured, the IDS can provide auditing for change management control.

IDS logs can be used to enforce security policy and are a great source of forensic evidence.
Inline IDSs can halt active attacks on your network while alerting administrators to their presence.

Properly placed IDSs can alert you to the presence of internal attacks. Industry analysis of
percentages varies. However, the consensus is that the majority of attacks occur from within.

An IDS can detect failed administrator login attempts and recognize password-guessing pro-
grams. Configured with the proper ruleset, it can monitor critical application access and immedi-
ately notify the system administrator of possible breaches in security.

Doesn’t My Firewall Serve as an IDS?

At this point, you may hazard the question, “doesn’t my firewall serve as an IDS?” Absolutely
Not! Having said that, we shall try to stop the deluge of scorn from firewall administrators who
might take exception to the statement. Admittedly, a firewall can be configured to detect certain
types of intrusions, such as an attempt to access the Trojan backdoor SubSeven’s port 27374. In
addition, it could be configured to generate an alert for any attempt to penetrate your network.
In the strictest sense this would be an IDS function.

However, it 1s asking enough of the technology to simply determine what should and
shouldn’t be allowed into or out of your network without expecting it to analyze the internal
contents of every packet. Even a proxy firewall is not designed to examine the contents of all
packets; the function would be enormously CPU intensive. Nevertheless, a firewall should be an
integral part of your defense-in-depth, with its main function being a gatekeeper and a filter (see

Table 4.1).
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Table 4.1 Comparing Firewalls and IDS

Functionality Firewall IDS
Detects unauthorized and malicious access by a computer Yes Yes
Uses signatures to identify malicious intrusions No Yes
Defines borders on a trusted network from an untrusted Yes No
network

Enforces Network Security Policies Yes Yes
Can detect failed administrator login attempts and recognize No Yes
password-guessing programs

Used to identify vulnerabilities and weaknesses in your No Yes
perimeter protection

Defines network traffic flow Yes No
Detects Trojan horses and Backdoors No Yes

Firewalls and IDS do both enforce network policy, but how they implement it is completely
different. An IDS is a reconnaissance system: It collects information and will notify you of what
it’s found. An IDS can find any type of packet it’s designed to find by a defined signature.

A firewall, on the other hand, is a like a dragon protecting the castle. It keeps out the
untrusted network traftic, and only allows in what it has defined as being acceptable. For
example, if an attacker has managed to compromise a Web server and uses it to store contraband
(for example, pornographic materials, pirated software), your firewall will not detect this.
However, if your Web server is being used for inappropriate content, this can be discovered
through your IDS.

Both firewall logs and IDS logs can provide you with information to help with computer
forensics or any incident handling efforts. If a system is compromised, you will have some logs
on what has been going on—through both the firewall and the IDS.

‘What makes an IDS necessary for a defense in depth is that it can be used to identity vulner-
abilities and weaknesses in your perimeter protection devices; in other words, firewalls and
routers. Firewall rules and router access lists can be verified regularly for functionality. You can set
up various IDS signatures to test your firewall to make sure it’s not letting some undesired net-
work traffic through the filter. This is covered in greater detail in Part VI of this book.

Where Else Should | Be Looking for Intrusions?

When computers that have been otherwise stable and functioning properly begin to perform
erratically and periodically hang or show the Blue Screen of Death, a watchful security adminis-
trator should consider the possibility of a buffer overflow attack.

Bufter overflow attacks represent a large percentage of today’s computer exploits. Failure of
programmers to check input code has led to some of the most destructive and costly vulnerabili-
ties to date.

Exploits that are designed to overflow bufters are usually operating system (OS) and applica-
tion software specific. Without going into detail, the input to the application software is manipu-
lated in such a manner as to cause a system error or “smash the stack” as it is referred to by some
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security professionals. At this point in the exploit, malicious code is inserted into the computer’s
process stack and the hacker gains control of the system.

In some cases, for the exploit to be successful, the payload, or malicious code, must access OS
functions located at specific memory addresses. If the application is running on an OS other than
that for which the exploit was designed, the results of overflowing the bufter will be simply a
system crash and not a compromise; the system will appear to be unstable with frequent resets.
Interestingly, in this situation the definition of the exploit changes from a system compromise to a
DoS attack.

IDSs can alert you to buffer overflow attacks. Snort has a large arsenal of rules designed to
detect these attacks; the following are just a few:

®  Red Hat lprd overflow
®  Linux samba overflow
m  IMAP login overflow

®  Linux mountd overflow

Backdoors and Trojans

Backdoors and Trojans come in many flavors. However, they all have one thing in common—they
are remote control programs. Some are malicious code designed to “zombiefy” your computer,
drafting it into a hacker’s army for further exploits. Others are designed to eavesdrop on your
keystrokes and send your most private data to their authors. Programs such as Netbus, SubSeven,
and BOZ2k are designed to perform these tasks with minimal training on the part of the hacker.

Remote control programs can have legitimate purposes, such as remote system administration.
PCAnywhere, Citrix, and VNC are examples of commercial and free remote control programs.
However, it should be pointed out that commercial products, in the hands of hackers, could just as
easily be used for compromise. The legitimate use of these tools should be monitored, especially in
sensitive environments.

Snort has many rules to aid the security administrator in detecting unauthorized use of these
programs.

Case Study:'The Unpatriotic Computer

Being alerted when an attempt to compromise your network is taking place provides valuable
information. Such information allows you to take proactive steps to mitigate vulnerabilities, and
then to take steps to secure your perimeter from further attempts. Equally valuable information,
and perhaps even more important, is confirmation that you have been compromised. In other
words, while the knowledge of an attempt might be useful, the knowledge of a successful com-
promise is crucial.

In the early hours of the CodeRed attack, the information available to construct an attack
signature was sketchy. The global Internet community was reeling from the sheer volume of
attacks and trying to cope with the network destruction. During those initial hours, we became
aware of the intent of CodeRed. One of its main purposes was to perform a DoS attack on the
White House Web site. Thousands of computer zombies operating in concert would have flooded
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www.whitehouse.gov with 410MDB of data every four and a half hours per instance of the worm.
The amount of data would quickly have overwhelmed the government computer and rendered it
useless.

Armed with this knowledge, at our site we immediately built an attack signature using the
White House’s IP address of 198.137.240.91 and configured Snort to monitor the egress to the
Internet. Any attempt to access this address would generate an alert, plus the log provided us with
the source address of the attacking computer. Essentially, what we accomplished was a method of
remotely detecting the presence of compromised systems on our internal network.

The author of CodeRed hard-coded the Internet address into the payload, thereby allowing
the White House networking administrators to simply change the Internet address and thwart the
attack. We continued to use our signature that was built on the old IP address and it proved to be
invaluable on many occasions, alerting us to newly compromised systems.

What Else Can Be Done with Intrusion Detection?

The name “Intrusion Detection System” conjures up a vision of a device that sits on the
perimeter of your network alerting you to the presence of intruders. While this is a valid applica-
tion, it is by no means the only one. IDS can also play an important role in a defense-in-depth
architecture by protecting internal assets, in addition to acting as a perimeter defense. Many
internal functions of your network can be monitored for security and compliance.

In this section, we look at various internal IDS applications and reveal how an IDS can be
used to protect your most valuable resources.

Monitoring Database Access

When pondering the selection of a candidate for the “Crown Jewels” of a company, there is no
better choice than the company’s database. Many times, an organization’s most valuable assets are
stored in that database. Consider the importance of data to a pharmaceutical research company or
to a high-tech software developer. Think the unthinkable—the theft of the U.S. military’s launch
codes for the nation’s Intercontinental Ballistic Missile System. The importance of data confiden-
tially, integrity, and availability in such situations cannot be stressed strongly enough.

Admittedly, database servers are usually located deep within a network and are only accessible
by internal resources. However, if one considers the FBI’s statistics for internal compromise, this
location is not as safe as one might assume. A NIDS, when properly configured on the same seg-
ment with your database server, can go a long way in preventing internal compromise.

Snort includes a comprehensive ruleset designed to protect from database exploits. The fol-
lowing are a few examples:

®  ORACLE drop table attempt

m  ORACLE EXECUTE_SYSTEM attempt
B MYSQL root login attempt

B MYSQL show databases attempt
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Monitoring DNS Functions

What’s in a2 name? For our discussion, the important question is, “What’s in a name server?” The
answer is, “Your network’s configuration.” The entries in your domain name server might include
internal network component names, IP addresses, and other private information about your net-
work. The only information a hacker requires to map your network can be gleaned from a DNS
zone transfer. The first step in a DNS reconnaissance probe is to determine the version of your
DNS server. An IDS detects this intrusion by invoking the rule “DNS Name Version Attempt.”
The second step in the exploit will be detected by the rule “DNS Zone Transfer Attempt.”

IDSs placed at key locations within your network can guard against DNS exploits. An IDS
offers many rules to protect your namespace.

E-Mail Server Protection

When taking into account e-mail protection, we often resort to e-mail virus-scanning software to
mitigate exposure. These programs have matured over the years and have become a formidable
defense against attacks stemming from e-mail. Snort has many rules that can detect e-mail viruses
such as the QAZ worm, NAVIDAD worm, and the newest versions of the ExploreZip. In
response to a brand new threat or a revision of an existing virus, Snort rules can be modified
immediately. Viruses are often in the wild for a considerable amount of time before virus-scan-
ning companies respond with updates; this delay can prove to be a costly one.

In addition, one should develop a comprehensive approach to e-mail security by considering
the possibility of an attack on the server itself. Snort has the ability to detect viral e-mail content
while simultaneously protecting the e-mail server from attack. It is this added functionality that
makes Snort stand out. An IDS can be configured to detect and block e-mail bombers, as well as
other exploits that might disable your e-mail services.

Using an IDS to Monitor My Company Policy

In today’s litigious society, given the enormous legal interest in subjects such as downstream liti-
gation and intellectual property rights, it would be prudent to consider monitoring for compli-
ance with your company’s security policy. Major motion picture companies have employed law
firms specializing in Internet theft of intellectual property. Recently, many companies were sued
because their employees illegally downloaded the motion picture Spiderman. Some of the
employees involved were not aware that their computers were taking part in a crime.
Nevertheless, the fines for damages were stift—up to $100,000 in some cases.

Many file-sharing programs, such as Kazaa and Gnutella, are often used to share content that
1s federally prohibited. Computers are networked with computers in other countries that have
differing laws. In the United States, the possession of child pornography is a federal offense. One
is liable under the law simply for possessing it and can be held accountable whether one deliber-
ately downloaded the content or not.
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Summary

IDSs can serve many purposes in a defense-in-depth architecture. In addition to identifying
attacks and suspicious activity, you can use IDS data to identify security vulnerabilities and weak-
nesses. IDSs work well with firewall, either as a complement to the firewall, or directly in con-
junction with it.

IDSs can enforce security policy. For example, if your security policy prohibits the use of file-
sharing applications such as KaZaA, Gnutella, or messaging services such as Internet Relay Chat
(IRC) or Instant Messenger, you could configure your IDS to detect and report this breach of
policy.

IDSs are an invaluable source of evidence. Logs from an IDS can become an important part
of computer forensics and incident-handling efforts. Detection systems are used to detect insider
attacks by monitoring outbound traffic from Trojans or tunneling and can be used as incident
management tools to track an attack.

A NIDS can be used to record and correlate malicious network activities. The NIDS is
stealthy and can be implemented to passively monitor or to react to an intrusion.

The HIDS plays a vital role in a defense-in-depth posture; it represents the last bastion of
hope in an attack. If the attacker has bypassed all of the perimeter defenses, the HIDS might be
the only thing preventing total compromise. The HIDS resides on the host machine and is
responsible for packet inspection to and from that host only. It can monitor encrypted traffic at
the host level, and is useful for correlating attacks that are detected by different network sensors.
Used in this manner it can determine whether the attack was successful. The logs from an HIDS
are a vital resource in reconstructing an attack or determining the severity of an incident.
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Introduction

Over the years, the open source community has excelled in creating firewall software that is ide-
ally suited for networks of any size. Linux natively supports the ability to route and/or filter
packets. Modern Linux systems use either Ipchains or Iptables to do this.

Iptables supports Linux kernel 2.4 and higher (it was first implemented in Linux kernel 2.3).
For those still using Linux kernel 2.2, use Ipchains instead. The Iptables package supports packet
masquerading and filtering functionality as found in the 2.3 kernel and later. This functionality is
known as netfilter, which is what Iptables is based on. Therefore, in order to use Iptables, you must
recompile the kernel so that netfilter is installed, and you must also install the Iptables package.
This is found by clicking Networking Options | IP: NetFilter Configuration.

NoTE

Ipfwadm is the precursor to both Ipchains and Iptables. Because it is used in older Linux
kernels, this chapter does not consider it.

Depending on your kernel version, you can use these applications to configure your Linux
system to act as a router, which means that it ensures that packets are sent from one network to
another. At this level, a Linux router does not examine or filter any traffic. It simply ensures that
all traffic addressed to a remote network gets sent to it.

Ipchains and Iptables also allow you to configure your Linux router to masquerade traffic (in
other words, to rewrite IP headers so that a packet appears to originate from a certain host), or to
examine and block traffic. It is even possible to configure your Linux router to do both. The
practice of examining and blocking traffic is often called packet filtering. In this chapter, you will
learn how to invoke packet filtering on your Linux system.

A packet filter works at the network layer of the Open System Interconnection Reference
Model (OSI/RM). Daemons such as Squid (www.squid-cache.org) also allow you to examine
and block traffic. However, Squid is not a packet filter; it is a proxy server that is designed to
operate at the application layer of the OSI/RM. The primary difference between a packet fil-
tering router (for example, one created by using Ipchains or Iptables) and a proxy server (for
example, one enabled by Squid) is that a packet filtering router does not inspect network packets
as deeply as a proxy server does.

However, proxy servers require more system resources in order to process network packets. As
a result, a proxy server can sometimes be slow when honoring requests, especially if the machine
is not powerful enough. This is why packet filters and proxy servers are both necessary in a net-
work: one (the packet filter) blocks and filters the majority of network traftic, and the proxy
server inspects only certain traffic types.

In this chapter, you will learn how to configure a system as a simple router and how to
implement complex packet filtering so that you can protect your network from various attacks.
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Understanding the Need for a Firewall

Regardless of whether you are implementing a packet filter or a proxy server, a firewall provides

several services. The most essential Linux firewall functions include:

IP address conservation and traffic forwarding Many firewalls first act as routers so
that diftferent networks (the 192.168.1.1/24 and 10.100.100.0/24 networks) can commu-
nicate with each other. Many network administrators use only this function to help create
additional subnets. This feature is included as a firewall element simply because it is
accomplished using either Ipchains or Iptables. Thus, anyone with only one IP address can
create a local area network (LAN) or wide area network (WAN) that has full access to the
Internet. You should understand, however, that a firewall does not necessarily have to pro-
vide Network Address Translation (NAT). Still, many firewalls (including those provided
by Linux and Ipchains/Iptables) allow you to choose this feature.

Network differentiation A firewall is the primary means of creating a boundary
between your network and any other network. Because it creates a clear distinction
between networks, a firewall helps you manage traffic. A firewall does not necessarily need
to be deployed between a trusted, private network and the Internet. Many times, a firewall
is deployed within a company network to further differentiate certain company divisions
(such as research and development or accounting) from the rest of the network.

Protection against denial-of-service (DoS), scanning, and sniffing attacks A
firewall acts as a single point that monitors incoming and outgoing traffic. It is possible
for this firewall to limit any traffic you choose.

IP and port filtering The ability to allow or reject a connection based on IP address
and port. Such filtering is likely the most understood function of a firewall. Generally,
this type of filtering is usually accomplished by packet filters (in other words, Linux sys-
tems that use either Ipchains or Iptables). Packet filtering can become quite complex,
because you must always consider that traffic can be filtered according to the source of
the packet, as well as the packet’s destination. For example, a packet filter can block
traftic to your network if it originates from a particular IP address and port.

Content filtering Proxy servers are generally the only types of firewall that manages
and controls traftic by inspecting URL and page content. If configured properly, a
proxy-oriented firewall can identify and block content that you consider objectionable.

Packet redirection Sometimes, it is necessary for a firewall to send traftic to another
port or another host altogether. For example, suppose you have installed Squid proxy
server on a separate host than your firewall. It is likely that you will want to have your
firewall automatically forward all traftic sent to ports 80 and 443 (the standard HTTP
and HTTPS ports) to your proxy server for additional processing.

Enhanced authentication and encryption A firewall has the ability to authenticate
users, and encrypt transmissions between itself and the firewall of another network.
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m  Supplemented logging One of the most important—although commonly ignored—
benefits of a firewall is that it allows you to examine all details about network packets
that pass through it. You can learn, for example, about port scans and various connec-
tions to your system.

Building a Personal Firewall

It is possible to use Iptables or Ipchains on a standard client system. A personal firewall can be
helptul in the following situations:

B You have only one system directly connected to the Internet, and don’t want to create a
router or a firewall as an intervening host.

B You want to log all blocked (or even allowed) traffic, and then read the entries in the
/var/log/messages file.

B You want to block certain ports, such as those belonging to X (177 tcp and 177 udp,
and tcp ports 6000 and 7100).

B You want to disable all pinging on the host. If you don’t want to use Iptables or
Ipchains, you can change the value of /proc/sys/net/ipv4/icmp_echo_ignore_all to 1
using

B echo “1” > /proc/sys/net/ipv4/icmp_echo_ignore_all.

When it comes to building any type of firewall, it is important to consider your own situa-
tion. The commands you learn in the next section will help you implement the proper solution.

Understanding Packet Filtering Terminology

Generally, whenever a packet passes through a firewall, it is compared to its rules. If a packet
matches a rule, then the firewall processes the packet.

Whenever a packet enters a chain in Ipchains, it must pass all the way through before the kernel
allows it to pass on to the operating system, or pass through to another host. Iptables uses a similar
principle, except that it allows you to create specific tables that can be either processed or ignored,
making the packet-filtering process quicker and more efficient. Iptables will likely become the stan-
dard for some time. Now that you understand some of the basic firewall terms, it is time to learn
more about the most common uses of a Linux system in regard to routing and firewalling.

Many times, a router can be a completely separate host from the firewall. This is especially the
case in medium to large networks, where it is necessary to balance the load between the two.
However, routers commonly have features that allow you to program them as a packet filter. Linux
is a particularly handy tool because it allows you to do both simple routing and packet filtering.

NoTE

Ipchains gets its name from the fact that it connects each of its rules in an order, much
like connecting links in a chain.
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Choosing a Linux Firewall Machine

Contrary to what you may think, a firewall does not necessarily have to be the most powerful
system on your network. It should, however, be a dedicated host, which means that you should
not run any other services. The last thing you want to do is configure your firewall to also be a
Samba server or print server. Additional services may cause a performance drain, and may open
up vulnerabilities as well.

Ideally, a small network would be well served by a typical Pentium III or Pentium IV system
with 128MB of RAM and a 500MHz processor. Depending on the amount of traffic the net-
work generates, however, you could get by with a much less powerful system. It is not
uncommon to see a network with 25 systems accessing the Internet using a Linux router that is
no more powerful than a low-end 300MHz system. A good NIC is vital for firewalls and routers.

Larger businesses, say, those with demands for Web surfing, e-mail retrieval, and additional
protocols, may require a more powerful system. Considerations for more powerful systems might
include:

B A 1GHZ processor.
B At least 256MB of RAM (512MB of RAM or more may be preferable).

®  Quality network interfaces and 1/O cards, and possibly RAID 0 for faster data pro-
cessing. RAID 0 does not provide data redundancy. It does, however, provide you with
faster read/write time, which is helpful in regard to a firewall. Although a firewall does
not store data as would a database application server, fast I/O is important, because you
want the machine to process data as quickly as possible. Fast I/O 1is especially important
if you plan to log extensive amounts of data.

®m  SCSI hard drives. SCSI systems tend to be faster and longer lasting than their IDE
counterparts, thus allowing you a more powerful firewall.

Protecting the Firewall

One of the benefits of having a firewall is that it provides a single point that processes incoming
and outgoing traftic. However, consider that a firewall can also provide a central point of attack or
failure. A firewall does inform a hacker that a series of networks does exist behind it. If a hacker is
able to defeat this one firewall, the entire network would be open to attack. Furthermore, if a
hacker were able to somehow disable this host, the entire network would be denied all Internet
services. It is important, therefore, that you take measures to protect your firewall. Consider the
following options:

B Limit router and firewall access to interactive login only, and physically secure the
system. This way, your firewall is much less susceptible to remote attack. It is still pos-
sible, however, that problems in the kernel (for example, bufter overflows and other pro-
gramming problems) may occur. Such problems can lead to compromise of the system,
even if you have no other services running.
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If remote access is necessary, access the firewall only via Secure Shell (SSH) or Stunnel,
properly configured to use public keys to authenticate. Although SSH is not immune to
security threats, it is one of the most popular and secure remote administration tools for
Linux firewalls. Stunnel is also another viable option.You can get Stunnel from
www.stunnel.org.

Create a backup host: If your host crashes due to an attack, or simply because of a hard
drive failure, you should have an identical system available as a replacement. If that is not
possible, make sure you have a copy of the kernel configuration, the Iptables configura-
tion, and most everything in the /etc directory.

Monitor the host: Use an IDS application to listen in on connections made to your
router. Usually, installing an IDS application on a separate host on the network is best.
This is called passive monitoring, because the remote host does not consume the system
resources of the firewall. The IDS application can, for example, send a random ping to
the firewall to test whether it is up, and can then inform you if the host is down.
Consider using an application such as Cheops, for example.

Watch for bug reports concerning Ipchains, Iptables, the Linux kernel, and any applica-
tions such as SSH that you have installed. Keeping current about such changes can help
you quickly upgrade your system in case a problem is discovered.

Deploying IP Forwarding and Masquerading

IP forwarding is the ability for a Linux system to act as a router. Packets enter the Linux kernel,

and are then processed by the operating system. Follow these steps to make your Linux operating

system act as a simple IP forwarder:

1.

Install at least two NICs into your system. This is necessary, because your Linux system
will then be able to service two different networks. You must, of course, have all of the
required cables and hubs to allow systems to use all of the available network hosts.

Issue the following command at a terminal:

echo "1" > /proc/sys/net/ipv4d/ip_forward

This command enables IP forwarding on your Linux router. Entering the preceding
command into some sort of file that runs whenever the system boots up. This way, if
you restart your system, [P forwarding will be enabled by default. You can create your
own file, or you can enter it at the bottom of the /etc/rc.d/rclocal file.

You can verify whether your system is acting as a router (in other words, IP forwarder)

by issuing the following command:

cat /proc/sys/net/ipv4d/ip_forward
1

host #
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4. It it reads 1, then your system is now acting as a router. A value of 0 means that your

Linux system is not routing.

The main thing to remember is that a Linux system with simple IP forwarding enabled can
route any network address to another. If you are allotted a range of IP addresses from a local or
regional Internet registry, you can use a multthomed Linux system to route this set of addresses to
another network. For example, if you are allotted the 128.187.22.0/24 block of IP addresses, you
can use a Linux router to route this network to the 221.9.3.0 network, or to any other.

However, Internet routers will not forward traftic from private IP addresses (in other words,
any network address of 10.0.0.0/8, 172.16.0.0/12, or 192.168.0.0/16). Figure 5.1, for example,
shows how traftic from the 10.1.2.0 network and the 192.168.1.0 network can reach all net-
works, including the 128.187.22.0 network. However, only traffic from the 128.187.22.0 can

reach the Internet.

Figure 5.1 A Linux System Configured as a Forwarding Router
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Figure 5.1 shows that traftic from the 10.1.2.0 and 192.168.1.0 networks cannot reach hosts
across the Internet, only because the Internet routers will simply drop the traffic. To allow private
network addresses to reach the Internet, you need to invoke Ipchains/Iptables-based IP mas-

querading. However, you have at least two solutions available to you:
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®  Place a proxy server on the network that has at least two NICs This proxy
server can be configured to accept requests from the internal network and forward them
to the outside network. The first NIC must be internal, because it will receive traffic
passing from inside the network. The second NIC must be external, and will pass
internal traffic to the outside world, and will also receive outside traffic so that it can be
routed to the internal network. Another way of explaining this concept is that the proxy
server receives egress traffic (in other words, traftic passing outside of the private IP
address networks) and uses an Internet-routable IP address to forward the packets. The
proxy server can also receive ingress traffic and translate it so that internal systems can
receive it. This option requires the use of an additional software daemon, such as Squid.

®  Enable IP masquerading In a Linux router, you can use either Ipchains or Iptables
to forward and/or alter the IP headers of packets originating from private IP address
networks to pass through Internet routers. Both Ipchains and Iptables do this by pro-
cessing IP packets through the Linux kernel. As long as the client hosts are configured
to use your Linux router as their default gateway, the clients will be able to access any
and all Internet services, including ping, traceroute, Telnet, FTP, e-mail (SMTP and
POP3), and Web client traffic (ports 80 and 443). This is because the Linux system
“mangles” the packets to make them appear as if they originated from a legitimate IP
address, and then sends them on their way. You should note that this option is not neces-
sarily secure—IP masquerading leaves all client hosts wide open to attack. If a hacker
can attach to your Linux router using Telnet, for example, he or she can then directly
access your systems. You will learn about how you can use Ipchains and Iptables to
create firewall rules shortly.

We will focus on the second option: Enable IP masquerading.

Masquerading

Masquerading is when your Linux system rewrites the IP headers of a network packet so that the
packet appears to originate from a difterent host. Once the IP header has been rewritten to a
nonprivate IP address, it can then be rerouted over the Internet. The practice of rewriting IP
packets is colloquially known as packet mangling, because it alters the contents of the packet.
Masquerading is useful because you can use it to invoke NAT, where one IP address can stand in
tor several.

As shown in Figure 5.2, masquerading allows the Linux-based system to translate the 10.1.2.0
network in to the Internet-addressable IP address of 66.1.5.0.
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Figure 5.2 Masquerading the 10.1.2.0 Network as the 66.1.5.1 IP Address
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Once the private network of 10.1.2.0 is masqueraded as the IP address of 66.1.5.1, all hosts
on this network can access the Internet. Depending on the subnet mask used for the 10.1.2.0
network, this means that hundreds and perhaps even thousands of client hosts can be masquer-
aded under this one IP address.

Translating the private to routable Internet address is accomplished by a database stored on
the Ipchains/Iptables-based Linux router. The Linux masquerading router keeps this database so
that it knows how to “untranslate,” as it were, the packets that have been mangled so that they
can then be addressed to the local, private network. This process occurs very quickly, although it
1s important that you have the proper amount of system power to enable the translation database
to do its jobs.

Simple masquerading leaves the network “wide open,” meaning that anyone who enters your
firewall or router as a default gateway can have full access to all attached networks. Packet fil-
tering is the answer to locking down access to your network.You can learn more about mas-
querading by reading the NAT-HOWTO file, which can be found at
www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html.

NoTE

Ipchains-based NAT is not compatible with Microsoft Point-to-Point Tunneling Protocol
(PPTP) VPN clients. Not surprisingly, Microsoft did not follow RFC-defined standards. Not
only did they not follow RFCs, but their PPTP is also plagued by a number of design vul-
nerabilities that affect security. You can, if you want, find workarounds to provide IPsec
and VPN support between your Linux system and Microsoft VPN-enabled systems at
www.impsec.org/linux/masquerade/ip_masq_vpn.html.
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Configuring Your Firewall
to Filter Network Packets

Creating packet-filtering rules can become somewhat involved, mainly because you have to spend
a great deal of time determining the source and destination IP addresses and ports. You also need
to be familiar with how connections are made, managed, and ended. However, there are some
simple rules that can help you create a packet filter as soon as possible. As far as outgoing traftic is
concerned, you should take the following steps:

1. Configure your Linux firewall to deny all outgoing traffic unless explicitly allowed. This
means that your firewall will deny all services to your end users, unless you allow it by
creating a rule allowing a specific traffic type.

2. Configure your firewall to allow your internal network to use ports over 1023. Most
network clients use these ports to establish connections to network services.

3. Identify the ports of your services to which you want to allow access. If, for example,
you want to allow end users to access the Web, you must create a rule allowing all local
network hosts to access all remote systems at ports 80 and 443. Likewise, if you want
your local clients to use remote POP3 servers, you will have to allow local hosts to use
access remote systems at port 110.

As far as incoming traffic is concerned, you have many options. Many systems administrators
want to create a firewall that forbids all incoming trattic, except for the TCP and UDP packets
necessary when building up and tearing down a network connection. For example, if you want
to allow internal clients to allow access to the Web, you will need to allow remote hosts to make
connections to your firewall. This involves allowing remote hosts to open their local ports above
1023 to access your systems at ports above 1023. Therefore, you should take the following steps:

1. Configure your firewall to prohibit all incoming traffic from accessing any services
below port 1023. The most secure firewall will not allow any connections to these ports.

2. Forbid all incoming traffic unless it is part of an already established session. In Ipchains,
the -y option will do this. In Iptables, you would use the —SYN option. Each of these
options will have the firewall match and discard any incoming packet with the SYN bit
set. All other packets with the FIN or ACK bit set will be allowed, because the firewall
assumes that these packets are part of an already established session (for example, an
internal user is closing an SMTP or POP3 session with a remote host on the Internet).
If you do not add this rule, then it is easier for malicious users to get around your fire-
wall.

3. Disable all incoming ICMP traffic to protect yourself against DoS attacks. This step is
optional, of course, because disabling this feature often makes network troubleshooting
quite difticult.

4. Disable all forwarding except for networks that require it. The Ipchains and Iptables com-
mands allow you to masquerade private IP networks. You want to, however, masquerade
only certain networks.

5. To enable logging, use the -/ option in Ipchains, or the -j LOG farget in Iptables.
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Customized Packet Filtering

Your firewall configuration needs will be specific to your situation.You need to consider the
design of your network, and the services you need to provide. If, for example, you want to allow
remote clients to access certain internal hosts, such as a Web server, you can place the Web server
outside the firewall, or you can allow incoming traffic to access port 80. Consider, however, that if
you place your Web server behind your firewall, you will have to ensure that this request is then
forwarded to a specific internal host. Later in this chapter, you will see how you can manipulate
the default INPUT, FORWARD, and OUTPUT chains using Ipchains and Iptables.

It is common practice to use packet filtering to block the following:

®  Incoming and outgoing ICMP packets
m Access to remote POP3 servers
m  Access to remote SMTP servers

B Access to the Web, or to certain sites (unproductive or offensive sites)

B Access to additional remote TCP/IP services, such as Telnet, FTP, finger, and so forth

Configuring the Kernel

Most Linux operating systems, such as Red Hat, Slackware, SuSE, and Caldera, support IP for-
warding, masquerading, and firewalling by default. However, you may have to reconfigure your
kernel in order to provide full functionality. When recompiling the kernel, choose the Network
packet filtering (replaces Ipchains) option in the Networking section. In the 2.2 and earlier
kernels, check the following Networking options:

®  Network firewalls

®  TCP/IP networking

B [P accounting

Packet Accounting

Packet accounting is the ability to summarize protocol usage on an IP network. For example, you
can use this feature to list the amount of TCP, ICMP, and IP traffic that passes through your
interfaces. Once you have recompiled the kernel and restarted your system, find out if the fol-
lowing file is present in the /proc virtual file system:

/proc/net/ip_acct
If the file exists, then your kernel supports IP accounting, in addition to all other features. Of

course, you may want to check to see if this file exists before taking the time to recompile the
kernel.

137

Www.syngress.com



138

Part Il ¢ Solaris & Linux Firewalls

Understanding Tables
and Chains in a Linux Firewall

Iptables derives its name from the three default tables it uses, which are listed in Table 5.2. Each
interface on your system can have its packets managed and modified by the chains contained in
each of these tables.

Table 5.1 Default Tables and Chains

Table Name Default Chains Description

Filter INPUT Enables you to filter out packets.
FORWARD
OUTPUT

Nat PREROUTING Enables masquerading.
OUTPUT
POSTROUTING

Mangle PREROUTING Allows you to further “mangle” packets by
OUTPUT changing their contents. This feature, for

example, allows you to shape packets so that
they are ready for certain VPN clients, such as
Microsoft PPTP.

Iptables is an extension of Ipchains, because Iptables adds the nat and mangle tables. Ipchains
uses only the three chains listed in the filter table in Table 5.1.Thus, with Ipchains, you have
access to only the INPUT, FORWARD, and OUTPUT options. If you want to masquerade
using Ipchains, you will use the —masquerading option for the FORWARD chain. In Iptables, if
you want to filter out packets using, you will use the filter table, and if you want to masquerade
packets, you will use the nat table. In Iptables, if you do not specify a table, it will default to the
filter table. Now that you understand tables, it is important to understand the specific chains.

A chain is a series of actions to take on a packet. Whenever you use Ipchains or Iptables to
configure a firewall, the proper perspective to adopt is to view all packets from the firewall itself.
Even more specifically, you should consider all packets from the perspective of the network inter-
face, the table used, and the specific chains. For example, if you are using the filter table, each
interface on your network has three difterent default chains:

m  INPUT Contains rules that determine what will be done with all packets that enter
this specific interface (for example, eth0).

B FORWARD For the purposes of this chapter, contains rules that determine if a packet
will be masqueraded.

®  OUTPUT Contains rules that determine filtering for packets leaving the interface.

The nat and mangle tables contain two additional chain types. The PREROUTING chain
alters packets when they enter the interface. The POSTROUTING chain is used for altering
packets when they are ready to leave the host. The POSTROUTING chain is essential to mas-
querading connections.
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Built-In Targets and User-Defined Chains

Ipchains and Iptables use built-in targets to specify the destination of a packet. By far, the most
common built-in targets are DROP and ACCEPT. Table 5.2 describes each of these in detail.
(Additional targets exist. You can read about them by consulting the Ipchains or Iptables man page.)

Table 5.2 Common Ipchains and Iptables Targets

Target Description
DROP The packet is immediately discarded. The target of REJECT is also used.
ACCEPT Allows the packet to pass through the rest of the chain. By default, all

default chains are configured to allow any and all connections.

User-defined chains are often useful if you want to create a large number of rule entries, but
do not want a chain to become too long. Chains that become too long can slow down the
packet, and are difficult to read and organize. The following is a sequence where a user defined
chain is created, modified, and then invoked:

ipchains -N custom
ipchains -A custom -s 0/0 -d 0/0 -p icmp -j REJECT

ipchains -A input -s 0/0 -d 0/0 -j custom

This is a trivial example, of course. The —A option “appends” a rule, meaning that it is placed
at the beginning of a chain. The —I option adds the rule to the end of a chain. The user-defined
rule of james is created, and then a rule dropping all ICMP packets is added to this custom chain.
Then, a rule is added to the default input chain that all packets are processed by the custom
chain. As a result, any and all ICMP packets will be dropped. If you were to make the mistake of
forgetting to have the input chain refer to the chain named custom, then the custom chain would
never be read.

In Iptables, the equivalent of the preceding command sequence would be very similar (it is
possible, of course, to create user-defined chains that are much more ambitious).

ipchains -N custom
ipchains -A custom -s 0/0 -d 0/0 -p icmp -j DROP

ipchains -A input -s 0/0 -d 0/0 -j custom

Iptables would look like this:

iptables -N custom
iptables -A custom -s 0/0/ -d 0/0 -protocol icmp -j DROP

iptables -A input -s 0/0 -d 0/0/ -j custom

Specifying Interfaces

If no interface is specified, the first interface (usually ethO) is assumed. If you have multiple inter-
faces, you must specify the interface you want to be added to the chain. Thus, in a multiple-NIC
system, when you use the INPUT chain to deny all ICMP traffic, you must specify the interface.
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If, for example, you have a system with two interfaces that allowed all traftic, you would have to
issue the following commands:

ipchains -A input -i eth0 -s 0/0 -d 0/0 -p icmp -j REJECT
ipchains -A input -i ethl -s 0/0 -d 0/0 -p icmp -j REJECT

Now, this system will not forward ICMP packets on either the ethO or the eth1 interface. For
Iptables, the commands would be as follows:

iptables -A INPUT -i ethO -s 0/0 -d 0/0 --protocl icmp --icmp-type
echo-reply -j REJECT

iptables -A INPUT -i ethl -s 0/0 -d 0/0 --protocl icmp --icmp-type
echo-reply -j REJECT

In both Iptables and Ipchains, the FORWARD chain allows you to specify a source and desti-
nation interface. This is because the FORWARD chain is used to masquerade connections. Thus,
the -i and -0 options allow you mark packets passing between interfaces.

Setting Policies

Both Ipchains and Iptables default to accepting all connections. The safest option is to set the
default policy to first deny all traftic. You can then create rules to explicitly allow certain traffic
types.You can change this default stance using the -P option. For example, the following Ipchains
command changes the default policy of the input chain to deny:

ipchains -P input DENY

The following command does the same thing in Iptables:

iptables -P input DROP

To reset the policy to accept, you simply use the ACCEPT target.
Listing lables and Chains

Once you generate Ipchains or Iptables rules, you can then list them. For example, the following
Ipchains command would list all chains and rules:

ipchains -L

Iptables uses the same command:
iptables -L

You can, if you want, list specific chains:
ipchains -L output

Because Iptables allows you to modify three different tables, you can also list specific tables. To
list all nat chains, you would issue the following command:

iptables -t nat -L

The following command would view only the POSTROUTING chain in the nat table:
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iptables -t nat -L POSTROUTING

Consider the following output from the -L option in Iptables:

iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

custom icmp -- anywhere anywhere

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Chain LD (0 references)

target prot opt source destination

Chain custom (1 references)
target prot opt source destination

DROP icmp -- anywhere anywhere

This output shows that the INPUT chain of the filter table contains one rule. This rule does
not block ICMP traftic. Rather, it specifies that all ICMP traffic will be handled by the custom
chain. The custom chain, listed last, does the actual dropping of all ICMP packets sent to this
host.

The following commands allow you to list all of the rules by number:

ipchains --line-numbers -L

iptables --line-numbers -L

Saving, Flushing, and Restoring Rules

Once you have created rules in Ipchains or Iptables, you can save them using the following com-
mands:

/sbin/ipchains-save

/sbin/iptables-save

These commands are helpful for two reasons. First, you can save the tables and rules to a text
file in order to study them. Second, backing up your rules is important, as it generally takes con-
siderable time to create the “perfect” firewall for your situation, and you should keep a backup in
case your firewall configuration somehow gets lost. To save your Iptables information to a text
file, for example, you would issue the following command:

/sbin/iptables-save > iptables.txt
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You should use a package later than Iptables 1.2.1a or later, because it allows you to use
the ipchains-save option. Earlier packages did not have it. Red Hat 7.1 and later have a
compatible version installed. To install the RPM package on older systems, you need to
use the —nodeps option:

rpm —ivh —nodeps iptables-1.2.1a-1.i386.rpm

To flush any existing rules, you can use the —F option:
ipchains -F

iptables -F

Used without arguments, this command will erase the contents of all rules in Ipchains, and all
rules in the filter table of Iptables. To flush a specific chain, you would issue the following com-
mand(s):

ipchains -F input

iptables -F INPUT

WARNING

Many times, the -F option is used as a safety measure in firewall scripts. When used at
the beginning of a script, it can ensure that the firewall begins its configuration from
“ground zero,"” rather than being appended to an existing firewall configuration.

When creating a firewall script, make sure that you flush all of the necessary chains
and tables. Otherwise, you may end up combining your configuration with an existing
one, which could lead to connectivity or security problems.

The -F option does not delete rules from either the nat or mangle tables in Ipchains, how-
ever. To delete information from a specific table, you have to specify the table as follows:

iptables -t nat -F
The —F function does not change a policy from DROP to ACCEPT, either.You must use the

—P option, discussed earlier.
In case you need to restore your backup information, you can use the following commands:

ipchains-restore
iptables-restore
For example, to restore the Iptables rules database using the iptables.txt file created earlier,
you would issue the following command:
/sbin/iptables-restore iptables.txt

By default, Ipchains-restore will append any restore information to any existing rules. You can
use the —f option to flush out any existing rules, if you want.
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However, the Iptables-restore command automatically erases any existing Iptables rules when-
ever it is used. However, you can use the —n option, which appends the contents of the restore
file to any existing rules.

Using Ipchains to Masquerade Connections

The Ipchains command has only one table, and three chains (INPUT, FORWARD, and
OUTPUT). Using the FORWARD chain and the MASQ target, you can masquerade any IP
address you want. Suppose, for example, that you have a router that connects the 192.168.1.0/24
network and the 10.100.100.0/24 network. Suppose further that this firewall’s ethO interface con-
tains the Internet-addressable IP address of 66.1.5.1/8.The following Ipchains command issued
on the router would enable both private-IP networks to communicate via the Internet:

ipchains -A forward -I eth0 -s 192.168.1.0/24 -j MASQUERADE

ipchains -A forward -I ethO -s 10.100.100.0/24 -3j MASQUERADE

This rule specifies that any connection from the 192.168.1.0/24 and 10.100.100.0/24 net-
works will be masqueraded as 66.1.5.1/8 on ethO. The —A option adds the rule to the forward
chain, and the —I option specifies the ethO interface. The —s option specifies the networks in
question.

This particular configuration actually exposes the network. Any remote host would be able to
use your masquerading firewall to access your host. The following additions to the FORWARD
chain of the filter table ensures that your masquerading router masquerades only for your internal
network:

ipchains -A forward -s 192.168.1.0/24 -j ACCEPT
ipchains -A forward -d 192.168.1.0/24 -j ACCEPT
ipchains -A forward -s 10.100.100.0/24 -j ACCEPT
ipchains -A forward -d4 10.100.100.0/24 -3j ACCEPT

ipchains -A forward -j DROP

Iptables Masquerading Modules

Many of the protocols you want to use on the Internet, such as FTP or RealAudio, require addi-
tional support. Iptables provides several modules that allow masqueraded clients to access these
resources. Some of these are described in Table 5.3.

Table 5.3 Ipchains Masquerading Modules

Module Description

ip_masq_ftp Module for masquerading FTP connections
ip_masq_raudio RealAudio

ip_masq_irc IRC

ip_masq_vdolive For VDO Live

ip_masq_cuseeme CU-See-Me

143

Www.syngress.com



144 Part Il * Solaris & Linux Firewalls

Enabling these options requires that you use the /shin/insmod command. For example, to
enable the ip_masq_ftp and ip_masq_raudio modules, you would issue the following command:

/sbin/insmod ip_masqg ftp

/sbin/insmod ip_masqg raudio

To automate this process, you can place these entries into a script, or into /etc/rc.local.

Using Iptables to Masquerade Connections

Using the same example of the 192.168.1.0/24 network and the 10.100.100.0/24 network con-
nected by the firewall with the IP address of 66.1.5.1/8, you would use the following command:

iptables -t nat -A POSTROUTING -d ! 192.168.1.0/22 -j MASQUERADE

iptables -t nat -A POSTROUTING -d ! 10.100.100.0/24 -j MASQUERADE

This rule is added to the nat table (-t), and is added to the POSTROUTING chain (-a). The !/
mark tells netfilter/Iptables to masquerade all packets not destined for the internal networks.
Specifically, it stipulates that if the packet is not sent to either the 192.168.1.0/22 or
10.100.100.0/24 network, then the packet needs to be modified so that it masquerades as the
66.1.5.1/8 IP address. Consequently, any packet that leaves the interface will be rewritten with
the 66.1.5.1/8 address, but packets that stay on the internal network will not be rewritten. The
ethO interface is assumed by default. If, for some reason, you had to specify a different interface
that has the Internet-routable address, you would use the —o option:

iptables -t nat -o ethl -A POSTROUTING -d ! 192.168.1.0/22 -j MASQUERADE

iptables -t nat -o ethl -A POSTROUTING -d ! 10.100.100.0/24

-j MASQUERADE

As with Ipchains, this particular configuration leaves the network wide open. The following
additions to the FORWARD chain of the filter table ensure that your masquerading router mas-
querades only for your internal network:

iptables -A FORWARD -s 192.168.1.0/24 -j ACCEPT
iptables -A FORWARD -d 192.168.1.0/24 -j ACCEPT
iptables -A FORWARD -s 10.100.100.0/24 -j ACCEPT
iptables -A FORWARD -d 10.100.100.0/24 -j ACCEPT

iptables —-A FORWARD -3j DROP

Notice the order of these entries. Both Ipchains and Iptables consider rules in strict order,
which is why the preceding rules first accept certain packets and then drop the rest. If the final
entry (iptables —A FORWARD —j DROP) were listed first, then all packets would be denied.

NoTE

Because both Ipchains and Iptables default to allowing any and all input, it is quite easy
to create rules that inadvertently allow unwanted traffic to pass through. Some systems
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administrators prefer to first change the policy of all rules in all tables to deny. Doing so,
however, will require you to add explicit rules to all affected chains so that your mas-
querading will work properly.

VWARNING

One of the easiest ways to avoid a firewall is to find and exploit improperly configured
modem banks. Many times, modems are configured to allow access to all areas of the
network, and are often not protected or monitored very closely. As you establish your
firewall, consider inspecting any and all systems for modems. You should approach your
modem bank with the same care and consideration as you would your firewall.

Even modems not configured to receive incoming calls can be a danger. Consider
also that an end user who connects to another network through a modem may be
opening up a security breach. For example, suppose that a user has mapped several
drives mapped to a file server that contains sensitive information. If an end user con-
nects regularly to a remote dial-up server, it is possible for a malicious user to discover
this connection and gain access to the mapped drives, and hence to the sensitive infor-
mation.

Iptables Modules

Table 5.4 lists some of the most commonly used modules for Iptables.

Table 5.4 Iptables Masquerading Modules

Module Description

ipt_tables The module for Iptables support. As with all of these modules, it is
possible to compile the kernel so that all of these modules are
included.

ipt_LOG Support for advanced logging, which includes the ability to log only

initial bursts of traffic, and capture an certain amount of traffic over
a period of time.

ipt_mangle The IP masquerading module.
ipt_nat The NAT module.

You can load these modules using insmod. Iptables masquerades the FTP, RealAudio, and IRC
protocols by default.

Exercise: Masquerading Connections Using Ipchains or Iptables

Configure your Linux system with at least two NICs.
2. Enable IP forwarding using the instructions given earlier in this chapter.

3. Using either Ipchains or Iptables, invoke masquerading for your IP addresses using the
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4. Now, configure the FORWARD chain in the filter table (or just the FORIWARD chain
in Ipchains) so that it will masquerade only your internal hosts.

If necessary, load the modules necessary to support FTP, IRC, and additional protocols.

6. You will likely have to adjust your masquerading settings. Make sure that you save your
settings using the /sbin/ipchains-save command.

Logging Packets at the Firewall

As discussed earlier, the Iptables — option allows you to log matching packets. You can insert —/
into any rule, as long as you do not interrupt a particular option. For example, the following
command logs all matching TCP packets that are rejected:

ipchains -I input -i eth0O -p tcp -s 0.0.0.0/0 -y -1 -3j REJECT

However, the following command would be a mistake, because Ipchains would think that —/
1s an argument for the source of a packet:

ipchains -I input -i eth0O -p tcp -s -1 0.0.0.0/0 -y -3j REJECT

Once you establish logging, you can view Ipchains output in the /var/log/messages file.

Iptables allows you to log packets, as well, but in a much more sophisticated way. This is
because Iptables uses the LOG target, which you specity just like DROP or ACCEPT. For
example, to reject and also log all initial TCP traftic, you would issue the following two com-
mands:

iptables -A INPUT -i ethO -p tcp -s 0.0.0.0/0 -syn -j LOG

iptables -A INPUT -i ethO -p tcp -s 0.0.0.0/0 -syn —-j DROP

As with Iptables, you can view the results of your logging in the /var/log/messages file.

Setting Log Limits

By default, Iptables will limit logging of packets. The default limit rate is three logging instances
an hour. Each time a logging instance starts, only the first five packets will be logged by default.
This behavior is meant to ensure that log files do not get too large. You can change the default
logging rate by specifying the —limit and —limit-burst flags. The —limit flag allows you to deter-
mine the limit rate by second, minute, hour, or day. The —limit-burst figure allows you to deter-
mine how many initial packets will be logged. For example, to log ICMP packets at a rate of two
per minute, you would issue the following command:

iptables -A INPUT -i ethO -p icmp -s 0.0.0.0/0 -limit 2/min
—-limit-burst 2 -3j LOG

Notice also that the limit-burst value 1s set to 2.
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Be careful not to log too many packets. You will quickly consume hard drive space if you
log all packets passing through your firewall interfaces.

Adding and Removing Packet Filtering Rules

Thus far, you have created a masquerading router. However, you have not yet invoked any packet
filtering. Following are some examples of packet-filtering rules you may want to create on your
system. First, consider the following Ipchains and Iptables commands:

ipchains -P input DENY

ipchains -A input -I eth0 -p tcp -s 0/0 -4 0/0 22 -j ACCEPT

Now, consider the equivalent series of Iptables commands:

iptables —-P INPUT DROP
iptables -P FORWARD DROP

iptables -A FORWARD -i ethO -p tcp —-dport 22 -j ACCEPT

These commands effectively prohibit every service from entering your firewall, except for
SSH, which uses port 22. No other service can access your network. Notice that Ipchains refers
to the input chain in lowercase, whereas Iptables uses the FORWARD chain in uppercase.
Iptables always refers to chains in uppercase. In addition, Iptables does not use the INPUT chain
for packets destined for the internal network. In Iptables, the INPUT chain refers only to packets
destined for the local system. Thus, in Iptables, you should explicitly drop all packets to the
INPUT interface, unless you want to allow access to your firewall, say by SSH or another rela-
tively secure administration method. Your firewall will still forward packets on the nat table using
the FORWARD, POSTROUTING, and PREROUTING chains.

Notice also that Ipchains uses DENY as a target name, whereas Iptables uses DROP.The dif-
ference is in the way source and destination are specified. This difference is actually not necessary;
both Ipchains and Iptables can use —s and —d, or the —dport option. When using —dport or —sport, if
you do not specify a source or destination, both Iptables and Ipchains assume the first local inter-
face. The —I option in Ipchains specifies a particular interface (in this case, the ethO interface),
whereas in Iptables, the —I option specifies the incoming interface.

The preceding configuration is both extremely simple and restrictive. It allows outside hosts
to access SSH users to access only SSH, and will not allow any user interactively logged in to the
system to check e-mail or any other Internet-based service. This is because the rule is designed to
lock down the firewall as much as possible.

ICMP Types

Notice that with Iptables, you can reject specific ICMP types. Table 5.5 explains some of the
additional types, including the numbers assigned in RFC792, which is the document that defines
the parameters for all ICMP messages.

147

Www.syngress.com



148

Part Il ¢ Solaris & Linux Firewalls

Table 5.5 Common ICMP Names and Numbers
Iptables/Ipchains ICMP

Message Name RFC Name and Number Description

echo-request 8 Echo The packet sent out by the
common ping command.

echo-reply 0 Echo Reply The reply a host gives to the ping
command.

destination-unreachable 3 Destination Unreachable Informs an echo request packet

that there is a problem reaching
the intended host.

source-quence 4 Source Quench If a router is too busy and
cannot fulfill a client request, it
will send back this message to a
client.

Redirect 5 Redirect Sent by a router that has, essen-
tially, discovered a more direct
route to the destination than
originally found in the network
packet sent by the network host.

time-exceeded 11 Time Exceeded If a datagram is held too long by
a router, its Time-To-Live (TTL)
field expires. When this occurs,
the router is supposed to send a
message back to the host
informing it of the drop.

parameter-problem 12 Parameter Problem Sent by either standard hosts or
routers, this message informs
other hosts that a packet cannot
be processed.

You can learn about additional arguments by typing iptables —p icmp —h at any terminal.

A Personal Firewall Example

Suppose that you want to create a personal firewall for a system that you use as a desktop. You
would modify the previous Ipchains commands as follows:

ipchains -P input DENY

ipchains -A input -I eth0 -p tcp -s 0/0 -d 0/0 22 -j ACCEPT

To create a personal firewall system using Iptables, you would issue the following commands:

iptables -P INPUT DROP
iptables -A INPUT -I ethO -p tcp -dport 22 -j ACCEPT
iptables -A INPUT -I ethO0 -p tcp -dport 1023 -3j ACCEPT

iptables -A INPUT -I ethO -p udp -dport 1023 -j ACCEPT
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The preceding commands allow SSH, but no other service. However, now a user can browse
the Web, contact DNS servers, and so forth, and use the system with a reasonable degree of secu-
rity. This system now cannot even be pinged, which helps to protect it against distributed DoS
and ping scanning attacks.

Exercise: Creating a Personal Firewall
and Creating a User-Defined Chain

1. Using either Ipchains or Iptables, add the following rules to your INPUT table to create
a personal firewall:

B Deny all incoming ICMP traffic, and make sure the denial is logged
B Deny all incoming FTP traftic

B Deny all incoming DNS traffic

B Deny Telnet

B Deny SMTP and POP3

2. Ifyou are using Iptables on a standard system with one interface, you would issue the
following commands:

iptables -A INPUT -s 0/0 -d 0/0 -p icmp -3j DROP

iptables -A INPUT -s 0/0 -d 0/0 -p icmp -j LOG

iptables -A INPUT -s 0/0 -d 0/0 -p tcp —-dport 20 —-3j DROP
iptables -A INPUT -s 0/0 -d 0/0 -p tcp -dport 21 -3j DROP
iptables -A INPUT -s 0/0 -d 0/0 -p tcp -dport 53 -3j DROP
iptables -A INPUT -s 0/0 -d 0/0 -p udp -dport 53 -3j DROP
iptables -A INPUT -s 0/0 -d 0/0 -p tcp -dport 21 -3j DROP
iptables -A INPUT -s 0/0 -d 0/0 -p tcp -dport 25 -j DROP
iptables -A INPUT -s 0/0 -d 0/0 -p tcp -dport 110 -j DROP

Of course, there is more than one way to do this. For example, you could create a

user-defined chain and handle all SMTP and POP3 there:

iptables -N icmptraffic
iptables -A icmptraffic -s 0/0 -d 0/0 -p icmp -3j DROP
iptables -A icmptraffic -s 0/0 -d 0/0 -p icmp -j LOG

iptables -A INPUT -s 0/0 -d 0/0 -p icmp -j icmp

List the INPUT chain. If you created a user-defined chain, list this as well.

Save your configuration for the sake of backup. If you are using Iptables, use the fol-
lowing command:

iptables-save > iptables.txt
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5. Flush all of the rules you created. If you are using Iptables, issue the following com-
mand:

iptables -F

6. List the INPUT chain (and any other) to verify that you have in fact flushed this chain.

7. Use the iptables-restore (or ipchains-restore) command along with the text file you created
to restore your Iptables chains:

iptables-restore iptables.txt

List your tables and chains again to verify that your rules have been restored.

9. Thus far, you have created a personal firewall that starts with a “wide open” policy, and
then proceeds to lock down ports. Now, use the —P option to block all traftic, and then
allow only SSH, or any other protocol(s) of your choice. If, for example, you are using
Iptables, issue the following commands:

iptables -P INPUT DROP
iptables -A INPUT-p tcp --dport 22 —-j ACCEPT
iptables -A INPUT-p tcp --dport 1023: -j ACCEPT

iptables -A INPUT-p udp --dport 1023: -j ACCEPT

You can specify —i eth0, if you wish. However, if you only have one interface, both
Ipchains and Iptables will default to using this interface. Remember, you should open
up the ephemeral TCP and UDP ports so that you can still do things like checking your
e-mail, and so forth. If, of course, you do not want any services open on your network,
you could omit the —dport 22 line altogether.

10. Now, log all traffic that attempts to connect to your system. If you are using Iptables,
issue the following command:

iptables -A INPUT-p udp --dport 1023: -3j LOG
iptables -A INPUT-p tcp --dport 1023: -3j LOG

This feature may log too much information for your server, depending on your
system’s activity. Make sure you check your log files regularly.

11. Log all attempts to scan the standard ports for Microsoft networking. If you are using
Iptables, issue the following command:

iptables -A INPUT-p tcp --multiport --destination-port
135,137,138,139 -j LOG

iptables -A INPUT-p udp --multiport --destination-port
137,138,139 -j LOG

The —multiport —destination-port option allows you to specify a range of ports. You
can read more about these options in the Iptables man page.

12, If your server needs to support additional protocols, experiment with adding them.
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Redirecting Ports in Ipchains and Iptables

Port redirection is where a packet destined for a certain port (say, port 80) is received by an inter-
face, and is then sent to another port. Redirecting ports is common in networks that use proxy
servers. To redirect a port in Ipchains to the local system’s ethO interface, you could issue the fol-
lowing command:

ipchains -A input -i ethl -s 0/0 -d 0/0 -p tcp 80 -j REDIRECT 8080

ipchains -A input -i ethl -s 0/0 -d 0/0 -p tcp 443 -j REDIRECT 8080

In Iptables, you must use the REDIRECT target from the nat table:

iptables -t nat -A PREROUTING -i ethl -s 0/0 -4 0/0 -p
tcp 80 -j REDIRECT /

--to-ports 8080

iptables -t nat -A PREROUTING -i ethl -s 0/0 -4 0/0 -p
tcp 443 -j REDIRECT /

--to-ports 8080

These rules ensure that any hosts that try to bypass your proxy server by specitying your fire-
wall are redirected to a proxy server on the firewall. Another strategy is to deny all requests to
ports 80 and 443, and then make sure that all Web clients are configured to access your proxy
server.

Configuring a Firewall

Because your situation will be unique, it is impossible to provide a “cookbook” firewall for you.
However, the following is a beginning firewall for a system with three NICs. The NICs have the
following IP addresses:

m  Eth0 207.1.2.3/24
m  Ethl 192.168.1.1/24
m  Eth2 10.100.100.1/24

Thus, EthO represents the 207.1.2.0/24 network, Eth1 represents the 192.168.1.0/24 network,
and Eth2 represents the 10.100.100.0/24 network. The intention is to create a firewall that allows
the Eth1 and Eth2 networks to communicate freely with each other, as well as get on to the
Internet and use any services (Web, e-mail, FTP, and so forth). However, no one from the Internet
should be able to access internal ports below port 1023. Again, this configuration does not spend
much time limiting egress (outbound) traffic. Rather, it focuses on trying to limit ingress (inbound)
traffic. Any of the Ipchains or Iptables commands given in the following sections can be entered
into any script, or into a directory or file such as /etc/rc.d/init.d/ or /etc/rc.d/rclocal. This way,
your rules will be loaded automatically when you reboot your system.

151

Www.syngress.com



152

Part Il ¢ Solaris & Linux Firewalls

Setting a Proper Foundation

Regardless of whether you are using Ipchains or Iptables, the first thing you will have to do for
your firewall is to flush all existing rules using the —F option. Then, you need to use the —P
option to set the firewall policies to deny all connections by default. The subsequent rules you
create will then allow the protocols you really want. Then, use the necessary commands to enable
forwarding and masquerading, as shown earlier in this chapter. Without this foundation, you will
not be able to forward packets at all, and thus firewalling them would be superfluous.

Creating Anti-Spoofing Rules

Many times, a hacker will try to use your firewall as a default gateway and try to spoof internal
packets. If a firewall’s “Internet interface” (the one that is responsible for addressing packets to the
Internet) is not configured to explicitly deny packets from the network, then you are susceptible
to this attack. To deny spoofing, you would issue the following commands, depending on what

kernel you are using:

ipchains -A input -s 192.168.1.0/24 -i eth0 -j deny
ipchains -A input -s 10.100.100.0/24 -i eth0 -j deny

iptables -A FORWARD -s 192.168.1.0/24 -i eth0 -3j DROP
iptables -A FORWARD -s 10.100.100.0/24 -i ethO -j DROP

You may want to log all of the attempts, just so you know how often you are attacked:

ipchains -A input -s 192.168.1.0/24 -i eth0 -1 -j deny
ipchains -A input -s 10.100.100.0/24 -i eth0 -1 -j deny

The preceding rules are difterent only in that they specify the —/ option. In Iptables, create
two additional entries to log the traffic:
iptables -A FORWARD -s 192.168.1.0/24 -i eth0 -j LOG
iptables -A FORWARD -s 10.100.100.0/24 -i eth0 -j LOG

Remember, if you have additional interfaces, you have to add a rule for each. Do not leave
one interface open to a spoofing attack.You will be surprised how quickly a hacker can discover
this vulnerability.

Allowing TCP

The following is an example of what you can do with your network when it comes to allowing
inbound and outbound TCP connections. If you are using Ipchains, issue the following com-
mands to allow TCP connections:

ipchains-A input -p tcp -d 192.16.1.0/24 ! 80 -y -b -j ACCEPT

ipchains-A input -p tcp -d 10.100.100.0/24 ! 80 -y -b -j ACCEPT

The —y option prohibits remote hosts from initiating a connection to any port except port
80.This 1s because the ! character reverses the meaning of anything that is immediately in front of
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it. In this case, only connections meant for port 80 will be allowed; all others will be denied. This
may seem strange, but remember, this rule is for the input chain, and many times these rules seem
to be the reverse of common sense. The -b option “mirrors” the rule, which means that the rule
applies to packets going in both directions. This rule allows one rule to do the same thing as
repeating the command and reversing the source and destination flags (-s and —d).

If you are using Iptables, issue the following commands:

iptables -A FORWARD -m multiport -p tcp -d 192.168.1.0\24
--dports 25,110, 80, 443, 53 /

! —tcp flags SYN, ACK ACK -j ACCEPT

iptables -A FORWARD -m multiport -p tcp -s 192.168. 1.0\24
--sports 25,110, 80, 443,53 /

I —tcp flags SYN, ACK ACK -3j ACCEPT

iptables -A FORWARD -m multiport -p tcp -d 10.100.100.0\24
--dports 25,110, 80, 443, 53 ! /

-tcp flags SYN, ACK ACK -j ACCEPT

iptables -A FORWARD -m multiport -p tcp -s 10.100.100.0\24
--sports 25,110, 80, 443, 53 ! /

-tcp flags SYN, ACK ACK -j ACCEPT

The preceding rules allow ports to be opened above 1023, as long as they are continuing a
connection that has first been established by a host inside the firewall. You can, of course, add
additional ports, according to your needs. The / character is a simple line continuation character
that you may have to specify in a script. As with Ipchains, the ! character reverses the meaning of
anything that is in front of it. In this case, it means that any packet that does not have the SYN,
SYN ACK, or ACK bit set is accepted.

TCP Connections Initiated from Outside the Firewall

You may want to allow certain outside hosts to initiate a connection to your firewall. If you do,
you can issue the following commands.
For Ipchains, you would issue the following:

ipchains -A input -p tcp -I eth0 -d 192.168.1.0/24 80 -y -j ACCEPT
The difference between this command and those given previously is that this one specifies

the interface, as opposed to the IP address.
For outgoing connections, you would issue the following:

ipchains -A input -p tcp -i eth0 -d 0/0 -j ACCEPT

For Iptables, you would do the following for standard TCP connections:

iptables -A FORWARD -m multiport -p tcp -i ethO0 -d 192.168.
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1.0/24 80--syn /
--syn -j ACCEPT

iptables -A FORWARD -m multiport -p tcp
-d 10.100.100.0/24 80--syn /

--syn -j ACCEPT

-i ethoO

To allow for outgoing connections, you would issue the following:

iptables -A FORWARD -m multiport -p tcp
iptables -A FORWARD -m multiport -p tcp
iptables -A FORWARD -m multiport -p tcp

All other TCP traffic will be locked out.

Firewalling UDP

-i eth0 -d 0/0 --syn -j ACCEPT
-i ethl -d4 0/0 --syn -3j ACCEPT
-i eth2 -d 0/0 --syn -j ACCEPT

To filter incoming and outgoing UDP, you would follow many of the same procedures as out-
lined earlier. However, you should allow both TCP port 53 and UDP port 53, at least at first.

Most of the time, DNS uses UDP port 53. However, DNS can use TCP when a request grows
too large, so you should account for this by creating explicit rules. For Ipchains, you would do

the following to allow incoming connections:

ipchains-A input -p udp -i ethO

ipchains-A input -p udp -i ethO

The preceding

rule is necessary
server.

ipchains-A input -p udp -i ethO

-d 192.168.1.0/24 53

-j ACCEPT

-d 10.100.100.0/24 -j ACCEPT

only if you plan to allow outside users to access your DNS

-d 0/0 -j ACCEPT

For Iptables, you would issue the following commands:

iptables -A FORWARD -m multiport -p udp
--dports 53-j ACCEPT
iptables -A FORWARD -m multiport -p udp

--dports 53-j ACCEPT

Outgoing UDP usually requires that you

port 53:

iptables -A FORWARD -m multiport -p udp
53-j ACCEPT

iptables -A FORWARD -m multiport -p udp
53-j ACCEPT

-i ethO0 -d 192.168.1.0/24 /

-i eth0 -s 192.168.1.0/24 /

enable DNS lookups, which are usually at UDP

-i eth0 -d 0/0 -dports

-i eth0 -s 0/0 -dports

It 1s possible that your network requires additional ports. For example, if you are running
SNMP, you would have to open ports 160 and 161.
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Enhancing Firewall Logs

If you want to log these connections, do the following using Ipchains:

ipchains -A input -p tcp -1 -j REJECT
ipchains -A input -p udp -1 -j REJECT
ipchains -A input -p icmp -1 -j REJECT

The preceding commands will log any packet that is matched. If you are using Iptables, the
equivalent commands are:

iptables -A FORWARD -m tcp -p tcp -j LOG
iptables -A FORWARD -m udp -p udp -j LOG

iptables -A FORWARD -m udp -p icmp -j LOG

Usually, creating the ideal packet-filtering rules requires some trial and error, as well as
research specific to your own situation. For more information about using Ipchains, consult the
Ipchains man page, and the Ipchains-HOWTO available at
www.linuxdoc.org/HOWTO/IPCHAINS-HOWTO.html#toc1.

For more information about using Iptables, consult the Iptables man page, and the Iptables-
HOWTO available at various sites, including www.guenthers.net/doc/howto/en/html/IP-
Masquerade-HOW TO.html#toc2. Using the information in this chapter and additional
resources, you will be able to create a firewall that blocks known attacks.

Counting Bandwidth Usage

A Linux firewall can inform you about the number of packets it has processed, in addition to
blocking and logging attacks. The process of counting packets is often called packet accounting.
Many companies are very interested in determining how much traftic a department or network
has generated. This can help them determine the type of equipment necessary to support the
department further. Such information can also help a company determine how much it can bill a
client or department. In many situations, the firewall is an ideal place to gather such statistics. If
you have the following two networks, these rules will count packets that pass between the two:

ipchains -A forward -p icmp -s 192.168.1.0/24 -d 10.100.100.0/24
The preceding rule will identity all of the traftic passing from the 192.168.1.0/24 network to
the 10.100.100.0/24 network.

If you are using Iptables, you have many additional options. For example, you can identify
specific ICMP packets that are forwarded by the firewall:

iptables -A FORWARD -m icmp -p icmp -f -j LOG
To gather information about a more specific element of ICMP, you could issue the following
command:

iptables -A FORWARD -m icmp -p icmp --sports echo-request -j LOG
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This rule will count all icmp echo-request packets (icmp 0). The following command dis-
covers all of the icmp-reply packets that have been forwarded:

iptables -A FORWARD -m icmp -p icmp --sports echo-reply -j LOG

You are not limited to ICMP packets. If, for example, you wanted to gather information
about the HTTP packets being forwarded, you would enter the following:

iptables -A FORWARD -p tcp --sports 80,443 -j LOG

To determine the amount of HTTP traffic passing between two networks, you would issue
the following command:

iptables -A FORWARD s 192.168.1.0/24 -d 10.100.100.0/24 -p tcp
--sports 80,443 /
-3 LOG

Listing and Resetting Counters
To list the counter information, you can issue either of the following commands from a terminal:
ipchains -L -v

iptables -L -v

You can save this information using the ipchains-save and iptables-save commands. The fol-
lowing commands reset the counters:

ipchains -L -7Z

iptables -L -7Z

Setting Type of Service (ToS) in a Linux Router

Many routers, including Linux routers using Ipchains or Iptables, are capable of shaping traffic as
it passes through. The IP header for all packets has a special field called the Type of Service (ToS)
field, which allows you to prioritize traffic as it passes through the router. Using the ToS field,
you can make certain types of traffic (for example, SMTP and POP3) take precedence over
others (for example, SSH and Telnet). Packets that are marked will be treated differently at the
router. Setting the ToS field occurs at the network layer (Layer 3 of the OSI/RM).You can learn
more about how ToS works by consulting RFC1349.

Usually, assigning priority for packets is a secondary concern when configuring a firewall. In
some situations, however, you will find it useful for a firewall to “double up” and ofter both ser-
vices. The main reason why you would set the ToS field in network traffic is to cut down on net-
work congestion, especially in networks that have high amounts of traffic.

NoTE

Do not confuse Type of Service (ToS) with Quality of Service (QoS). QoS refers to the
ability of physical devices (switches, routers) to transmit packets according to ToS values
found in IP packets. QoS concerns might include whether the packet is delivered via
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Frame Relay, Asynchronous Transfer Mode (ATM), Ethernet, Synchronous Optical
Network (SONET), and so forth. Because ToS refers to the ability to mark certain packets
so that they have a higher priority than others do, these markings determine whether
they are available for QoS routing.

Service Values

The normal-service value is 0 (or, 0x00 in the actual packet). Table 5.6 lists the four difterent
options available to you when marking a packet.

Table 5.6 ToS Field Options

Service Value Description

Minimum delay The minimum delay field reduces the time a datagram takes to
get from the router to the host. The minimum delay option is
ideal for protocols that require speed when building initial con-
nections, or when transferring control data. Traffic such as the
ftp-control port (20), Telnet, and SSH benefits from this setting.
Marking this traffic will reduce latency (the time interval between
a request and a reply) at the router. The ToS field bit is 10 (0x10
in the actual packet).

Maximum throughput This value is appropriate for the ftp-data port (20) and for large
file transfers via HTTP. Networks that use the X Windows system
to export displays between systems should consider using this bit
as well. The ToS field bit is 8 (0x08 in the actual packet). If you
anticipate large volume transfers via POP3, you could consider
this option as well.

Maximum reliability Used in an attempt to reduce retransmissions. Sometimes, UDP
protocols such as DNS (port 53) and SNMP (ports 161 and 162)
receive this option. However, TCP-based protocols such as SMTP
also benefit from this ToS option, because systems can waste
bandwidth to keep retransmitting this protocol. The ToS bit value
is 4 (0x04 in the actual packet).

Minimum cost This option is often only implemented by commercial products.
The ToS field bit is 2 (0x02 in the actual packet).

It may be useful to consider these four options in terms of common network tasks. Client
hosts (hosts that use X, SSH, FTP, HTTP, and other protocols) may benefit from either maximum
throughput or minimum delay settings. Servers generally benefit from maximum throughput,
depending on the traffic they generate.

Setting ToS Values in Ipchains and Iptables

To set ToS values in Ipchains, add the following values to the end of any rule:

-t andmask xormask

The andmask value is usually 01, because this value compares, or “ands” the original TOS
value, and then allows you to make a change to the packet. The xormask value can be any of the
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service values found in Table 5.6 (for example, 08 for maximizing throughput). This second field
is evaluated as an “or” value, meaning that if the value you specify is different from the original
value, the one you specify will be set.

For example, to mark the ToS field for maximum throughput for HTTP (port 80) for all
packets being sent out to all remote systems, you would do the following:

ipchains -A output -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 80
-p 6 -t 01 08

The —p 6 option specifies TCP as the protocol. You would never set a ToS value on a packet
that will eventually be dropped. Following are some additional examples of the ToS value being
set on additional protocols:

ipchains-A output -s 0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 21 -p 6 -t 01 04
ipchains-A output -s 0.0.0.0/0.0.0.0-d4 0.0.0.0/0.0.0.0 20 -p 6 -t 01 08

ipchains-A output-s 0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 22:22-p 6 -t 01 10
ipchains-A output-s 0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 25:25-p 6 -t 01 04
ipchains-A output-s 0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 53:53-p 6 -t 01 04
ipchains-A output-s 0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 80:80 -p 6-t 01 08

ipchains-A output-s0.0.0.0/0.0.0.0-d4 0.0.0.0/0.0.0.0 110:110-p 6-t 01 08
ipchains-A output-s0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 143:143-p 6-t 01 04
ipchains-A output-s0.0.0.0/0.0.0.0-d 0.0.0.0/0.0.0.0 443:443-p 6-t 01 04

Additional ToS Options in Iptables

Iptables, as you might suspect, adds several options and uses some different terminology. First, you
can set your router to either match packets with certain ToS options set, or you can have the
router set the actual ToS options. These are two very different things. One allows the router to
handle packets with the ToS value already set, whereas the other actually sets the values. To create
a rule that matches a ToS field, you would use the -m option, complete with its arguments:

-m tos --TOS tos_value -3j TARGET
In the preceding syntax, the tos_value number is any ToS bit found in Table 5.6 (for example,
08 for maximum throughput). As far as target value is concerned, you can specify any target you

want (ACCEPT, a user-defined chain, and so forth). For example, the following rule accepts
packets from port 80 with the ToS value set to 08:

iptables -A INPUT -p tcp -m tos 0x08 -j ACCEPT

As far as setting ToS values is concerned, you can only set them in the FORWARD and
OUTPUT chains. The syntax is as follows:
-j TOS --set-tos tos_value

For example, to set the ToS value to maximum throughput for all outgoing Web traftic, you
would do the following:

iptables -A OUTPUT -p tcp -m tcp --dport 80 -j TOS --set-tos 0x08
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Following are some additional examples where Iptables has been used to set ToS fields for

various traffic:

iptables A OUTPUT -p tcp -m tcp --dport 21 -j TOS --set-tos 0x04

iptables A OUTPUT -p tcp -m tcp --dport 20 -j TOS --set-tos 0x08

iptables -A OUTPUT -p tcp -m tcp --dport 22 -j TOS --set-tos 0x010

iptables -A OUTPUT -p tcp -m tcp --dport 25 -j TOS --set-tos 0x04

iptables -A OUTPUT -p tcp -m tcp --dport 53 -j TOS --set-tos 0x04

iptables -A OUTPUT -p tcp -m tcp --dport 80 -j TOS --set-tos 0x08

iptables -A OUTPUT -p tcp -m tcp --dport 110 -j TOS --set-tos 0x08

iptables -A OUTPUT -p tcp -m tcp --dport 143 -j TOS --set-tos 0x04

iptables -A OUTPUT -p tcp -m tcp --dport 443 -j TOS --set-tos 0x04

Using and Obtaining Automated Firewall
Scripts and Graphical Firewall Utilities

Several attempts have been made to automate the process of creating a firewall in Linux.

Similarly, developers are also busy creating GUI applications that make the job easier. Many of

these utilities are quite useful, although they are mostly eftective in beginning your firewall con-

figuration; you will likely have to customize the rules these applications generate.

The more effective firewall scripts and GUI tools include the following:

Firestarter A fairly sophisticated graphical tool that supports both Ipchains and
Iptables. It can be used to create a personal firewall, but also supports multihomed sys-
tems. Like many automated firewalls, it creates multiple rules to filter out known and
expected attacks. You may need to adjust some of these automatic settings. Although
Firestarter does support multiple interfaces, it, like most of the open-source GUI firewall
applications, is best used only as a beginning to a firewall on a multthomed system. You
can obtain Firestarter at http://sourceforge.net/projects/firestarter.

Mason A unique product, Mason is designed to first listen in on traffic passing through
your firewall, and then generate Ipchains or ipfwadm (the precursor to ipchains and
Iptables) rules. As of this writing, Mason does not support Iptables. In spite of this,
Mason’s approach to rules creation is both unique and sound, as it attempts to create
rules based on your network traftic about your firewall needs. You can download this
binary at http://users.dhp.com/~whisper/mason. Do not confuse this product with the
HTML Mason utilities meant to dynamically generate HTML for Apache Server.

Knetfilter A GUI firewall designed to work with the KDE desktop environment.
Although it purports to be stable, it appears to have problems working with common
versions of KDE.You can learn more about Knetfilter at
http://expansa.sns.it:8080/knetfilter.

Firewall Builder Firewall Builder is in many ways the most ambitious open-source
GUI tool. It allows you to create rules for multiple interfaces, networks, and hosts. It is
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also quite unstable on most versions of Red Hat Linux through version 7.1. Learn more
about Firewall Builder at http://sourceforge.net/projects/fwbuilder.

EasyChains EasyChains has a ncurses-based GUI, and supports Ipchains and Iptables.
You can download it at http://sourceforge.net/projects/easychains.

Weighing the Benefits of a Graphical Firewall Utility

As you consider using any of the GUI applications covered in this section, keep in mind the fol-

lowing issues:

Often, these downloads do not provide public keys or hash values for their code; there-
fore, before using any of the applications, make sure that you review the source code. If
you cannot review the source code yourself, then employ someone to check it, espe-
cially if you plan to use it in an enterprise environment.

Most of these applications are still in beta form, so remember that they often provide
limited functionality. Although some, such as Mason, are quite impressive, limitations still
persist: As of this writing, Mason does not support Iptables.

The more advanced GUI applications often require you to upgrade to either the very
latest version of a particular window manager, such as KDE or Gnome, or to use an
idiosyncratic version or configuration. Consequently, you may have to spend a great deal
of time configuring your window manager. Generally, this time could be better spent
learning how to use Iptables or Ipchains commands.

Firewall Works in Progress

The following is a partial list of applications being developed at the current time:

B jb dynFW (http://sourceforge.net/projects/jbdfw) This project appears to be inter-

ested in creating a personal firewall product, as opposed to a multihomed firewall.

Heimdall Linuxconf Firewall (http://sourceforge.net/projects/heimdall) A
promising eftort, mainly because it proposes to be an add-on to the Linuxconf applica-
tion.

NetFilter-1 (http://sourceforge.net/projects/netfilter-1) If it lives up to its promise,
this particular project could produce a truly useful piece of software, because it is trying
to mimic the Check Point Firewall-1 product. Its “secure logging” feature will employ
encryption so that the firewall can log to remote systems without the fear of sniffing
attacks.

PHP Ipchains project (http://sourceforge.net/projects/phpchains) The primary
strength of this product is that it is based on PHP, which is a truly portable language,
and 1s well supported by Apache Server. Because many other security applications use
PHP, this product may allow you to apply skills you have already learned.
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Positive Control (http://sourceforge.net/projects/positivecontrol) Not only does this
project plan on releasing a GUI, it also plans on creating a firewall that can detect port
scans through stateful inspection, which is basically a way for the firewall to maintain and
scan its own dynamic database. If this database senses a number of ports that have been
scanned in a row, the firewall can take action. Some actions the firewall can take may
include automatic firewall reconfiguration and automatic alerts.

Exercise: Using Firestarter to Create a Personal Firewall

1.

Make the necessary preparations for your firewall. If you are creating a personal firewall,
then you can simply move on to step 2. If you want to use your firewall to masquerade
connections, you should understand that Firestarter may not do the best job creating
forwarding and nat/masquerading rules, so you may want to create them first. You will
see later in this exercise how you can configure Firestarter to enable masquerading for
you.

Once you have verified and tested your masquerading (if necessary), download the latest
Firestarter RPM or tarball from http://sourceforge.net/projects/firestarter. The RPM
and tarball packages are equivalent. They do not require any special libraries; if you have
installed either the Gnome or KDE window managers, you will have no problem.

Install Firestarter. If you are using the RPM, you would issue the following command:

rpm -ivh firestarter-0.7.0-1.1386.rpm

Now;, start X and enter the following in a terminal:

firestarter

If an existing Ipchains or Iptables configuration exists, you may see the warning shown
in Figure 5.3.

Figure 5.3 Firestarter Warning

d version detected
& firewall created by an older version of
Firestarter has heen detected.

Ok to remove old fireswall (recommended)?

@ve | [_@w |

If necessary, click Yes.You should note that this warning will also appear if you

restart Firestarter. If you are using this wizard on a system that already has masquerading
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configured, you would click No to save this configuration. Firestarter will simply
append its configuration to yours.

6. When you first launch Firestarter, the configuration wizard, shown in Figure 5.4, should
appear automatically.

Figure 5.4 The Firestarter Configuration Wizard Initial Screen

& Firestarter |

Welcome to Firestarter!

This wizard will now help you to set up a firewall for your
Linux machine. You will be asked some questions about
your netwark setup

Press the next hutton to continue.

<] Back | [ Mext | 3 Cancel |

If the wizard does not appear, maximize the main interface and go to Firewall |
Run firewall wizard.

7. Once the wizard begins, click Next.

8. The Network Device Configuration screen will appear, as shown in Figure 5.5. Select
the interface you want to protect, and click Next.

Figure 5.5 The Network Device Configuration Screen

Firestarter Fi

Metwork Device Configuration ‘\‘ﬁ

Flease select your Internet connected network device from the
drop-down list of detected devices

If you use a modem your device name is likely ppp0. If you have a
cahle modem or a DSL connection, choose eth

Detected device(s): |eth0 ﬂ

o Start the firewall on dial-out

I IP address is assigned via DHCP

<] Back | = Next | X cCancel | I

You will notice that in this particular example, the ethO interface is selected.
Firestarter is written well enough so that it will automatically detect all of your inter-
faces.

9. The Services Configuration window, shown in Figure 5.6, will appear.
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Figure 5.6 The Services Configuration Windo

= Firastarter Fi ard

Services Configuration

Da yau run server software on your machine and want other people to have access
1o the network services you provide?

< Mo, | do not run any public network services on my machine
4 ¥es, | run the following services on my machine:

LW NTP 4IPSEC

= S5H _I35Lweb | SAMBA/MetBIos

ATelnet  _4FOP 1 Routed

ISMTP _JIMAP LINFE

JDNS _AIDENT  Rwindows

I Finger  _J NNTP I DHCP

<] Back | = Next | X cCancel |

10.  Configure the services that you want. Figure 5.6 shows that only SSH will be allowed
to connect to the firewall. Your settings will differ according to your needs. When you
are finished selecting the services you want to provide on this interface, click Next.

11. The ICMP Configuration screen will appear, as shown in Figure 5.7. By default,
Firestarter disables all ICMP filtering, which means that all ICMP packets will be
allowed to pass through the firewall. Select Enable ICMP Filtering, and then select
the ICMP packet types that you want to filter. You will notice that in this particular
example, no ICMP packets will be allowed to traverse the firewall.

Figure 5.7 The ICMP Configuration Screen

Firestarter Firew:

ICMP Configuration

ICMP Packet Filtering can be useful to prevent some commaon
Denial of Service (Do3) attacks an your netwark.

Would you like to enable ICKMP Filtering?
« Disahle ICMP Filtering
# Enahle ICMP Filtering related to the following packets:

I Echo I Timestamping
= Traceroute = Address Masking

= M5 Traceroute | | Redirection

= Unreachable I Source GQuenches

<] Back | > Mext | 3¢ cancel |

12. When you have selected the ICMP packets you want to block, click Next. Firestarter

will inform you that it is ready to generate the firewall, as shown in Figure 5.8. Click
Finish to do so.
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Figure 5.8 Completing the Firewall Generation Process in Firestarter

& Firestarter |

The wizard is now ready to generate your firewall

Press the finish button to continue, or the back buttan
to review your choices

<] Back | + Finish | 3 Cancel |

13. The wizard will disappear, and you will see the Firestarter main interface, shown in
Figure 5.9.

Figure 5.9 The Firestarter Main Interface

Firestarter

[ Erovar_tiit_sip
4 8@0 00

ol s opnene 3]

Por]sentfan] serice[ e 7

Trewall raning Al

14.  The main interface defaults to the Firewall hits tab, which is a graphical logging device.
If a packet matches the rules you have generated, it will be instantaneously logged here.
From a remote system, generate some traftic that you have blocked. For example, if you
have not enabled Telnet support, try to telnet to this system. After enough traftic is gener-
ated, you will see the logging screen fill up, as shown in Figure 5.10.

Figure 5.10 Viewing Logged Packet Matches in Firestarter

Firestarter

| Eirewan  Hitiist Help

& a@o o0

| Dynamic rules |
Port [Sertom [ Service [Time AR

23 1070010050 telnet Apr 30 11:34:23
23 1010010050 telnet Apr 30 11:34:26
23 10100100.50 telnet Apr i 11:34:52
119 10.100100.50 nntp Apr 30 11:35:25
118 1010010050 nntp Apr 30 11:35:26
110 1010010050 popd Apr 30 11:35:33
110 10100100.50 popd Apr 30 11:35:56
25 1070010050 smip Apr 30 11:35:41
25 1010010050 smip Apr 30 11:35:44

Firewall running Il
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15. Now, select the Dynamic Rules tab. From here, you can add rules to those that
Firestarter has automatically generated. It is important to understand that Firestarter
imposes a fairly strict series of rules. You may need to open some ports to suit your
needs. Following is a brief overview of your options:

B Deny all connections from Allows you to block a specific host. If, for example,
you have left the SSH port open to all systems, you can specify a host or range of IP
addresses here. As with any of the dynamic options, the rules you enter here will
override any settings established by either Firestarter or the Firestarter wizard.

®  Allow all connections from Enables you to allow a host or range of IP addresses
full access to your system. Be careful when using this option, because it can expose
your firewall to IP spoofing. Remember, it opens all ports on your interface to a
remote system.

B Open service to machine Allows you to open a specific port or range of ports
to a specific host or range of IP addresses.

®  Open service to anyone Opens a port to all hosts on the network, and any other
network. Like the Allow all connections from setting, this option is quite pow-
erful, and can reduce your firewall’s security. Specifying this option allows any host
on your network or on any other to access the port you specify.
You can also add and remove all rules in a particular group, or you can remove all of
the dynamic rules you have created.

16. Right-click in the Allow all connections from field, and then select Add new rule.
You will see a dialog box, shown in Figure 5.11, where you can enter either an IP
address or a host name. Enter the IP address of a remote host here. Although you can
enter a DNS name, it is best if you use an IP address. When you are finished, click OK.

Figure 5.11 The Add New Rule Dialog Box

Firestarter

Elrewall Hitlist  Help

L BE0 00

Firewall hits Dynamic rulesl

Deny all connections from

Allow all connections from Enter IP range or hostname to allow all from

Open service ta machine Hok | X Cancel

Open service to anyone

Fvawall running ml

17. You will see that the IP address or host name (if this is what you entered) is entered in
the Allow all connections from dialog box (Figure 5.12). Test this setting by using
the remote client you have specified.
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18.

19.

20.

21.

22.

Figure 5.12 Allowing SSH and Telnet Service to a System Named “keats”

Firestarter

[ Frewan st velp
|2 599 00
Firewall fits |

Deny all connections fram

Allovr all connections from

Open service to machine
pats

teinel/z3  keals

Open service to anyone

s

Experiment with the additional settings to see how well Firestarter is able to configure
the interface to suit your needs.

When you have configured Firestarter, open a second terminal and list the chains. If,
for example, you are using Iptables, issue the following command:

iptables -L

You will see a list of many difterent rules, most of which have been added by Firestarter.
Consider that some of these rules may not be necessary for your particular situation.
Use the =D option to delete the rules you do not need. Make sure you test your fire-
wall each time you delete a rule.

When you are finished, use the iptables-save or ipchains-save command to save your
rules:

ipchains-save > firestarter.chains

iptables-save > firestarter.chains

You can then restore your firewall by using the ipchains-restore or iptables-
restore command.

It is also possible to save the logs generated by Firestarter. In the main interface, go to
Hit List | Save firewall hit list to file.You will be asked to enter the name of the
text file where the logs will be stored. Do so, and then press OK. When you have saved
the log file, open it in a text editor. You will see a report that details the connection,
including the source IP address, the time of the attempted connection, and the protocol
used.

When you are finished saving your log, you can clear the log screen and begin logging
again.
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Exercise: Using Advanced Firestarter Features

1.

Go to Firewall | Preferences and examine the additional options oftered by
Firestarter. These include the ability for Firestarter to play a sound whenever a packet
matches a rule, starting Firestarter “hidden,” so that you do not see the interface, and, the
most interesting feature, the one that shows every page in the configuration wizard.You

can access this feature by selecting the Advanced icon, and then clicking Show every
page in wizard.

When you have done this, restart the wizard. You will then be given additional options,
including the ability to create masquerading rules, as shown in Figure 5.13, and the
ability to create ToS associations, shown in Figure 5.14.

Figure 5.13 The IP Masquerade Configuration Screen

5 Firestarter Firew 1

IP Masquerade Configuration %

Do you use IP Masquerading on your LAN, allowing all the machines on your network
10 communicate with the Internet wia a single IP address?

~ Disahle masquerading
- Enahle masguerading

Select your internal netwark interface: ethi ﬂ

# Autodetect internal network IP range ‘

« Specify internal netwark 1P range manually (Mot recommended)
Enter the internal network address range

The network range is given in the form of addressémask. 192.168.0.0/24 is the mast
cammon IP range reserved for internal networks

FPort Forwarding
<] Back | > Mext | X Cancel |

This particular page allows you to have Firestarter automatically discover the
internal network IP range, which works rather sporadically. In addition, notice that you
can also enable specific port forwarding rules. If you do not want to rely on the
Autodetect feature, you can specify your own range.

Figure 5.14 The ToS Configuration Screen

Type of Service (To§) Configuration

Type of Service fittering allows you to re-prioriize network
services 1o allow higher throughput rates for commonly used services.

would you like to enable ToS Fiftering?

« Disable Tos Filteting
 Enable ToS Filtering related to the fallowing packets

I Client Applications A Throughput

= server Applications < Reliatility

I The X Windaw System -~ Delay

<] Back | [> Next | X Cancel

The ToS configuration feature is eftective if you want to give certain services, such
as e-mail or the X Windows system, more priority than others have. In this particular
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example, the choice was made to give priority to server applications, such as FTP, Squid,
SSH, SMTP, and POP3.You will, of course, choose the option that best suits you.
You can choose these settings according to your needs.

3. When you are finished using the wizard, you can then re-edit your settings to create the
best firewall for your situation.
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Summary

In this chapter, you learned about IP forwarding, as well as masquerading and packet filtering. You
then used Ipchains and Iptables to create firewall rules. The Iptables package supports packet mas-
querading and filtering functionality as found in the 2.3 kernel and later. This functionality is
known as netfilter. Therefore, in order to use Iptables, you must recompile the kernel so that net-
filter is installed, and you must install the Iptables package.

This chapter also showed you how to enable logging and ToS bits on network traftic, ands
how to save, edit, and restore Ipchains and Iptables entries. You were provided with practical
advice concerning commands to take, and saw how GUI and automated applications have been
created to help build firewalls.

With this information, you now have all of the tools necessary to begin creating your own
firewall using either Ipchains or Iptables.
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Introduction

Regardless of the type of firewall you deploy, you will have to test and maintain it carefully. You
need to actively monitor your firewall so that you can discover scanning attacks, connection
attempts, and general weaknesses. Of course, you will have to scan your firewall to ensure that all
extraneous ports and daemons are closed. You can use a scanner such as Nessus (www.nessus.org)
to do this. However, even an application such as Nessus cannot implement the specific attacks
necessary to truly test your firewall. In this chapter, you will learn about how to properly test and
log activity. You will be able to verify that the firewall is working, make intelligent changes on
demand, and generate useful reports.

In this chapter, you will use applications such as Telnet, Netcat, and SendIP, and Nmap to
query the firewall. Doing so will help you determine if your firewall is truly protecting your net-
work. Just one accidental omission of a rule can open a hole that could allow a hacker into your
network.

You may never know that a hacker has entered your network unless you carefully monitor
your firewall logs. Doing so is sometimes an unglamorous, thankless job. However, using applica-
tions such as Firedaemon and fwlogwatch, both of which are profiled in this chapter, you can
receive automatic alerts. fwlogwatch can even automatically reconfigure your firewall for you in
case of a scanning attack. Even if you choose to not automatically block traftic, using the testing
and logging tools discussed in this chapter you can maintain your firewall so that it is blocking
and allowing the right traffic for your business.

Testing Firewalls

Before you can start logging access to your firewall, you need to ensure that you have configured
it correctly. Even if you have extensive experience configuring firewalls, you will have to test
your implementation when you first install it. In fact, experienced professionals know that they
have to continually test a firewall to ensure that it is properly configured, and that its current
configuration protects the network. It is not enough to just check or read the Ipchains/Iptables
rules and then think that you have properly tested the firewall. You need to actively send packets
and monitor your firewall and internal network to be sure.

Before you learn about applications that can help you test your firewall, you first need to
consider some of the actual attacks, problems, and issues to look for. When testing your firewall,
consider the following:

®  Internet Protocol (IP) spoofing Many hackers outside of the firewall try to imitate
internal network hosts in order to bypass authentication.

B Open ports/daemons Many firewalls and/or routers allow unnecessary ports to
remain open, which can expose your firewall to threats unnecessarily.

B Monitoring system hard drives, RAM, and processors If your firewall runs out
of disk space, or begins to run low on memory, your network may become incapaci-
tated. Check your server’s performance regularly using standard tools (df, vmstat, top, and

so forth).
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®m  Suspicious users, logins, and login times Even if you allow only interactive login
at your firewall, monitor it carefully to determine who has logged on. It is vital that you
know exactly who is controlling the flow of packets on your network.

B Check the rules database One of the common moves by a hacker is to alter the
rules database in subtle ways that make it easier for the hacker to gain access to the net-
work. Check your rules and compare them carefully to ensure that no unauthorized
changes have occurred.

®m  Verify connectivity After you have configured or reconfigured your firewall, make
sure that these changes do not cause problems for management and employees.

®  Remain informed concerning the operating system Bugs may be discovered in
the kernel and/or daemons that you are using. If you do not keep current concerning
the tools you are using, you may end up exposing yourself to hackers.

®  Port scans If you are relatively new to securing firewalls, you will be amazed to find
out how many times your firewall will be scanned. Logging all scans can consume an
unnecessary amount of hard drive space and processor time. Still, the proper amount of
logging will help you remain informed and will help you document scans that may be
preludes to an attack.

Following is a more detailed discussion concerning each of these issues.

IP Spoofing

Your firewall should not allow any packets to pass from outside the network into your internal
network if the source address is the same as any host in your internal network. Suppose, for
example, that your external network interface card (NIC) has the IP address of 128.1.2.3.4/16,
and your internal NIC has the address of 192.168.1.0/24.You then need to find a way to test
your firewall to see if any traftic is passing through the external interface from, say, the
192.168.1.1 IP address.

If such packets are able to traverse your firewall, then a hacker can configure his or her system
to use your firewall as a default gateway and participate on your network. Leaving your packet-
filtering firewall open to spoofing attacks largely obviates the reason for having a firewall, so you
should take every step to test exactly what your firewall drops and allows. If you require, for
example, your end users to have access to the World Wide Web, you will find that it is necessary
to allow ephemeral ports (any port over 1023) to access the Internet. However, if you are using
private IP addresses (for example, the 192.168.45.0 network), no system outside of the firewall
should ever be able to assume this IP address and access your internal network’s ephemeral ports.

Open Ports/Daemons

Your firewall should be as secure as possible. Disable all unused services and configure the used
ones with security in mind. If you are running Squid or another proxy server on the firewall,
make sure that only this port is open. Daemons such as Telnet, File Transter Protocol (FTP),
Hypertext Transfer Protocol (HTTP) and others should be shut down in almost all situations. In
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many situations, you may require the ability to remotely administer your firewall. Still, consider
disabling all login to the outside interface.

In many situations, it is best to allow only interactive logins at your firewall. This way, you
need only secure the firewall’s physical security. If you must, use only a relatively secure login
application, such as Secure Shell (SSH).You could also consider Kerberos, although this requires
you to open several additional ports. Even using one-time passwords (OTP) at the firewall is a
solution, although the use of OTP does not encrypt the data that subsequently passes from your
system to the router. If you do need to leave certain ports open, be prepared to conduct regular
scans of your firewall to test the daemons listening on these ports. As suggested earlier, applica-
tions such as Nessus (www.nessus.org) are ideal in this type of situation.

Monitoring System Hard Drives, RAM, and Processors

Firewall logs can consume hard drive space, especially in busy networks. If you configured your
firewall to log both accepted incoming and outgoing access, you will find that your log files will
grow very large in a short period of time.You may need to cut back on your log settings.
However, if you cannot do this, regularly use the df —h command to discover the total amount of
hard drive space you have left. You could, for example, create a simple crontab entry that sends
you this information automatically every Monday at 8:05:

5 8 * * mon df -h | mail -s "HDRIVE" jstanger@prosofttraining.com

Of course, keeping the cron daemon enabled on your firewall can present its own problems,
because it will require you to ensure that this daemon is not subject to bugs that can cause a
security problem. Any daemon, such as cron, that acts automatically can cause problems if mis-
configured, so carefully review all default scripts, and you will be in good shape. It is an additional
service, after all. You will have to make the decision yourself.

Following is a quick overview of standard Linux tools that can help you determine if your
system is becoming overburdened:

B vmstat Informs you about the amount of random RAM and virtual RAM used on
the system.

®  top Used to inform you about the processes that occupy the largest percentage of
CPU time. The busiest processes rise to the top of the display. The Gtop and Ktop appli-
cations, both available from www.rpmfind.net, are graphical versions that are somewhat
easier to use than the original.

Suspicious Users, Logins, and Login Times

Use the who and last commands to learn about who has logged in to the firewall. In addition,
manually check the /etc/passwd and /etc/shadow files to determine if any users have been
added. An application such as Tripwire can be extremely helpful if you want to remain informed
about any changes to such files.
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Check the Rules Database

Determine if any unauthorized changes have been made to your database. When you first created
your firewall, you should have created a backup using either the ipchains-save or iptables-save com-
mands. Use the diff command to compare the two files to see if any changes have occurred. You
can also use md5 to generate fingerprints of the configuration files to see whether any unautho-
rized changes have been made to them.

Truly talented hackers are interested in entering a network and then controlling it without
your knowledge. Accordingly, many will deactivate certain logging rules on your firewall, and
then activate them again. If you leave the ipchains or iptables commands on your system, this will
be very easy. To at least slow down the hacker, try removing these applications from the system.
This way, the hacker will at least be forced to install these applications on your system before he
or she can manipulate it. If you have Tripwire installed, you will then be informed of massive
changes to the hard drive.

Verify Connectivity with Company
Management and End Users

After you install and configure your firewall according to your security policy, check with various
managers and employees to ensure that your firewall rules are working properly. You may have to
further adjust your firewall to ensure that the right services are available to the company. You may
have to inform people about certain services that are no longer available by design. Otherwise,
you will receive help desk calls informing you that service has been interrupted.

Employee education is often necessary whenever you make any changes to the firewall.
Otherwise, you will receive complaints that the network is “down,” when in fact it is behaving
according to your design. In order to cut down on ill will and employee frustration, find ways to
carefully and tactfully inform employees concerning changes. Consider the following suggestions:

®  Contact management and make sure that they understand and agree with the changes
you are making.

®  Many times, upper management will ask for certain changes and not quite understand
how this will aftect the end user. Decisions to cut oft certain services (for example, Web
traftic, or access to outside Post Oftice Protocol v3 [POP3] accounts) may negatively
affect the company’s ability to conduct business, or may cause unnecessary problems
with employee morale. Make sure that upper management understands the ramifications
of any suggestions they make.

m Warn employees before any changes to the security policy/firewall rules will occur.
B Remind employees that changes have occurred.

B Use e-mail, word of mouth, and employee area bulletin boards to remind people about
changes.
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Port Scans

Ipchains/Iptables-based firewalls are classic examples of packet-filtering firewalls. This type of fire-
wall has traditionally been vulnerable to scanning attacks; they can simply allow scans to occur
without informing anyone, because packet filters generally do not pay attention to Transmission
Control Protocol (TCP)-based connections. They are interested, rather, in filtering out IP
addresses and ports (they pay attention to the network layer of the Open System Interconnection
Reference Model OSI/RM).

The introduction of log analysis software such as firelogd and Fwlogdaemon have made it
possible to detect and block such scans, all the while sending an alert to the systems adminis-
trator. This type of software can help reduce a firewall’s exposure to distributed denial-of-service
(DDoS) attacks, because it helps the firewall completely drop certain hosts. However, this strategy
introduces new problems, because it is possible for attackers to spoof source IP addresses and
assume the identity of hosts you trust. The result is that hackers can use your own strategies
against you and make your own software conduct a DoS attack against you by blocking your net-
work from its own Domain Name System (DNS) servers, default gateways, and other hosts that
you trust implicitly. However, most adjunct software, such as fwlogwatch, provides ways to
exclude trusted hosts from being blocked. You will learn more about this later in this chapter.

NoTE

As long as unencrypted, non-IPsec versions of IPv4 remain the most commonly used ver-
sion of IP, spoofing will remain a fact of life. If you find that spoofing attacks keep
occurring against your network, you can take the following actions:

m  Edit the configuration files of your log-watching software and increase thresh-
olds to eliminate false positives.

m  Carefully manage any Ipchains/lptables entries created by your log-scanning
software so that sensitive hosts are not blocked.

These strategies are ways that you can mitigate and manage spoofing attacks, as
opposed to eliminating them, because until all systems use IPsec or move to IPv6, there
is really no way to completely eliminate them. Even when IPsec and/or IPv6 become
common, it is likely that hackers will find newer and cleverer ways to spoof these proto-
cols as well.

Using Telnet, Ipchains, Netcat,
and SendIP to Probe Your Firewall

Now that you understand what to look for, you can use the following tools to help you:

®  Rule checkers Although Iptables does not support rule checking, the ipchains -C
command allows you to check how your existing rule set operates. It will return infor-
mation as to whether the packet is dropped or accepted. It is up to you to act on this
information.
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m  Port scanners A simple port scan can help you determine which ports are left open
on your firewall. Using applications such as Telnet and Netcat, you can then determine
what daemon is listening behind that port.

m  Packet generators Using applications such as SendIP, you can generate packets
designed to test whether your firewall rules are working properly.

Following is a discussion of some tools that allow you to quickly test your firewall rules.

Ipchains

The ipchains -C option allows you to send packets to test whether the rules you have created
work properly. Iptables does not have the equivalent, as of this writing. When checking Ipchains
rules, you simply place -C (make sure you use the uppercase C) in front of the rule. The —check
and -C options, by the way, are equivalent. You will be informed if the packet is blocked. For
example, suppose you create the following rule in Ipchains:

ipchains -I input -i eth0 -s 0/0 -d 0/0 -p icmp -j DENY

To test this rule, you would issue the following command on the same system:

ipchains -C input -i ethO -p icmp -s 0/0 1 -d 0/0 1

Ipchains will then inform you that the packet is denied. This tool is handy if you are logged
in to the same system as you are testing, and you are becoming familiar with the existing rules
and want to send out packets that test how the rules are working.

Telnet

More universal testing methods exist. The humble Telnet application is still useful when testing a
firewall. Do not use it for logging on, however. You can use it to test whether a certain firewall
rule is running the way you think it should. For example, suppose that you allow all access but
that which is explicitly denied by a rule, and that you have configured the following firewall rule
in Iptables:

iptables -A INPUT -i eth0 -s 0/0-p tcp --dport 80 -j LOG
iptables -A INPUT -i eth0 -s 0/0-p tcp --dport 80 -j REJECT
You can use your Telnet client to see whether it is working properly by specifying the port
you are blocking and logging:
prompt$ telnet firewall.yournetwork.com 80
You can then view the log by using the tail command to read the file where your system

stores kernel messages. For the sake of convenience, use tail’s —f option so that you can view
results as they happen:

tail -f /var/log/messages
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Using Multiple Terminals

If you have logged in to the firewall interactively, it is often useful to open two terminals. You can
use the first terminal to issue the felnet command, and you can use the second terminal to view
the results in the /var/log/messages file. Remember that if you specify more complex logging
options, and then send too many packets, the kernel will stop logging traftic after a certain period
of time (three logging instances an hour, with only the first five packets logged). If you do not
remember this, you may make the mistake of thinking that a certain rule is not working, when in
fact it really is.

Netcat

You are not limited to using Telnet. Netcat is a great tool for socket creations, especially for fire-
wall testing, which is available at http://freshmeat.net/redir/netcat/7041/url_tgz/nc110.tgz.
Netcat is quite versatile, and is the self-described “Network Swiss Army Knife.” Hackers and sys-
tems administrators alike use it as a tool to conduct scans, communicate with open ports, and
even transfer information between hosts. Because it is so versatile, it can also be used against you,
so if possible, you should install this application only on a client system, rather than on the router.
This is because it can be used to open a back door on your system. Still, careful use of the appli-
cation can allow you to quickly audit your firewall.

Used in the simplest way, Netcat is much like a Telnet client, because it can be used to access
any remote host at any port. To connect to the host named firewall.yournetwork.com at port 80,
you would issue the following command:

./nc firewall.yournetwork.com 80

You will then have to press Ctrl-c to exit the program. If the port is open, you can then
enter any command you want. As far as port 80 is concerned, you can just enter some gibberish
once a connection is made, and the Web server will return an error message, which usually
includes the name of the Web server. Chances are, the port will not recognize your command,
but for the purposes of testing a firewall, you usually want to just see if a port is open and lis-
tening. The nefcat -h command provides a list of all available options, which are listed in Table 6.1
for your reference.

Table 6.1 Netcat Options

Option Description

-i value Tells Netcat to delay sending packets for a certain number of seconds.
For example, to have Netcat wait five seconds between scanning ports,
you would specify —i 5.

-n Has Netcat report information using only IP addresses. This option is
helpful when conducting ping scans, or if you do not have any DNS
support.

-p value A port spoofing option. Allows you to specify the port number of the

packet being sent. For example, to have a packet appear as it were
sent from port 53 of a host, you would enter —-p 53. —p.

Continued
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Table 6.1 Netcat Options

Option

Description

-r

-s value

-u

-V

-w value

-Z

Allows you to have Netcat scan ports at random, instead of simply one
after the other.

Spoofs the source address of a packet. This option does not work on
all systems, however.

Netcat defaults to sending TCP packets. This option allows you to send
User Datagram Protocol (UDP) packets, instead.

Verbose mode. Reports additional information about the connections
you are making. If you specify -v twice (-v -v), you will receive twice
the amount of information.

Sets the time (in seconds) that Netcat will wait at a responding port.
This option is often combined with -z.

Called “zero-I/0O mode,” this option has Netcat forbid any i/o from the
source system. If you do not use this option, Netcat will “hang” indefi-
nitely at a port that responds. This option is mostly applicable when
using Netcat as a scanner.

Has Netcat open a listening port. Used with additional options, it is
possible to bind a root shell to this listening portlisten mode, which
can lead to security problems.

Sample Netcat Commands

To use Netcat in a more sophisticated and helpful way, you must use the following syntax:

nc [-options]

hostname port[s] [ports]

For example, if you want to scan ports 1 through 1023 of your firewall and ensure that

Netcat will not “hang” at any ports, you could issue the following command:

./nc -z -w 2 -v -v firewall.yournetwork.com 1-1023

The -z and -w 2 options tell Netcat to not bind a port, and to wait only two seconds in case

a connection is accidentally made. The two -v options place Netcat into ultra verbose mode. It is

likely, though, that only certain groups of ports will be open on an unsecured firewall. For

example, the following command scans only certain ports and groups of ports:

./nc -z -w 2 -v -v firewall.yournetwork.com 20-30, 53, 80, 100-112, 443,

6000-6050

Analysis of Netcat Scan

The preceding scan searches for ports associated with several protocols, including:

FTP (20 and 21)

SSH (22)
Telnet (23)
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m DNS (53)
B WWW (both 80 and 443)
B X (ports in the 6000 range)

Figure 6.1 shows the results of a scan against a router that has left several ports open.

Figure 6.1 Scanning an Open Router

eat

ter -z —w 2 -v -v 20-30, 80, 443, 100-112, 6000
65.0,104.188] 30 (7) : Connection refused
Cc1226873-b.stangernet. con [65.0.104,185] 29 (1) : Cornection refused
1726878 -b. stangernet . con [65.0.104.188] 28 (7) : Cornection refused
c1226878-b. stangernet . con [65.0.104.138] 27 (7) : Cornection refused
1226873 -h.stangernet . con [65.0.104,153] 26 (7) : Cornection refused
1226878 -b.stangernet .con [65.0.104.188] 25 (swtp) open
c1226878-h. stangernet . con [65.0.104.138] 24 (7) ;3 Cornection refused
1226873 -b.stangernet . con [65.0.104,153] 23 (telnet) : Connection refused
£1726878-b. stangerret.con [65.0.104.188] 22 (ssh) apen
1796878+, stangernet ,con [65,0,104,188] 21 (ftp) : Conrection refused
1226873 -b.stangernet . con [66.0.104,153] 20 (ftp-data) : Connection refused
c1226878-h. stangernet . con [65.0.104.188] 80 (wwu) : Conrection refused
1726878 -h, stangernet, con [65,0,104,188] 443 (https) : Conrection refused
1226878 -b.stangernet .con [65.0.104.122] 112 (7) : Connection refused
£1226878-b.stangernet .con [65.0.104.188] 111 (sunrpc) open
1726878, stangernet, con [65,0,104,188] 110 {pop3) * Carnection refused
c1226878-b.stangernet .con [65.0.104,135] 109 (pop2) : Connection refused
Cc1226878-b.stangerret.con [65.0.104.188] 108 (7) ¢ Connection refused
1726878, stangernet,con [65,0,104,188] 107 (rtelnet) : Carnection refused
5. 106 {poppassd) : Connection refused
105 (csnet-ns) : Conmection refused
104 (7) * Conmection refuse
103 (7) 3 Connection refused
. 102 (iso-tsap) : Connection refused
65.0.104.188] 101 (hostrames) ¢ Cormection refused
c1226878-b. stangernet . con [65.0.104.188] 100 (7) : Connection refused
1726873 -b.stangernet .con [65.0.104.182] 6000 (X) open
sent 0, rcvd 0
[rootehlake neteat]d Il

N [ront@blake netcat]d . /m

This firewall, for example, still allows connections to Simple Mail Transfer Protocol (SMTP),
the sunrpc portmapper service (port 111), and X.You can, of course, specify additional ports. For
example, the ranges of 20 through 00 and 5900 through 7000 can reveal commonly used ports.
Consult your /etc/services file for more ideas.

Additional Netcat Commands

When compiled properly, Netcat can also spoof IP addresses. If you want to spoof the source IP
address, you would use the -s option:

./nc -s 10.100.100.1 -z -w 2 -v -v firewall.yournetwork.com 20-30, 53,

80, 100-112, 443, 6000-6050

However, you should note that the -s option does not work well on some operating systems.
Because Netcat defaults to TCP, you can use the —u option to send a UDP packet to a port:

UDP Scans

./nc -u -w 2 firewall.yournetwork.com 80, 443

You will have to press Enter twice to finish the command. Depending on the rules you have
set (you will have to explicitly log UDP using either the —/ option in Ipchains or the - LOG
target in Iptables), your firewall will log this traffic.

Testing Source Ports

If you have set a firewall rule to deny a particular source port, you can test it with Netcat. For
example, if you have prohibited all hosts from accessing ports 1 through 1023 of an interface, you
can test this by issuing the following command:

./nc -p 80 -w 2 -v -v firewall.yournetwork.com 1-1023
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Testing DNS Connectivity

Many times, you will want to allow UDP and TCP access from and to port 53, in case a domain
zone transfer needs to be made. To test whether this port is open, you would issue the following
commands:

./nc -p 53 -w 2 -v -v firewall.yournetwork.com 53

./nc -u -p 53 -w 2 -v -v firewall.yournetwork.com 53
You can also scan a range of ports using Netcat. If, for example, you wanted to scan ports 1
through 1023, you would issue the following command:

./nc firewall firewall.yournetwork.com 1-1023

Additional Netcat Features

If you want to have Netcat open a shell and listen for inbound connections (this is definitely not
recommended in most circumstances), you would use the following syntax:

nc -1 -p port [-options] [hostname] [port]

In addition, Netcat ships with several scripts and applications. Some of these are geared
toward the hacker community, while others offer quick solutions to common problems. Most of
them are less practical than they are interesting. For example, if you want to test port redirection,
you can use the webproxy and webrelay applications found in the scripts directory.

You can learn more about using Netcat in this way by reading the README file that comes
with the source code. For those who are truly curious about using Netcat to open listening con-
nections, a patch exists that allows you to authenticate and encrypt traffic that streams between
versions of Netcat running on opposite servers. Called aes-netcat, you can download it from pack-
etstorm.security.com and other sites.

Using Netcat
1. Create a new directory named netcat and change into it. This step is necessary, because
the tarball will deposit many different files into the destination directory.

2. Obtain Netcat version 1.10 from
http://freshmeat.net/redir/netcat/7041/url_tgz/nc110.tgz.

3. Once you have obtained Netcat and saved it to the netcat directory, untar and unzip it:

tar -zxvf ncllO.tgz
4. Most versions of Linux do well with the following compile option:
make generic

However, you may want to read the file named Makefile and see if your operating
system 1is specifically listed.
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5. Once you have compiled Netcat, the nc binary will be created in the present directory.
Copy it to the /bin/ directory. Or, if you prefer, you can just leave it in the present
directory and use ./ in front of the command while it is in the same directory. Now
that Netcat is ready to be used, create several firewall rules that log port scans.

6. Open a terminal on your firewall and view the /var/log/messages file:

tail -f /var/log/messages

7. Now, conduct a sample portscan against your firewall:

./nc-w 2 -v -v firewall 1-1023

You can now use Netcat to conduct tests against your firewall.

SendIP: The Packet Forger

Although Netcat does have the ability to create some packets in certain instances, it is not a true
packet generator. SendIP is designed to allow you to create packets of your own choosing. This
practice is often called “arbitrary packet generation.” SendIP allows you to create your own IP,
Internet Control Message Protocol (ICMP), TCP, and UDP packets. For example, you can gen-
erate TCP packets with the FIN, ACK, and SYN bits set according to your testing needs.You can
obtain SendIP from several sites, including www.earth.li/projectpurple/progs/sendip.html.

SendIP Syntax

Although there are many options, SendIP syntax is relatively straightforward:

sendip [hostname] -p <type> -d <data> <options>

SendIP Options

The -p option specifies the protocol you want to generate, and the -d option allows you to enter
a random text string. The options, many of which are listed in Table 6.2, allow you to customize
the contents of the packets you generate.

Table 6.2 SendIP Options

Option Description

-p value The option that determines which type of packet SendIP will create.
Values include ip, icmp, tcp, and udp.

-is Specifies a source IP address of your own choosing. By default, the
“true” IP address of the local host is used.

-id Specifies the destination IP address for the packet you are generating.

-ih For customizing the length of the IP header.

-iy Sets the Type of Service (ToS) field for the packet. Consult the previous
chapter for values that you can enter. The default value is to leave all
fields blank.

-il Sets the length of the packet.

Continued

WwWw.syngress.com



Maintaining Open Source Firewalls ¢ Chapter 6

Table 6.2 SendIP Options

Option Description

-it Sets the Time-To-Live (TTL) for the packet you generate. The default value
is 255 bytes.

-ip Tells SendIP to create an IP packet.

-ct value For generating ICMP packet types. The default is echo-request (8), but
you can specify any other type by entering -ct 03, for example

-us Specifies the source port for UDP packets. The default is the random port
assigned to the packet when it is sent out.

-ud The destination port of a UDP packet. You must specify a destination
port.

-ts Specifies the source port of a TCP packet. The default is the random port
assigned to the packet when it is sent out.

-td Sets the destination port for the TCP packet. You must specify a destina-
tion port.

-tn Allows you to specify the TCP sequence number. By default, the number
will be random.

-tfa Sets the ACK bit on a TCP packet. By default, the value is not set, unless
you use the -ta option along with -tfa. This is because an ACK packet is
used to finish the process of tearing down a connection.

-ta Allows you to request an acknowledgment packet, which is used to
acknowledge that the TCP connection is ready to end.

-tfr Creates a RESET packet.

-tfs Alters the packet so that the SYN bit is set.

-tu Creates a packet with the URGENT pointer set. This pointer begins the
process of prioritizing traffic.

-tfu Sets the URGENT bit in a TCP packet. The default is 0 unless you use the
-tu option along with -tfu. For more information, consult RFC1122.

-tff Sets the FIN bit.

Randomizes all options. For example, if you specify IP as the protocol,
the -r option automatically creates a random sending IP address.

The SendIP man page contains additional options. As you can see, SendIP allows you to forge
any part of a TCP session, as well as any element of an IP, UDP, or ICMP packet. SendIP also

allows you to forge all elements of IPv6 addresses, and also allows you to forge Routing

Information Protocol (RIP) packets.

This tool is useful in regard to firewalls because it allows you to simulate any situation. The

ipchains -C command has similar functionality. However, you can install SendIP anywhere,

whereas many newer kernels do not support Ipchains. Besides, using SendIP, you can spend your

time learning only one application.

183

Www.syngress.com



184 Part Il * Solaris & Linux Firewalls

Using SendIP to Probe a Firewall

1.

The source files do not differ from the RPM. Download SendIP RPM from
www.earth.li/projectpurple/progs/sendip.html.

As root, type the following:

rpm -ivh sendip-1.5-1.i386.rpm

Now that you have installed SendIP on this system, it will be known as the “attacking
host.”You are now going to use SendIP on this attacking host to check your firewall’s
ability to block spoofed packets coming in from the outside interface. To check your
firewall’s configuration, set up a machine outside of your firewall, and then give your
firewall’s IP address as the default gateway.

Suppose that you have only the internal networks of 192.168.2.0/24 and
10.100.100.0/24, and a simple Linux client using the IP address of 192.168.2.37.You
want to test your firewall to see if spoofed traftic from outside the network can get
through your firewall to your Linux client. To test this, configure a system on your
internal network (say, with the IP address of 192.168.2.37) to use a packet sniffer such as
Tcpdump or Ethereal to view all packets on the 192.168.2.0 network. This will be the
internal host.

Put the NIC of the internal host into promiscuous mode so that it can capture the
spoofed packet you are about to send. Hopetully, the spoofed packet won’t get through.

Issue the following command from the attacking host to the internal host:

sendip 192.168.2.37 -p icmp -is 192.168.2.36

You have just issued a spoofing attack against your firewall and internal network. Now,
stop your capture of packets on your internal host. Were you able to see an echo request
from 192.168.2.36? Did the 192.168.2.37 system issue an echo reply? Did you see any
DNS traffic that appears to be an attempt to resolve the 192.168.2.37 IP address? If you
did, then review your spoofing rules. If you did not, chances are that you have properly
configured anti-spoofing on your firewall.

Remember, if you are on a switched network, you will have to configure a packet
sniffer on the victim host, and then ping that victim host directly. This is because a
switched network does not use broadcasting as does a standard hub-based network.

If you have enabled logging for such packets, use the tail -f command on your firewall to
see if the kernel records capturing the packet.

Now, try spoofing with another protocol:
sendip 192.168.2.37 -p tcp -ts 2 -td 80 -tn -is 192.168.2.36
This command sends a tcp packet with the source port of 2 to the 192.168.2.37

host at port 80.Your firewall should block this packet, because it should not allow
packets to privileged ports (ports below 1023) to go into the internal network.
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10.  When you are reasonably sure that your firewall is blocking spoofed packets, issue the
following command from your attacking host:

sendip 192.168.2.37 -p tcp -ts 2 -td 80 -tn -is 45.2.5.6

11. This command does much the same thing, but instead, it creates a packet that has a
stronger chance of passing through your firewall. Why? Because this packet apparently
originates from the 45.2.5.6 host, which is an IP address that could plausibly originate
from the Internet. In addition, at least for the purposes of this exercise, this address does
not exist inside your network. However, this packet should not be passed through,
either, because it originates from a privileged port and is directed at a privileged port
(80) on the destination. Finally, issue the following command:

sendip 192.168.2.37 -p tcp -ta 1 -ts 4356 -td 6450 -tn -is 45.2.5.6

12. Depending on your firewall configuration, this packet may be allowed to pass through.
This is because the ACK bit has been set using the -fa option. As a result, the firewall
rules may allow it through because it is part of an already-established session. In addi-
tion, notice that the source and destination ports are ephemeral, and not well known
(below 1023). Consider using additional commands to further test your firewall. Make
the necessary changes, without affecting the services that you want to provide.

NoTE

Applications such as SendIP and Netcat are often used in the hacker community. Take
care that you do not allow all users on your network to access such applications. In fact,
even using Telnet in the way shown previously is not recommended unless you own the
systems you are scanning, or you have explicit permission from the operator of the
system you are going to scan. Educate your IT personnel that they should use this soft-
ware very carefully, and that they should never assume that they are allowed to scan or
otherwise issue packets to a system that is not their responsibility.

To guard against illicit use of such applications, consider placing a note in your secu-
rity policy to the effect that only certain users are allowed to access scanning and IP
spoofing software for security auditing purposes.

Understanding Firewall
Logging, Blocking, and Alert Options

You have already seen how you can check the kernel messages for log entries using the tail —f
/var/log/messages command. However, more elegant ways to capture and view firewall logs exist.
Third-party logging applications such as Firewall Log Daemon (firelogd) and fwlogwatch are
available to help you sort and act on the information gathered by the firewall.
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Firewall Log Daemon

firelogd (Firewall Log Daemon) is a relatively simple program that can either be run as an applica-

tion or (you might have guessed) as a daemon. It does two things:

®m [t reads the kernel log entries and passes them into a “first in, first out” (FIFO) pipe,
which firelogd can then process.

®  Once its bufter is full, it e-mails a report of suspicious traffic to an account of your
choosing. You can have it mailed to a local account, or to a remote system of your
choice.

The application supports both Ipchains and Iptables. Older versions required you to edit the
dmn.h file, and then use the make command to compile the application. Now, however, firelogd
supports command-line arguments. You have various options, which are listed in the following
sections.

Obtaining firelogd

You can download the most recent version of firelogd from http://rouxdoo.freeshell.org/dmn.
The RPM file is best for Red Hat systems. As of this writing, the tarball format does not have
any special features.

Syntax and Configuration Options
The syntax for using firelogd is as follows:

/usr/sbin/firelogd [-dmskh] [-b buffersize] [-e email] [-1 log]

[-t template] [-]

If you install firelogd using the available RPM, you can also start firelogd by using its startup
script (/etc/rc.d/init.d/firelogd). You will have to edit this script to customize it if you want to
change or add any of the options.

Commonly Used Options

Following is a list of the most often-used options.

®  Daemon mode If used without any options at all, fwlogwatch runs as a simple appli-
cation. The -d option has firelogd “fork off” and run as a daemon.

®  E-mail destination The person who receives the e-mail messages. You can specify this
either by using the -e option, or by editing the /etc/rc.d/init.d/firelogd script that
comes with the RPM.

®  Log file The location of the log file that firelogd reads from. On Red Hat Linux, for
example, this is usually /var/log/messages. You can specify a log file by either using the -
[ option, or by modifying the /etc/rc.d/init.d/firelogd script.

m  Buffer size Tells firelogd to wait for x number of entries before mailing them. The
default 1s 10, which means a single e-mail will contain 10 entries. A value of 100 may be a
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more reasonable number. Using the default, you will receive dozens of e-mails in the case
of a simple Nmap scanning attack. Experiment with these settings. If 100 gives you too
little information about the nature of traffic at your firewall, then decrease the setting.

®  Template firelogd allows you to customize the alert messages.You can have firelogd
send you a great deal of information, or you can configure it to be as sparse as possible.
The /etc/firelog.conf file contains the default template.

You can learn more about the additional options by consulting the firelogd man page.

Message Format

The e-mail message you receive will include multiple packet hits giving you the following

information:
1. The date and time of the rejected or logged packet.
2. The name of the chain responsible for dropping or logging the packet.
3. The input interface.
4. The packets TTL.
5. The IP of the firewall host and the number of the port to which the packet was sent

(the destination port).

6. The origin of the IP address. Remember, it is possible to spoot IP addresses.

Here is an example of a default firelogd log entry:

01:28:37/May-5 ****3* TCP *D* REJECT/input-9 ethQ ***|***** tt]:64
badguy.hackerz.com -> hems(151)
128.37.08.43:4218 -> firewall.goodguys.com:151

Here is output from a more detailed example:

prompt# /usr/sbin/firelogd

LOG ENTRY:
April 5 09:53:37 firewall kernel: Packet log: input REJECT ethO PROTO=6
45.128.2.3:2748 128.1.2.3.4:3049 L=60 S=0x00 I=0 F=0x4000 T=64 SYN
(#9)
CONTEXT INFORMATION:
Time: April 5 09:53:37
Msg: REJECT/input-9
In: ethO
Out:

Mac:

IP DATAGRAM INFORMATION:
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Source: 45.128.2.3 badguy.badguy.com
Dest.: 128.1.2.3.4 firewall.goodguys.com
IPlen: 60

TOS: TOS-0x00, PREC-0x00 -> **x|*xkxx
TTL: 64

FRAG: 0x4000 -> *D*

ICMP SPECIFIC DATA:
Type:
Code:
Info:

Triggering Packet:

TCP SPECIFIC DATA:
Window:
Reserved Bits:

Flags: SYN -> ***x*xgx*

UDP SPECIFIC DATA:

UDP Datagram length:

TCP/UDP SERVICE PORTS:

Source Port: 2748 (fjippol-polsvr) -> 3049 (nsws)

In the preceding output, the attacking host’s IP address is 45.128.2.3, and the firewall’s IP
address is 128.1.2.3.4. In this particular example, ICMP logging is not activated on the kernel.
However, you can gather information about the nature of the attack by viewing the logs. This is
an example of a simple, full TCP scan.

Customizing Messages

You can customize firelogd messages by editing the /etc/firelogd.conf file and changing the
values to suit your own situation. The default file comes with several suggested templates, which
are commented out by using the following two words:

startcomment

endcomment

firelogd will not read anything within these lines. firelogd contains three entries. The first, dis-
cussed previously, is moderately verbose. The second is described as a “one-liner,” and gives infor-
mation about the time of the scan, as well as the source and destination IP addresses and ports.
The final option is quite verbose, informing you about the details of the connection.You can, of
course, create your own entry using the syntax described in the /etc/firelogd file. For example,
the following sample code records the source IP address and the destination port address, as well
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as the interface where the traffic occurred. The text “From the firewall at the company” acts as a

header for the information.

tab From the firewall at the company. nl

tab srcip sp r_dstpt sp in sp

The tab, space, and nl entries create tabs, single space, and new lines, respectively. The char
srcip field has firelogd inform you of the source IP address of the packet. The r_dspt field pro-
vides the destination port for the packet. Finally, the char in field has firelogd report the interface.
You can, of course, specify your own text and other options. The /etc/firelog.conf file shows you

all of the options. Figure 6.2 shows an example of the configuration file.

Figure 6.2 The /etc/firelog.conf File

NoTE

[ startcoment This one is very verbose
erdcomment

nl LOG sp ENTRY: nl

og
oL CONTEXT sp IORHRTION: L
tab Tine: tab tab month sp dey sp tine nl
tab Msg lab tab vy nl
tab In: tab
= ut: tab tab Dut n1
b Mac:
2 sp St Sp "RBRATIN: 1
tab Source: tab tab srcip tab r_sroip nl
tab Dest.: tab tab dstip tab r_dstip nl
tab IPlen: tab tab iplen nl
tab TOS: teb tab T05- tos , sp PREC- prec sp -> sp pflags | sflags nl

tal
tab FRAG: tab tab frag sp -> sp Fflags nl nl
ICHP sp SPECIFIC sp DATA: nl

1
tab Triggering sp Packet: tab trigger nl nl
TP sp SPECIFIC sp DATAS nl
tab Ulndou: tab tab vindou nl
e Ressrvad op Bite: iob
Floger tab tob flage sp > SD tflags nl nl
i sp SPECIFIC sp DATA: nl
tab LOP sp Datagram sp_length: sp ulen nl nl
TCP/UDP sp SERVICE sp PORTS: nl
tab Source sp Port: tab sropt (r_srept ) sp <> sp dstpt ( rdstpt ) nlnl

starteoment.
endcomment.

starteomment.

The next one can be used vith the "decode. uhp file in the installation
directory to set up a usb-based Log decoder

<H4> Log sp Entru</hd> log <HR>

<TR>CTD> Tine: <TD> nonth sp day sp tine <TD> Uher

i <ER><TD> In: <TD> in <TD>Inconing sp interface</t

CTFELE sp SORDER=D<TR><T0> > CONTEXT sp INFORMATION: ¢/H5><TD s COLSPAN-2>Hachine s and sp logging sp rules sp genersts o
this sp data</ts
T Flredsll sp Tups: 0> Lige D> TRCHADIS E IPTRBLES P (rettliten)</tr>
en ing
<TR><TD> Hsg: <TD> nsg <TD>Log sp nessage sp (nethlter‘)<BR>RETIDN/cham s - sp (ipchains)</tr>

firelogd simply parses the log files generated by either Ipchains or Iptables. It does not
generate the log files themselves. Therefore, you must have logging enabled through

Iptables or Ipchains in order for firelogd to operate properly.

Reading Log Files Generated by Other Firewalls

You can read log files generated by other systems, as well. For example, if you downloaded the
/var/log/messages file from a remote system, you can read it with the following command:

cat messages

| firelogd -

The hyphen allows the application to read the command directly from standard input.
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Configuring and Compiling firelogd

1.

10.

11.
12.

Obtain firelogd from http://rouxdoo.freeshell.org/dmn/. The RPM file is best for Red
Hat systems. The tarball does not provide any special configuration options.

Install the RPM. Once you install the RPM, the firelogd will automatically begin run-

ning. Stop firelogd by issuing the following command:

/etc/rc.d/init.d/firelogd stop

Issue the following command:

/usr/sbin/firelogd

Use a port scanner such as Gnome Service Scan or Nmap to scan your firewall.
Remember that the firewall must have logging enabled at the interface you are scan-
ning.

You should see output on your screen. You will not receive any e-mail message, because
you have not supplied any arguments.

Stop firelogd by pressing CTRL + C.

Now, prepare firelogd to run as a daemon. Make a copy of the /etc/rc.d/init.d/firelogd
initialization script file and name it firelogd.bak. Edit the original so that the entries are
as follows:

QSIZE=30
# Who is the administrator
MAIL=your_address@yourcompany.com

# Where is the output template

You may have to adjust the QSIZE settings to fit your own situation.

Make a copy of the /etc/firelogd.conf in case anything goes wrong, and then edit the
original file so that verbose logging is enabled. To do this, first comment out the default
log entries, which are immediately below the text that reads “I like the look of the one
below.” Use the startcomment and endcomment keywords. Then, uncomment the entry that
begins with the text that reads “This one is very verbose,” and save the file.

Start firelogd:

/etc/rc.d/init.d/firelogd start

Use Gnome ServiceScan or Nmap to conduct an attack that scans multiple ports of
your firewall.

View the message using your e-mail client.

Re-edit the /etc/firelogd file and comment out the verbose entries and uncomment the
entries that are beneath the text that reads “This one 1s a one-liner.” This entry will send
terse messages. If you want, set the QSIZE value to 100, which means that each e-mail
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firelogd sends will have 100 entries in it. It also means that firelogd will not send you
alerts as often; the larger the buffer value, the longer it will take to receive a message.
Consequently, firelogd will be less responsive to attacks, and will not inform you as
often. However, one longer message is likely easier to read than several shorter messages.

fwlogwatch

fwlogwatch, written by Boris Wesslowski, is a logging and reporting mechanism that also allows

you to automatically block all traffic that is identified as an attack. Used in conjunction with

firelogd, it helps create a system that continuously keeps you informed concerning port scans and
other network events that surpass the thresholds you set. fwlogwatch is available at the CERT-
RUS Web site (http://cert.uni-stuttgart.de/projects/fwlogwatch) and Wesslowski’s personal Web
site (www.kyb.uni-stuttgart.de/boris/software.shtml). It is available in both tarball and RPM
format, and there is no significant difference between the two. Although fwlogwatch is similar to
firelogd, it is far more versatile. You can configure fwlogwatch to do the following:

Parse the firewall log file and generate user-friendly HTML reports, which you can read
with any Web browser. fwlogwatch can read log files from any Ipchains or Iptables-
enabled system, as well as Cisco firewalls and routers.

E-mail an alert to you when suspicious activity occurs (for example, when numerous
connection attempts—usually port scans—surpass the threshold you set in /etc/firelog-
watch.config, the fwlogwatch configuration file). As with fwlogwatch, this option will
work only on packets that you decide to log.

Issue a Windows Messenger Service alert that creates a “pop up” message to a Windows
NT or 2000 server of your choice.

Deliver summary-based e-mail messages informing management of the scans that have
occurred.

Insert Ipchains or Iptables-based rules that block hosts from connecting to your firewall
and/or internal network hosts.

Execute custom-created commands. You can have fwlogwatch run any script that you
want to create.

twlogwatch Modes

twlogwatch operates in one of three modes. Table 6.3 describes each.
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Table 6.3 fwlogwatch Modes

Mode

Description

Realtime

Interactive

Log Time

fwlogwatch operates as a daemon and reads the kernel messages file
(usually /var/log/messages), waiting for Ipchains/Iptables-generated
packets to occur. When the packets surpass the threshold, fwlogwatch
generates an alert. This mode is generally not for generating reports.
Several Common Gateway Interface (CGlI) scripts are available to help you
generate HTML reports.

Allows you to have fwlogwatch read the /var/log/messages file and issue
e-mail messages to various destinations. To use this mode, you must
uncomment various lines, such as at least one e-mail account, in fwlog-
watch.conf (or whatever name you are using). The e-mail messages are
formatted according to the information found in the /etc/fwlogwatch.
template file. When you start fwlogwatch in interactive mode, it will
parse the /var/log/messages file and then ask you if you want to send an
e-mail message to your recipient.

Has fwlogwatch inform you concerning the total number of entries in the
/var/log/messages file. It also includes the first and last entries the kernel
makes.

You can also manually generate HTML reports. You can generate the help menu, which

shows all your command line options, by entering fwlogwatch -h.

You can also consult the fwlogwatch man page for additional details. This chapter will focus

on generating reports and configuring fwlogwatch to send real-time alerts.

twlogwatch Options and Generating Reports

Table 6.4 is a list of the more relevant options, if you choose not to use the
/etc/twlogwatch.config file.

Table 6.4 fwlogwatch Options

Option

Description

-¢c <file>

-f <file>

-L
-l <time>

Allows you to specify your own configuration file. The default is
/etc/fwlogwatch.config. If you leave this filename at its default, you
will not be able to manually use fwlogwatch or use CGl scripts to
generate automatic reports.

Allows you to read a different kernel log file, rather than the default
of /var/log/messages.

Has fwlogwatch give the time of the first and last log entry.

Allows you to specify only certain events in terms of time.
Arguments to the -/ option include seconds (s), hours (h), minutes
(m), days (d), weeks (w), months (m), and years (y). The default is to
not have any limit at all, which can result in huge HTML log entries.
If, for example, you wanted to generate a log file for only the last
two days, you would specify -l 2 at the command line.

Resolves host names in the log file. This can slow performance
considerably.

Continued

WwWw.syngress.com



Maintaining Open Source Firewalls ¢ Chapter 6

Table 6.4 fwlogwatch Options

Option Description

-v Places fwlogwatch into verbose mode. Use it twice to obtain more
information.

-Z Shows the amount of time between the start of a perceived attack
and the end.

-m value Has fwlogwatch ignore all identical packets that number less than

the value. The result is that you will receive entries that have a
higher uniqueness value. As far as alerting is concerned, you will
probably want to ignore the receipt of multiple packets if they are
of only one type. For example, if you want to ignore all identical
packets unless the firewall receives 15 of them, you would specify -
m 15 in the command line.

-s, -d, Informs you concerning the source and destination ports.

-t If more than one of the same type of packet is logged, then show
the start and end times that they entered the system.

-Z Show the total amount of time that elapses between a series of
entries. The series is determined by the threshold.

-y List all elements of the TCP session.

-p Informs you concerning all logged protocols (TCP, ICMP, and so
forth).

-0 Allows you to specify the location of an output file.

-W Tells fwlogwatch that the output file should be in HTML.

Generating Reports

As of this writing, if the /etc/fwlogwatch.config file is present, the fwlogwatch binary automati-
cally ignores any options you specify at the command line. This poses a problem, because if you
want to manually generate a report, you need to specify command-line options.

NoTE

You will need to rename the /etc/fwlogwatch.conf file to some other name if you want
to use fwlogwatch to generate HTML reports via CGl or cron.

To solve this problem, rename the /etc/fwlogwatch.config to /etc/fwlogwatch.config.alert.
This way, you can still use this file to generate alerts, as discussed later, and still generate manual
reports, when necessary. Although many different combinations are available to you, the following
command is quite useful:
prompt$./fwlogwatch -v -v -s -d -t -z -y -n -p -w -1 2d -o firewall.html -f
/var/log/messages

Resolving firewall-linux.goodguys.com
Resolving 10.100.100.1.1 from cache

Resolving 192.168.2.2 from cache
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Resolving sl-gw8-sj-0-3.sprintlink.net
Resolving 217.0.54.100

Resolving pD9003664.dip.t-dialin.net
Resolving 192.168.2.2 from cache

Resolving 194.91.224.19

Resolving 10.46.247.251

Resolving pD9003664.dip.t-dialin.net
Resolving adsl-63-206-155-186.dsl.1lsan03.pacbell.net
Resolving cpe-24-221-58-193.az.sprintbbd.net
Resolving www.cnn.com

Resolving www.abcnews.com from cache

prompt$

The preceding command has fwlogwatch read the -f /var/log/messages file and generate a
report named firewall. html. The “Resolving . . .” lines indicate that fwlogwatch has found log
entries and is finding the IP address or DINS name for the hosts. Notice that the preceding com-
mand reads the firewall entries for the last two days (~/ 2d), and that it uses the -w option to gen-
erate an HTML file, instead of a plain text file. Figure 6.3 shows an example of the HTML file,
which can be viewed with any Web browser.

Figure 6.3 Viewing an fwlogwatch HTML File
=]

File Edt View Go Communicator Help
j " Bookmarks J Location: [http: //192.168. 2. 1/outer. htnl /\ @I what's Related!

| Back foned Reload Home  Search Netscape Print  Securlty  Shop

fwlogwatch output

Using fwlogwatch manually 1s especially useful if you plan to view log file entries from a
remote host, such as another Linux system or a Cisco router. You can obtain the log file, copy it
to your home directory, and then issue the preceding command, specifying the log file you want
to read.

As long as you have renamed the /etc/fwlogwatch.config file, you can use cron to have
fwlogwatch automatically create HTML reports and place them in your Apache Server home
directory (or any other properly aliased directory).
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Generating an HTML-Based Firewall Log with fwlogwatch

Make sure that your system is using either Ipchains or Iptables to log packets.

Create a user and a group named bw. These groups are necessary to enable fwlogwatch
to run additional processes as a nonroot user.

Install the fwlogwatch RPM or tar ball.

Rename the /etc/twlogwatch.config file to /etc/fwlogwatch.config.alert.

Issue the following command to create a simple HTML report:

fwlogwatch -v -v -s -d -t -z -y -n -p -w -1 2d -o firewallreport.html -£

/var/log/messages

Open the firewallreport.html file in any browser. This report is, of course, portable,
allowing anyone (even Windows users) to view it (see Figure 6.4).

Figure 6.4 Viewing a Report in Microsoft Internet Explorer
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2400203
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cp 2115321384
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ww 128345 goodhost goo

v 128345 g

80 www 128345 go

Automating fwlogwatch

Perhaps the most intriguing feature of fwlogwatch is its ability to automatically configure
Ipchains/Iptables and issue alerts. The best way to do this is to edit the three configuration files to
suit your needs. The three files you will use are:

/etc/fwlogwatch.config (or whatever you rename it to) The primary configura-
tion file. If you change this filename, then you must use the -¢ option to specify it when
starting fwlogwatch.

/usr/sbin/fwlw_notify A script that allows you to configure all alerting options,
including where e-mail and Samba/Windows “pop up” messages will be sent. Do not
confuse these options with the interactive options, which are mutually exclusive. In other
words, if you want to have fwlogwatch send you alerts, do not configure the interactive
mode, which will ask you if you want to send each report that fwlogwatch generates.
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m  /usr/sbin/fwlw_respond This script determines Ipchains and Iptables behavior. You
do not have to edit this file.

The fwlogwatch Configuration File

You can customize all fwlogwatch features by editing the /etc/twlogwatch.config file (or
/etc/twlogwatch.config.alert, if you have renamed it in order to use the manual option). Figure
6.5 shows the configuration file.

Figure 6.5 The fwlogwatch Configuration File

[ $1d: fuloguatch,config,v 1,15 2000/12/08 08:50:25 bu Exp §

# Sawple fuloguaten configiration file

H Uncomnented options are ON, comnented are
# Look at 'fuloguatch -h' for the current Setaits.

#44 Global options #4h
# Use 'verbose' if uou uant extra inforaation and log nessages,
# Use it tuice for even nore info, Comnent it out complstely if
# uou want fuloguatch to be ouist.

#

verbose
verbose

# Use 'resolve’ if you vant IP addresses looked up in the DNS (slow).
4

Hresolve

# Specify the input file if you don't want to use the default.

4

#input = /var/log/nessages

### Evaluation options ###

# The following six options define which criteria vill be considered
# uhen conparing connection attempts.

4

#sre_ip_off
#lst_ip_off
#protocol
#sre_port.
Helst_port.
#top_opts

### Sorting options #

# Since the sort algorithn used is stable you can sort several tim

# enries that are enual for the privary criferia will be sorted o the
et criteria, The sort string can be composed & fields of the form ‘ab'

§ here " is fhe Sat criteria:

4

# ¢ count.
# 5 source host.
#D destination host

JE Get Help Uritedut Read File Prey P out Text Cur Pos
Exit B Justify fl here is Next Py UnCut Text To Spell

This file allows you to automatically invoke the options listed earlier in Table 6.4. For
example, this file allows you to:

B Set verbose logging options.

m  Create HTML files

®  Customize the alert threshold.

m  Specity a difterent input file from /var/log/messages.
®  Exclude hosts and ports.

m  Sort host, protocol, port, and IP entries in the HTML files, as well as configure the files
to inform you concerning the time the packets were generated, and the duration of a
perceived attack.

B Determine how much of the kernel log file to read (for example, only two minutes,
three days, and so forth).

®  Set realtime, interactive, and log times mode options.

m  Create a proprietary Web server (not recommended).

If you change any of these values, you will have to restart fwlogwatch so that it rereads this file.
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Setting the Alert Threshold in fwlogwatch.config
It is likely that you will have to experiment with the ideal alert threshold for your firewall. The
default value is 10, and you may find it necessary to increase this value significantly (say, to 100)
so that you are not overwhelmed by the data you generate.

Understand, however, that if you receive too much data, you may also need to adjust the log-
ging in Iptables/Ipchains.

Excluding Hosts

fwlogwatch will monitor all entries that pass through the kernel log file (usually /var/log/mes-
sages). fwlogwatch will block any interface—including its own—that violates the alert threshold
value. One of the features found in fwlogwatch is the ability to exclude certain IP addresses and
address ranges from alerts and Ipchains/Iptables rules. This is necessary, because anyone with a
port scanner that can spoof IP addresses can conduct a port scan on your firewall and specify an
IP address important to your network. Such addresses might include the DNS and e-mail servers
necessary to keep your business on a paying basis. It is possible to exclude these addresses from
fwlogwatch by opening the configuration file and finding the following lines:

known_host =

known_host =

fwlogwatch allows you to get much more granular by using the additional entries shown

here:

#exclude_src_host =
#exclude_src_port =
#exclude_dst_host =
#exclude_dst_port =
#include_src_host =
#include_src_port =
#include_dst_host =

#include_dst_port =

These entries allow you to exclude certain source and destination ports, as well as source and
destination IP addresses.

Notification Options

To configure fwlogwatch to notify you about attacks, you must first edit the
/etc/twlogwatch.config file and uncomment the following values:
realtime_response

notify

Once these values are uncommented, and once you have restarted fwlogwatch, it will auto-
matically call the /usr/sbin/fwlw_notify file. These files determine who will be informed, and
what will be done, respectively. You will have to restart the fwlogwatch binary for these changes
to take eftect.
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Thankfully, both the fwlw_notify and fwlw_respond files are even easier to understand than
fwlogwatch.config. The /usr/sbin/fwlw_notify script, shown in Figure 6.6, allows you to deter-
mine who will receive notification messages, and allows you to determine how this notification
will occur.

Figure 6.6 The /usr/sbin/fwlw_notify File

] [hnut@?lake froot] Jusr/shin/fulu_not ify
# 91d: fulu_notify,v 1,3 2001/04/08 113 23 43 by Exp §
# fuloguatch realtine notification scripf

# You can invoke a custom action through this script when fuloguatch

# issues an alert. A few commented examples are shoun below.

# The available argunents (if activated in the configuration, if ot the
# fields will contain a '-') are

$1 count

# 32 source 1P

# 33 destination TP

# 34 protocol

# 95 source port

46 destination port

##H Use the follouing lires for email notifications, $EMAIL is the recipient

#EMAIL=ront@localhost

#/bin/echo "fuloguatch ALERT on SHOSTNAME: §1 packet(s) from 32 to 33" | /bin/mail -s "fuloguatch ALERT: $1 packet(s) from 32"
SEMAIL

#i#4 Use the following lires for SMB notifications, $SMBHOST is the host the
##H alert should appear

#
#SMBHOST=hostnane

#/bin/echo "Fuloguatch ALERT on SHOSTNAME: §1 packet(s) from 32" | Jusr/bin/swbclient - $SHBHOST

##4 Use the following Line to generate a custon log entry
#
#/usr/bin/logzer - security.alert ~t 'fulogustch ALERT” "$1 packet(s) fron 92"

4 You nay also want to log alerts to a file

#NOU="date +'ZV-En-Zd-2H-A-23
#/binfecho "SNOU: $1 Dacket(s) fron $2 to $3" >> /tep/fuly. log

44 Tnsert your gun ideas hers, anything is possible. :-)
/ uly notify (END) H

E-Mail Settings

All you have to do is uncomment the lines for any function you want to enable. Then, enter your
own e-mail address in the EMAIL= field. The default setting is for fwlogwatch to send e-mail to

root@localhost. If you are happy with this setting, you don’t have to edit this line. The next entry
to edit determines the actual contents of the e-mail message. By default, the message will contain
the following information:

B Number of packets (as indicated by the $1 value)
®  The source IP address (as indicated by the $2 value)
m  The destination IP address (as indicated by the $2 value)
You can, of course, edit any aspect of the e-mail configuration settings. If, for example, you
want to change the subject heading, edit the quoted line after the -s field. Just make sure that you

retain the quotation marks, as they allow you to enter multiple words into one subject line.
Figure 6.7 shows an example of an e-mail alert.

Figure 6.7 Viewing E-Mail Alerts Generated by fwlogwatch
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Note that Figure 6.7 actually shows two e-mail messages. The first e-mail message is a result
of a log entry that blocks and logs all ICMP traffic. The second message has been generated at the
same time. It is an alert informing the systems administrator that the loopback interface
(127.0.0.1) has generated an attack. As a result, the loopback interface will be added to the
Iptables fwlw user-defined chain, and no traftic will be allowed to pass through it. In many cases,
this is not a problem, although it is a false positive. This systems administrator needs to add a rule
excluding the local host being blocked.

Windows Pop-Up Messages
fwlogwatch uses the smbclient application to send messages to remote Windows hosts. All you
have to do is uncomment and edit the SMBHOST= line so that a message is sent to a real host,
and then uncomment the next line so that a message is sent. For example, to send a pop-up mes-
sage to a host named sandi, you would change the SMBHOST= entry and uncomment the fol-
lowing line:
SMBHOST=sandi
/bin/echo "fwlogwatch ALERT on S$HOSTNAME: $1 packet(s) from $2" |

/usr/bin/smbclient -M $SMBHOST

You can alter the second line at will. Read the script for additional values to enter. For
example, if you want to be informed of the protocol, you could use the $4 value.

This file also supports the creation of custom log entries through the use of the logger com-
mand, as well as the creation of a custom log file. fwlogwatch also allows you to create your own
alerting options. If, for example, your Linux system has a paging application installed, you can
have your message sent directly to you. Figure 6.8 shows an example of a pop-up message
received by a Windows 2000 Advanced Server system.

Figure 6.8 A Windows 2000 Advanced Server “Pop Up” Message
x|

Message From ROOT ko sandi on 5742001 4:04:41 AM

Fwlogwatch alert: 60 connection akttempts from 65,100,2,1

Response Options
To configure fwlogwatch to actually respond to attacks, edit the /etc/fwlogwatch.config file and
uncomment the following values:

realtime_response

respond

Then, restart fwlogwatch. The /usr/sbin/fwlw_respond file is straightforward. As with
/usr/sbin/fwlw_notify, you can edit this file to enter custom commands.You can, for example,
have this script load additional scripts and applications that can reconfigure the local system, as
well as remote systems (see Figure 6.9).
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Figure 6.9 The fwlw_Respond File

|

=

#1/oin/sh
# 3Td: fuly_respond, v 1.2 2001/04/08 11:23:44 bu Exp §
# fulogustch realtine response script

# Set the SMODE varisble to activate realtine nodification of

# ipchains or netfilter packet filters.

# You may want £o add custom commands at the commented spots to nodify
# top urappers or ipfilter rules or even remte control access lists
# on cisco routers...

# $TARGET contains the name of the chain that will be used for rules
# generated by this script.

# See fulw_notify for the contents of the variables passed by fuloguatch
#MODE=ipchains

IPCHATHS=/shin/ ipchains
IPTABLES=/shin/iptables
TARGET=Fuly

=0

case "31" in

start)
case "SMODE” in
ipchains)
if SIPCHAINS -n -L STARGET 2>/dew/null | /bin/grep "Chain STARGET * »/dev/null
en
SIPCHAING —F §TAREET
else
STPCHAINS -N STARGET
SIPCHAINS -T irput - STARGET
1

ipf

tables)
if $IPTABLES -t filter -n -L $TARGET 2>/dev/null | /binfgrep "Chain $TRRGET " >/dev/mull

en
SIPTABLES -F STARGET
else
SIPTABLES -N §TARGET
SIPTABLES -I INPUT - S$TARGET
i

s/ shin/fulu_respond

How Hosts Are Blocked

By default, fwlogwatch creates a user-defined Ipchains or Iptables entry for the specific table
and/or chain receiving the traffic. You can, of course, edit the script to alter this behavior,
although it works quite efticiently as written.

fwlogwatch and Root Privileges

Real-time response is protected. Only root can initiate fwlogwatch to use Ipchains/Iptables
blockings or e-mail and Samba-based alerts. Once initiated, fwlogwatch will then run as the user
bw. However, if you only require fwlogwatch to generate reports, you do not need to run it as
root. You must still ensure that fwlogwatch can read the /var/log/messages file.You can do this by
placing the user who will execute fwlogwatch in the same group as the log file.

NoTE

In regard to fwlogwatch, alerting and reporting are always two separate things. Do not
be surprised that the e-mail message you receive is quite terse. You will learn how to
automate reports using CGl scripts later in this chapter.

NoTE

In order to send pop-up messages, your system must have the samba-client package
installed. If you are using RPM, the following command will tell you if you have the
samba-client package installed:

rem -qa | grep samba

Otherwise, search for the smbclient application. The Samba server is not necessary,
and should not be activated at your firewall.
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Configuring fwlogwatch to Send
Automatic Alerts and Block Users

1.

6.

Make sure that you have Iptables/Ipchains entries that your kernel can log. You must
have either the -1 or -j LOG entries activated on at least one rule.

If you have not already, rename your /etc/fwlogwatch.config file to
/etc/fwlogwatch.config.alert. The file named /etc/fwlogwatch.config should no longer
exist.

If you do not do this, you will not be able to issue command-line options, nor will
you be able to issue alerts.

Edit the /etc/fwlogwatch.config.alert file and adjust the following parameters:
®m  Enable verbose logging by simply uncommenting both lines that read verbose.
®  Uncomment the resolve option.

®m  Enable the times and duration options. The former gives the times of the connec-
tions, while the latter gives the entire duration of the session.

B Uncomment the known_host lines, and enter the IP addresses of your DNS and e-
mail servers, as well as others that you do not want to block.

®  Enable the html line so that the daemon generates HTML pages.

B Uncomment the recent value and change it from three days (3d) to one day (1d).
B Uncomment the at_least value to 10 may have to change lower.

®  Enable and change the alert_threshold setting to 15.

®m  Activate the notify and respond values by simply uncommenting them.

Edit the /usr/sbin/fwlw_notify file and adjust the following parameters:

®m  Activate the e-mail and Samba settings.

®  Enter an e-mail address that you can check.

B [n the Samba settings, alter the HOST=line so that fwlogwatch sends a message to
the correct system. Make sure that your Windows NT/2000 system is configured to
receive messages.

Review the /usr/sbin/fwlw_respond file, but do not make any changes unless you have
a very good idea of what to do.

Start fwlogwatch, making sure you tell it where the configuration file is:

/usr/sbin/fwlogwatch -c /etc/fwlogwatch.config.alert

7.

Now, using Nmap or Gno